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ABSTRACT 

In the modern society that we live in, most of us consider personal information to be private. 

The line between the private and public spheres, however, is not clear, this is caused by 

different opinions concerning the their characterization and definition. However, the general 

agreement is that they exist, and there is information about each individual which is 

considered to be private. The definition of privacy has been multiple, with one group 

considering the term mean “non-interference”, and another group defining privacy as related 

to access to a person. Whether the term “privacy” is considered to be a state, condition on the 

one hand, or a claim or right on the other, the gap is not large between these definitions. 

Through the decades there has been a long-running debate over which definitions is the most 

correct one. This debate has been difficult to resolve, mainly because the main definition of 

privacy can be different from person to person, or from society to society. The privacy 

problem is often described by journalists, politicians, jurists and legal academics as, a 

problem created by the collection and use of personal information with the help of computer 

databases and the Internet. The Internet effects almost every aspect of our daily lives. The 

increasingly rapid changes in the technological and globalisation fields have changed the way 

in which personal data is collected, accessed, used and transferred. Online privacy is 

becoming the most pressing topic in the modern society. While some argue it is important to 

protect our privacy rights, others argue for freedom of information. 
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1 INTRODUCTION 

The Internet effects almost every aspect of our daily lives. We use it to read news, to send 

email, share information with our friends and familiy such as family pictures, daily thoughts, 

and activities. The Internet provides us with many benefits that we tend to use almost every 

day; however, these benefits are threatening our personal privacy. Online privacy is becoming 

the most pressing topic in the modern society. While some argue it is important to protect our 

privacy rights, others argue for freedeom of information. In this paper I will discuss online 

privacy. 

In order to undertake this examination I will begin by outlining the concept of privacy, 

what makes it important, the right to privacy, data and privacy protection, and developments 

in data and privacy protection. Privacy has been defined in multiple ways, ranging from non-

interference to information control. However, loss of privacy is only considered to take place 

if it involves a loss of „sensitive“ or „intimate“ information. In order to explain how online 

privacy is under threat, I will discuss the website Google, as it is the most popular online 

search engine, receiving approximately 100,000,000 visitors each day through various 

services; it is a website known to almost everyone who uses the Internet. I will explain the 

structure of the Directive 95/46/EC and the legal solution it provides in relation to online 

privacy. Finally, I will discuss the new Directive, the General Data Protection Regulation 

(GDPR), and the most fundamental changes it will provide in the digital environment 

regarding online privacy.  
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2 PRIVACY  

The privacy problem started with the collection of personal information, accessed through 

computer databases through the Internet, as described by many journalists, politicians, jurists 

and legal academic.
1
 There has been a great revolution in the information field the past two 

decades, which has involved many implications that are not yet fully understood. The way we 

bank, shop, and conduct most of our daily business, has undergone a great transformation, 

resulting in a great proliferations of records and data. This transformation is mostly related to 

the rise of the Internet around 1990, eventhough the transformation started earlier, in the mid-

twentieth century.
2
 Information once captured on paper is now preserved in the digital 

environments: it is stored in computers, servers, and databases with countless fields of 

personal data. Ask the person next to you to open his ir her wallet, and you will see that it is 

filled  with ATM cards, shopper cards, calling cards, library cards, discount cards, and credist 

cards, of which can be used to track that person his or her activities.
3
 One of the biggest 

threats to our privacy is that companies, such as credit card companies, mail order catalog 

companies, stores, and telephone companies are realized that their most valuable assets in 

modern digital society is their databases, and they are starting to sell access to them.
4
 

Furthermore, advertisers have realized that the Internet provides them much better advertising 

opportunities. The Internet was once described, in relation to web advertisers, as follows: 

„The targeting that magazines give you over television is nothing compared to the targeting 

the Web gives you over magazines.“
5
 Website tracking of user activity is not news today; 

when a user visits a website, the website has the ability to record his Internet service provider, 

his type of computer and software, the amount of time the user spends on each page, and a 

plethora of other information, which will be discussed in detail in another chapter of this 

thesis.
6
  

2.1 History of Privacy 

In the modern society that we live in, most of us consider personal information to be private, 

but how private depends on the type of information. Although there is a line between the 

                                                           
1 Daniel J. Solove, Privacy and Power: Computer Databases and Metaphors for information Privacy, 2001 Stanford Junior 

University, 1393  
2 Ibid 1394  
3 Ibid 
4 Ibid 1408  
5 Ibid 1410  
6 Ibid 1411 
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private and the public spheres, this line is not often clear; this is caused by different opinions 

concerning the characterization and definition of two spheres. The definition of privacy has 

been multiple, with some considering the term to mean “non-interference”
7
 and others 

defining privacy relation to access to a person. The leading example of this latter definition is 

from Ruth Gavison, who stated that privacy is a condition of „limited accessibility.“
8
 

According to this definition, the status of limited accessibility consists mainly of three 

elements: „secrecy“(the extent to which we are known to others), „solitude“ (the extent to 

which others have physical access to us) and „anonymity“(the extent to which we are the 

subject of others „attention“).
9
 In addition to these definitions, a third group considers 

privacy as an term of information control. These definitions have mostly been influenced by 

Alan Westin, who said, „Privacy is the claim of individuals, groups, or institutions to 

determine for themselves when, and to what extent information about them is communicated 

to others.“
10

 Yet another definition of privacy connects it exclusively to „intimate“ and 

„sensitive“ aspects of people lives. According to Julie Inness, privacy is „the state of 

possessing control over a realm of intimate decisions, which includes decisions about 

intimate access, intimate information, and intimate actions“.
11

 Therefore, loss of privacy can 

only take place when personal information involves „sensitive“ and/or „intimate“ 

information.
12

  

These definitions establish the main lines in the matter of privacy, though they are not 

exhaustive. Whether the term of privacy is considered to be a state or/-condition on the one 

hand, or a claim or right on the other, the gap is not large between them.
13

 Through the 

decades there has been a long-running debate over which definitions is the most correct one. 

This debate has been difficult to resolve, mainly because the main definition of privacy can be 

different from person to person, or society to society. The common understanding of privacy 

is interpreted widely.
14

 But everybody can agree that privacy involves our daily lives with our 

families at home, our sexual lives, our work and our email, information about our health and 

finances and so forth.  

  

                                                           
7 Lee Bygrave, Data Protection Law: Approaching Its Rationale, Logic and Limits (Kluwer Law International, Hague, 2002) 

128 
8 Ibid 
9 Ibid 
10 Ibid 129 
11 Ibid 
12 Ibid   
13 Ibid  
14 Ibid  
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Privacy has been divided into four different categories: 

- “Information Privacy, which involves the establishment of rules governing the 

collection and handling of personal data such as credit information and medical 

records; 

- Bodily privacy, which concerns the protection of people's physical selves against 

invasive procedures such as drug testing and cavity searches; 

- Privacy of communications, which covers the security and privacy of mail, 

telephones, email and other forms of communication; and 

- Territorial privacy, which concerns the setting of limits on intrusion into the 

domestic and other environments such as the workplace or public space.”
15

 

Although privacy does not have one definition, this does not mean that this issue lacks 

importance; as one writer observed, "in one sense, all human rights are aspects of the right to 

privacy."  

2.2 The Right to Privacy 

Modern data protection law is known as a European phenomenon, but its roots were in the 

U.S.A. It all begins in 1890, when the wedding of the daughter of Mr. Samuel D. Warren, 

well known lawyer, attracted a very displeasing amount of attention from the media. This led 

to Mr. Warren deciding to write an article, together with a colleague, Mr. Louis D. Brandeis, 

with the title „the right to privacy“, that later became very influential in the legal area of 

privacy. Published on December 15, 1890, the article was directed towards the courts, and 

attempted to establish that the right to privacy was already recognized in the legal system in 

cases involving breach of trust and defamation, with the goal of getting the courts to enforce 

this right. Warren and Brandeis described the right to privacy as the right to be let alone, and 

claimed that any violation of this right could give rise to a claim for damages.
16

 From these 

origins, the right to be let alone has been considered to be a general concept embracing 

privacy protection.
17

 The right to be let alone is considered to be a legal standard that can be 

used today in modern societies. This legal standard stresses individual autonomy, along with 

the idea that each individual has a private area where he or she can be at peace, and which 

                                                           
15 David Banisar and others, Privacy and Human Rights: An International Survey of Privacy Laws and Practice, 

˂http://gilc.org/privacy/survey/intro.html˃ accessed 20 February 2013 
16 Peter Blume, Protection of informational privacy (Djof Publishing, Copenhagen 2002) 13 
17 Ibid 
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nobody is entitled to violate. The right to be let alone can be considered to involve the right to 

enjoy life, the “pursuit of happiness”, the American ideal, from the Declaration of 

Independence.
18

 In a liberal and modern society, the idea that an individual has a right to 

withdraw himself from the society, and choose to be let alone, is, however, not based on ideas 

about democracy and the participation that it requires. In order for a democratice society to 

advance, individuals are responsible for playing a part in the society; from this point a view, 

the individual right to be let alone can be considered to threaten the modern community.
19

 

From this arises the idea, that if the society can justify it, there are circumstances in which the 

private sphere can be entered. These circumstances are determined according to the standards 

of each society.
20

 

However, the protection of privacy does reflect an expression of the ideal of liberty. 

Privacy is mainly based on philosophical and ideological beliefs which are not necessarily 

recognized universally.
21

 This subject calls for attention in the legal system; the right to be 

alone must be taken into consideration. The individual right of self-determination concerning 

personal information is another aspect relating to privacy protection which can be deduced 

from the Warren and Brandeis article, that the individual has a right of control.
22

 The principle 

that an individual shall have full protection in property and person is as old as the common 

law; however, with passage of time, the constant growth and development of societies, it has 

become necessary to define the exact nature and extent of this protection. With political, 

social and economic developments, the need for recognition of new rights has become 

important in order to meet the demands of society.
23

 In the beginning, law only covered 

matters concering physical interference with property and life. The „right to life“ was seen 

only as the right to protect something physical, as liberty meant freedom from physical 

restraint, and the individual land and  chattel were protected with the right to property.
24

 Much 

later, the individual´s spiritual nature, intellect and feeling were recognized, and with time this 

was recognized as a legal right, which lead to the right to life being interpreted as the right to 

enjoy life.
25

 Much later, laws developed regarding individual protections against odors, 

offensive noises, smoke from cigarettes and dust, and aggressive vibration. These individual 

protections led to the expansion of, the scope of personal immunity beyond the body of the 

                                                           
18 Ibid 14 
19 Ibid 15 
20 Ibid 
21 Ibid 
22 Ibid 16 
23 Ibid 
24 Samuel Warren, Louis D. Brandeis, The Right to Privacy, (Harvard Law Review, Louisville, 1890) 193 
25 Ibid 193 
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individual, which led in turn to the development of laws concerning slander and libel.
26

 This 

development of the law for individual protection was inevitable. With the increasing 

recognition of the importance of emotional and intellectual life, led to the need for legal 

recognition of sensations, emotions, and thoughts.
27

 

 

  

                                                           
26 Ibid 194 
27 Samuel Warren, Louis D. Brandeis, The Right to Privacy, (Harvard Law Review, Louisville, 1890) 195 
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3 DATA AND PRIVACY PROTECTION    

Privacy today is defined as fundamental human right, but not an absolute one. The legislation 

of privacy goes as far back as 1361, when England enacted the Justice of the Peace Act for the 

arrest of eavesdroppers and peeping toms. Lord Camden made the statement, when 

confirming a warrant to enter a house and seize papers in 1765 „We can safely say there is no 

law in this country to justify the defendants in what they have done; if there was, it would 

destroy all the comforts of society, for papers are often the dearest property any man can 

have.“
28

 William Pitt, Parliamentarian, wrote, „The poorest man may in his cottage bid 

defiance to all the force of the Crown. It may be frail; its roof may shake; the wind may blow 

through it; the storms may enter; the rain may enter – but the King of England cannot enter; 

all his forces dare not cross the threshold of the ruined tenement.“
29

 In the following 

centuries, many countries began to develop privacy protection. In 1776, the Swedish 

Parliament enacted the “Access to Public Records Act”, which required that all information 

held by the government was to be used only for legitimate purposes.
30

 The fundamental 

document of the French Revolution concerning human rights, the Declaration of Rights of 

Man and the Citizen (1792), declared that private property is sacred and inviolable.  Privacy 

was described as „the right to be left alone“, by the American lawyers Samuel Warren and 

Louis Brandeis in their seminal piece from 1890.
31

 

At an international level, the modern right to privacy is found in  Article 12 of the 

Universal Declaration of Human Rights, from 1948, which specifically protects 

communications and territorial privacy:“No-one should be subjected to arbitrary interference 

with his privacy, family, home or correspondence, nor to attacks on his honour or reputation. 

Everyone has the right to the protection of the law against such interferences or attacks.” 

The International Covenant on Civil and Political Rights (ICCPR), the UN Convention 

on Migrants Workers, and the UN Convention on the Protection of the Child, all specifically 

reefer to privacy as a right. The Convention for the Protection of Human Rights and 

Fundamental Freedoms from 1950, states, in Article 8: 

                                                           
28 David Banisar and others, Privacy and Human Rights: An International Survey of Privacy Laws and Practice, 

˂http://gilc.org/privacy/survey/intro.html˃ accessed 20 February 2013  
29 Ibid 
30 David Banisar and others, Privacy and Human Rights: An International Survey of Privacy Laws and Practice, 

˂http://gilc.org/privacy/survey/intro.html˃ accessed 20 February 2013 
31 Ibid 

http://gilc.org/privacy/survey/intro.html
http://gilc.org/privacy/survey/intro.html
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 “(1) Everyone has the right to respect for his private and family life, his home and his 

correspondence. (2) There shall be no interference by a public authority with the exercise of 

this right expect as in accordance with the law and is necessary in democratic society in the 

interests of national security, public safety or the economic well-being of the country, for the 

prevention of disorder or crime, for the protection of health of morals, or for the protection of 

the rights and freedoms of others.”
32

  

Both the European Commission on Human Rights and the European Court of Human 

Rights have been active in this arena: they have viewed the articles, protections widely but the 

restrictions narrowly.
33

 The European Commission of Human Rights stated in its first decision 

on privacy matters; 

“For numerous Anglo-Saxon and French authors, the right to respect "private life" is the 

right to privacy, the right to live, as far as one wishes, protected from publicity.”
34

 

However, the right to private life and respect goes further. To a certain degree, the right 

to privacy also involves the right to establish and develop relationships with other human 

beings in the field of emotions, which lead to the development and fulfilment of the 

personality.
35

 Through the years, the Court has imposed sanctions on some countries, which 

haves failed to regulate wiretapping by private individuals and governments.
36

 The Court has 

also reviewed several cases in which an individual wanted to access their own personal 

information kept in government files to ensure that adequate procedures haves been followed. 

The Court has expanded the Article 8 protections, beyond prohibited actions of government 

against private persons.
37

 In cases where data was somehow improperly processed to 

detriment of the data subject, to that, the court has ordered the creation and imposition of data 

protection laws. Many cases have dealt with the principle of the right to privacy. Privacy´s 

main foundation is found in human dignity, freedom of speech and freedom of association. 

Through the decades, privacy has developed into one of the most important human rights, and 

possesses great diversity and complexity. Almost every country recognizes the right to 

privacy in its constitution, including the rights of inviolability of the home and secrecy of 

communications. Constitutions which were written recently, have also established the right to 

                                                           
32 Ibid  
33 Ibid 
34 David Banisar and others, Privacy and Human Rights: An International Survey of Privacy Laws and Practice, 

˂http://gilc.org/privacy/survey/intro.html˃ accessed 20 February 2013 
35 Ibid 
36 Ibid 
37 Ibid 

http://gilc.org/privacy/survey/intro.html


  10 

have access to and control of personal information. In countries with constitutions that do not 

explicitly recognize the right to privacy, for example, the United States, Ireland and India, the 

right can been found in other provisions by the courts, such as international agreements which 

recognizes the right to privacy. If a given country has adopted a treaty which does explicitly 

recognize this right, such the International Covenant on Civil and Political Rights or, the 

European Convention on Human Rights, the country is obligated to respect the treaty and the 

provisions they establish.  

The protection of individual privacy started in most countries in the early 1970s, when 

countries began adopting legislation involving the individual right to privacy. This legislation 

is mostly based on models introduced by the Organization for Economic Cooperation and 

Development and the Council of Europe. The European Union passed a Data Protection 

Directive in 1995, which carries out a wide range of data protection. This directive, the 

„Protection of Individuals with regard to the processing of personal data and on the free 

movement of such data,” provides a benchmark for national law. With this Directive, each EU 

member state has the obligation to ensure that all personal information concerning European 

citizens is covered by law, while it is exported and processed, in countries outside Europe. 

This requirement has led to a significant development in privacy law outside Europe. Today, 

over 40 countries have either established data protection laws or information privacy laws, 

and several others are in the process of enacting such laws. These protections have mainly 

focused on the right to be let alone.  

The privacy concept, has in many countries, been connected with Data Protection. Data 

protection is concerned with privacy as in the management of personal information. Privacy 

protection, has in many ways protected the individual personal life from intrusion from 

society; privacy protection draws the line for the society.
38

 As we have seen, the protection of 

privacy is not new; this right has multiple dimensions and a long history. Privacy has been 

described by many philosophers and ethicists as an indispensable characteristic in connection 

with personal freedom.
39

 Today the right of privacy is well recognized in international and 

national law. Article 12 in the Universal Declaration of Human Rights in 1948 speaks directly 

to the core of privacy, and similar provisions have been adopted in the International Covenant 

on Civil and Political Rights, the European Convention on Human Rights, and other regional 

                                                           
38 David Banisar and others, Privacy and Human Rights: An International Survey of Privacy Laws and Practice, 

˂http://gilc.org/privacy/survey/intro.html˃ accessed 20 February 2013 
39 Marc Rotenberg, Preserving Privacy In The Information Society   

˂http://www.unesco.org/webworld/infoethics_2/eng/papers/paper_10.htm˃ accessed 25 February 2013 

http://gilc.org/privacy/survey/intro.html
http://www.unesco.org/webworld/infoethics_2/eng/papers/paper_10.htm
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agreements and conventions, and the right to privacy has also been established in case law.
40

 

The legal framework around privacy protection in Europe has inspired similar actions in East 

Asia, North America and Latin America. The European Union and European countries have 

established that a legal claim for privacy does exist.
41

  

3.1 Development in Data and Privacy Protection 

Increased information technology (IT) in the 1960s and 1970s increased interest in privacy 

rights. Powerful computer systems established great surveillance potential which led to 

demands for stricter rules in the context of the collection and handling of personal 

information.
42

 This right is reflected in many new constitutions. The development of modern 

legislation in this area was influenced by the first data protection law in the world, which was 

enacted by the Land of Hessen in Germany in 1970, followed by national laws in Sweden 

(1973), the United States (1974), Germany (1977) and France (1978).
43

 This legislation led to 

the Council of Europe´s 1981 Convention for the Protection of Individuals, as well as 

Organisation for Economic Co-operation and Development´s Guidelines Governing the 

Protection of Privacy and Transborder Data Flows of Personal Data, specific rules in the area 

of handling electronic data.
44

 Most countries have taken the rules that found in these two 

documents as a guideline in shaping their own Data Protection laws.
45

 According to these 

rules, personal information is considered to be data, which is protected at every step, from 

collection to storage and dissemination. The primary component of these rules is people´s 

right to access and amend their data if they wish to do so.
46

 According to these rules, personal 

information: must be obtained fairly and lawfully, used only for the original specified 

purpose, adequate, relevant and not excessive to purpose, accurate and up to date, and 

destroyed after its purpose is completed.
47

 More than twenty countries have adopted the COE 

convention; the OECD guidelines have also been very helpful in other national legislation 

outside the OECD countries.
48

 The protection of Data can be divided into two main 

categories: (i) the interests held by data subjects; and (ii) the interests held by data 

controllers. The major aim of data protection law is to protect the privacy and/or integrity of 

                                                           
40 Ibid  
41 Marc Rotenberg, Preserving Privacy In The Information Society   

˂http://www.unesco.org/webworld/infoethics_2/eng/papers/paper_10.htm˃ accessed 25 February 2013 
42 Ibid 
43 Ibid 
44 Ibid 
45 Ibid  
46 Ibid 
47 Ibid 
48 Ibid  

http://www.unesco.org/webworld/infoethics_2/eng/papers/paper_10.htm
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data subjects.
49

 The failure to define privacy and integrity in Data Protection laws should not 

necessarily be considered a weakness, but rather to allow flexibility when it comes to 

interpretation.
50

 Data Protection law does not only safeguard data subjects’ privacy; it 

involves protection of a large range of other interests. One important value which is promoted 

by privacy, and therefore Data Protection law, is individuality. Privacy helps to set the 

boundaries by which we constitute and regard ourselves as individual persons.
51

 

3.2 Digital Environment 

Increasing technological development and globalization have changed how personal data is 

collected, accessed, used and transferred. There are many important reasons for the need to 

review and improve the current legal framework that was adopted in 1995,
52

 ; including the 

increasingly globalised shape of data flows, the fact that personal data is collected, transferred 

and exchanged in large quantities, the fact that it is exchanged worldwide, and the threat of 

cloud computing.
53

 In order to protect personal data, the rules need to be brought in to the 

“future” with regard to technological developments.
54

 In the modern world, social networks 

provides us, as a tool, the ability to stay in touch with our friends, family and colleagues. 

However, social networks brings with them great risks concerning our personal information, 

photos and comments. These things, typically thought of as personal, are maybe not that 

personal. One third of Europeans share the opinion that sharing personal data is an increasing 

part of modern life, and at the same time, almost 72% of internet users think they do not have 

control of their data, and that they are sharing too much personal information online.
55

  

                                                           
49 Lee Bygrave, Data Protection Law: Approaching Its Rationale, Logic and Limits (Kluwer Law International, Hague, 2002) 

125  
50 Ibid 127  
51 Ibid 133  
52 European Commisson. “How will the EU’s reform adapt data protection rules to new technological developments?” COM 

(2012) 
53 Ibid 
54 Ibid  
55 European Commisson. “How will the data protection reform affect social networks?” COM (2012)  
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4 ONLINE PRIVACY  

4.1 Google and Personal Data Protection  

The Internet company Google is very well known worldwide by anyone who uses the 

Internet. Google´s main stated aim is to “organize the world‘s information and make it 

universally accessible and useful.”
56

 I will discuss Google´s behavioural advertising program 

known as “Interest Based Advertising”
57

 from the perspective of the European Data 

Protection Directive. Cean this program be reconciled with the Directive requirements.
58

 In 

order do to this I will first explain behavioural targeting and then discuss the five main aspects 

of the Directive. It is important to note that the Directive was not written with the Internet in 

mind.
59

 

4.2 Behavioural Targeting  

Google´s strategy is to build a profile of online users which the company can access in order 

to target them with customized advertising. In order to manage this, they first need 

behavioural targeting; in other words, to track down the Internet behaviour of online users.
60

 

For example, an Internet user who often visits websites that sells stylish women´s clothes and 

shoes might be profiled as a girl who is a fashion enthusiast. For another example, an Internet 

user who often visits websites that offers information about healthier lifestyle and workouts 

might be profiled as a user who is very interested in health and wellness. Advertising 

companies are collecting exactly this kind of information, which they use to target “future” 

customers with customized advertising. Most Internet users are either not aware that their 

behaviour online is being tracked, the extent  of the behavioural tracking.
61

  

  

                                                           
56 See Google, Information, Our Philosophy  ˂www.google.com/corporate˃ accessed 15 April 2013 
57 See Google, Interest-based advertising: How it works ˂http://www.google.com/ads/preferences/html/about.html˃    

 accessed 15.April 2013. 
58 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals  

 with regard to the processing of personal data and on the free movement of such data (OJ L 281/31, 23. November 1995). 
59 Regarding the application of the Directive to the Internet, see: ECJ 6 November 2003, Case C-101/01, “Bodil Lindqvist”,  

 para 86 
60 Bart van der Sloot, Frederik Zuiderveen Borgesius, Google and Personal Data Protection,       

˂http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf˃ accessed 12 April 2013 
61 Ibid  

http://www.google.com/ads/preferences/html/about.html
http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf
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4.3 Google  

As Google is an American company, it is important to determine whether the Directive 

applies in connection with their behavioural advertising program and whether the data 

processing is taking place in the territory of a Member State. It is important to note that 

Google has several European offices. In an opinion of the Working Party, concerning search 

engines, some factors were mentioned that should be taken into account when deciding if an 

establishment plays any role when processing data. In order to make this clear, I will provide 

examples of two relevant factors. First, a relevant factor is when a search engine provider is in 

consistent with requests from a court, in any Member State. A second relevant factor, is if a 

search engine provider has an office located in a Member State where it sells advertising 

targeting residents of the Member State´s inhabitants.
62

 These kinds of factors may apply to 

Google in many Member States. The Working Party has stated several times that the Directive 

is applicable if an Internet user’s information is stored on a computer which is located in a 

Member State, such as when companies use Javascript, web bugs or cookies.
63

  

“The use of cookies and similar software devices by an online service provider can also 

be seen as the use of equipment in the Member State’s territory, thus invoking that Member 

State’s data protection law. (…) [T]he user’s PC can be viewed as equipment in the sense of 

[the Data Protection Directive].”
64

 

In short: The Directive applies if Google places a cookie on a computer used by an 

Internet user within the EU. Google states, however, that“concluding that a non-EEA 

controller is subject to the laws of every EEA member state as a result of the existence of a 

file in the terminal equipment of its EEA-based users seems very farfetched and beyond the 

aims of the Data Protection Directive.”
65
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Nevertheless, The Directive applies to Google´s behavioural advertising service, 

according to the Working Party.
66

 The first step to establish whether the data processing for 

behavioural advertising is legitimate is to find out whether Google has an explicit and 

specified purpose. According to Google: 

“How we use the DoubleClick cookie information. We use the advertising cookie 

information collected on AdSense partner sites and certain Google sites to: (…) Enable the 

following ad serving features: (…) Interest-Based Advertising: Allows advertisers (including 

Google) to serve ads to users on AdSense partner sites and certain Google services based on 

online activity and interests associated with the DoubleClick cookie and to serve subsequent 

ads to you after you leave that advertiser’s website.”
67

 

However, the Working party writes, “the offering of personalized advertising” does not 

fall under sufficiently specified purpose, especially when a company also mentions other 

purposes for the same data.
68

 Google adds more purposes to the data processing than just 

behavioural advertising, which might cause data protection authorities to conclude that this 

use of personal data does not fall under a sufficiently explicit and specified purpose. There is 

also a problem concerning the accuracy of the data, since one computer can be used by many 

users and therefore there is not a 1:1 equivalence between computers and users; Google has 

tried to minimize this problem by allowing users to edit their profiles.
69

 Another question is 

whether Google takes steps to minimize data colleaction by collecting only data needed for a 

specific purpose. This is hard to answer because it is not completely clear what information 

Google is collecting from online users and adding to their behavioural profile. Target 

advertising is based on earlier searches for “a short period of time (a few hours)”.
70

 It is hard 

to deduce the scale of the information being added to behavioural advertising profiles by this 

feature; however, it is clear that Google is tracking down Internet users´s behaviour through 

several websites, and that these data are being added to their profile. Furthermore, when 
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someone watches YouTube videos, their information is added to their behavioural profile, 

according to the following statement from YouTube´s privacy policy.  

 “YouTube is owned by Google and YouTube and Google share the same cookie technology 

in determining user interests.”  

“As you watch videos, or take actions (such as uploading) YouTube stores an advertising 

cookie in your browser to understand the types of videos you watch.”  

“Additionally, YouTube uses information based on the type of pages you visit on websites that 

are members of the Google content network.”
71

 

The requirement that personal data should not be kept longer than necessary for the 

specific purpose is not very precise, how much time can be considered “necessary” in this 

case? 

According to the Working Party, a period longer than six months would not be easy to 

justify.
72

 However, Google´s privacy policies do not make clear how long they intend to keep 

behavioural profiles. Though most of Google´s cookies are set to expire in only 2 years, 

several will not expire for 25 years.
73

 

According to Google, however, when a user deletes the cookies the profile is lost.
74

  

From this, some conclusions can be drawn regarding what information Google is adding 

to the behavioural profiles. According to Google´s privacy policies, information that includes 

names or registered profiles is not being collected within a cookie-based behavioural profile; 

however, their policy allows Google to collect surfing behaviour through Google services and 

millions of websites with the target of adding them to the user´s profile, and this may not 

comply with the principle of data minimization. According to the Working Party, the cookie-
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based profiles do not comply with sufficiently explicit and specified purpose.
75

 Every data 

controller needs to have a legitimate basis for the use of personal data, but Google does not 

have any legal obligations for this data collection, and Google´s behavioural advertising 

program is not serving any public interest or any vital interest concerning the data subject. 

Furthermore, Google is involing non-contractual relationships. The Working Party has not 

accepted Google´s search engine reasoning, which states that using their service implies a 

contract which they can rely on when processing personal data for targeted advertising.
76

 

Hence, there are only two possible grounds to legitimize processing, known as the balancing 

provision or unambiguous consent. Processing is legitimate if it is necessary for the purposes 

of legitimate interest pursued by the controller, unless any fundamental right of the data 

subject should prevail. When tracking online behaviour of an Internet user, and detailed and 

sensitive information is collected which has in most cases been regarded as an invasion of 

privacy, the data subject´s interests should probably prevail.
77

 According to the Working 

Party opinion, “Covert surveillance of people's behaviour, certainly private behaviour such 

as visiting websites, is not in accordance with the principles of fair and legitimate processing 

of the Data Protection Directive.”
78

 According to this, the only possible legitimate grounds 

for processing of behavioural advertising data is with the “unambiguous consent” of the data 

subject.
79

 Google´s Terms of Service states, “You can accept the Terms by: (…) actually 

using the Services.”
80

 However, this does not constitute unambiguous consent.
81

 Just 

browsing through Google does not allow Google to collect personal data, browsing does not 

constitute a specific and informed decision and certainly not a freely given one. Most 

companies, including Google, that engage in behavioural advertising, do not try to obtain 
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prior consent from the data subject; offering a possibility does not constitute a sufficient way 

of obtaining consent.
82
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5 LEGAL SOLUTION  

5.1 OECD Guidelines 

One of the focuses of OECD Member countries have been on the development laws 

protecting privacy. However, these laws have been applied in different forms in several 

countries, and the law process is still being developed in some many countries.
83

 This kind of 

inconsistency in legislation can develop obstacles to the free flow of data between countries. 

In recent years, such data flow has increased between countries and will continue to grow as 

the development in computer and communication technology continues to develop. In 1978 

this development led OECD to commission a group of experts to develop some kind of 

guidelines which would set out the basic rules concerning the transborder flow and protection 

in a case of personal data and privacy, in order to harmonize the privacy and data protection 

law between countries.
84

 These guidelines reflect the discussion and legislative work that the 

Member countries have been developing in recent years, and the guidelines are broad in 

nature. The group of experts also considered it essential to prepare and issue an explanatory 

memorandum, with the goal of explaining the guidelines and structure, and some problems 

concerning the protection of privacy and individual liberties. Within the guide-lines, Member 

countries affirm their commitment to protecting privacy and individual liberties, and respect 

the transborder flows of personal information.
85

 The OECD Guidelines are not legally 

binding, and therefore data privacy laws still very vary widely throughout Europe; however, 

all seven principles of the Guidelines were incorporated into the EU Directive.  

5.2 Data Protection Directive  

The Eu Data Protection Directive from 1995 is known as a milestone in the history of 

personal data protection. This directive, sets out the basic principles of data protection, 

ensuring a functioning internal market, and “timeless” protection of individual fundamental 

rights, and these principles are as valid today as they were in 1995.
86

 However, each EU 

country has implement the law differently, which has led to an uneven level of personal data 
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protection, throughout the EU, depending on where the service was bought or/and where the 

individual lives. This development has given the EU a good reason to modernise the 1995 

Directive.
87

 The world has changed since 1995 and today we live in “brave new data world”, 

where every single move we make can be tracked, and therefore the rules need to be robust. 

There is a need for EU data protection legislation that ensures that our privacy is protected in 

the future and the digital age will not be considered a threat. The main failure of the current 

EU Data Protection Directive 95/46/EC is that it does not include technological developments 

and increasing globalization.
88

 Therefore, the European Commission has decided to unify the 

directive within the EU, with the General Data Protection Regulation (GDPR). The proposal 

for regulation was released on 25 January 2012 and the adoption is planned to take place 

in2014, taking effect in its final form in 2016, after a two year transition period.
89

 The 

Directive was adopted with two objectives in mind: to protect the fundamental rights involved 

in data protection, and to guarantee that there will be a free personal data flow between 

Member States. It was complemented by Framework Decision 2008/977/JHA as a general 

instrument at Union level for the protection of personal data in the areas of police co-

operation and judicial co-operation in criminal matters.
90

 However, the fast growing 

development of technology has set forward new and urgent challenges concerning personal 

data protection. The sharing of data and collection has greatly increased. With current 

technology, public authorities and private companies have the ability to use personal data on 

an unprecedented scale in order to pursue their activities.
91

 Individual personal information 

has been come more and more available, both publically and globally. Technology has 

produced great changes in both the economy and social environment. Building trust in the 

online environment is key for further economic development.
92

 Lack of trust has led to 

consumers hesitating to purchase online services and adopt new services. The European 

Commission concluded in its Communication on “A comprehensive approach on personal 

data protection in the European Union” that there was a need for a more comprehensive and 

coherent policy concerning the fundamental right to personal data protection in the EU.
93

 The 

objective and principle of the current framework, remain sound, but they do not prevent 

fragmentation, which mean that although personal data protection is implemented throughout 
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the EU, it involves legal uncertainty and, the widespread public perception, that there are 

some significant risks involved in  online activity.
94

 This led to the conclusion that it is 

necessary to build up a stronger coherent data protection framework in the EU, which the 

digital economy can rely on and develop across the internal market. It is important for 

individuals to trust that they can control their own data, which leads to practical certainty on 

the part of the public authorities and economic operators.
95

  

5.3 Applicability of the Directive  

This chapter will mainly focus on online privacy and the Data Protection Directive 

(Directive), which is the most general instrument in this field, the fair and lawful data 

processing of personal data. This chapter will not delve into the details of specific 

implementation in the Member States or, and the right to freedom of expression, the main 

focus will be on data processing. The opinions of Article 29 will be taken into account in this 

chapter, given the fact that the Working Party is an advisory body for the European 

Commission regarding the data protection issue. The Working Party opinions are not legally 

binding, but however they are influential nevertheless, and considered to be of great value.
96

 

The fundamental rights and freedoms of natural persons are protected in The Data Protection 

Directive, which states that privacy is one of our fundamental rights and the Directive protects 

this right in particular when personal information is processed.
97

 The Directive is applicable 

when “personal data” are “processed” under the authority of the “controller” of the personal 

information.
98

 The definition of personal information by The Directive is “any information 

relating to an identified or identifiable natural person (data subject); an identifiable person is 

one who can be identified, directly or indirectly, in particular by reference to an identification 

number or to one or more factors specific to his physical, physiological, mental, economic, 

cultural or social identity.”
99

 Personal data can be identifiable directly or indirectly. A 

person´s name would be direct, but his or her telephone number would be considered to be 

                                                           
94 Ibid  
95 Ibid 
96 Article 29 and 30 of the Data Protection Directive. See also Bart van der Sloot, Frederik Zuiderveen Borgesius, Google  

 and Personal Data Protection,       ˂http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf˃ 

accessed 12.April 2013 
97 Article 1.1 of the Data Protection Directive. See also Bart van der Sloot, Frederik Zuiderveen Borgesius, Google and  

 Personal Data Protection,       ˂http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf˃ accessed 

12.April 2013 
98 Article 2(d) of the Data Protection Directive. See also Bart van der Sloot, Frederik Zuiderveen Borgesius, Google and  

 Personal Data Protection,       ˂http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf˃ accessed 

12.April 2013 
99 Article 2(a) of the Data Protection Directive. See also Bart van der Sloot, Frederik Zuiderveen Borgesius, Google and  

 Personal Data Protection,      ˂ http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf˃ accessed 

12.April 2013 

http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf
http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf
http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf
http://www.ivir.nl/publications/borgesius/Google_Data_Protection_2012.pdf


  22 

indirect personal data.
100

 Data processing is defined very broadly, as collection, storage, use, 

recording, or blocking of data. The short version is that almost everything that can be done 

with personal data is considered to be data processing.
101

 The definition of “data controller” 

by the Directive, is anybody who, alone or with others, determines the purpose of the data 

collection and the means of the processing personal data. According to the Directive, all 

responsibility lies with the “data controller”, however, the party that processes the personal 

data on behalf of the controller is defined as the “processor” and has limited obligations.
102

 

The Directive distinguishes between non-sensitive and sensitive data. Sensitive data are data 

that reveal ethnic or racial origin, religious beliefs, or political opinions, along with data 

regarding health and sexual life. The rules for processing sensitive data are much stricter than  

those for processing non-sensitive data.
103

 

5.4 Jurisdiction  

As Google is an American company, does the Directive apply to it? This question will be 

addressed in this section. First, the Directive applies when processing is carried out relating to 

the activities of an establishment of the controller on a territory of any Member State. The 

controller must take necessary steps to ensure that his establishments comply with the 

obligations which are laid down.
104

 In other words, the Directive applies when the two 

following criteria are met: “an establishment of the controller on the territory of the Member 

State” and “processing is carried out in the context of the activities.”
105

 An establishment 

requires “the permanent presence of both the human and technical resources necessary for 

the provision of [the] services” according to the European Court of Justice.
106

 The Working 

Party has noted that this may be taken as a guideline for interpretation. Concerning the second 
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criterion, the Working Party has stated “the decisive element to qualify an establishment 

under the Directive is the effective and real exercise of activities in the context of which 

personal data are processed.”
107

   

The Directive´s main target, the adequate protection of personal data, needs to be taken 

in consideration when the criteria are applied.
108

  

5.5 Principles relating to Data Quality  

Several rules are laid down under the heading “Principles relating to data quality” in the 

Directive.
109

 The most overarching requirement of the Directive is that personal data must be 

processed “fairly and lawfully.
110

 “Such data must be processed fairly for specified purposes 

and on the basis of the consent of the person concerned or some other legitimate basis laid 

down by law.”
111

 Data processing must comply with the purpose limitation principle, which 

requires that personal data must be “collected for specified, explicit and legitimate purposes 

and not further processed in a way incompatible with those purpose.”
112

 However, 

“incompatible purpose” is not interpreted in the same way by all Member States.
113

 The 

Directive also requires that data be accurate, and, where necessary, kept up to date. The 

Directive requires that all data which are inaccurate or incomplete be rectified or erased.
114

 

The core principle of the Directive is data minimization. Though this principle is not 

explicitly laid down in the text of the Directive, several requirements in the Directive, do, 

expresse this principle when taken together.
115

 One example is the requirement found in 

article 6.1(c), which states that “Member States shall provide that personal data must be 

adequate, relevant and not excessive in relation to the purposes for which they are collected 
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and/or further processed.”
116

 And in section (d) of the same article, “Member States shall 

provide that personal data must be accurate and, where necessary, kept up to date; every 

reasonable step must be taken to ensure that data which are inaccurate or incomplete, having 

regard to the purposes for which they were collected or for which they are further processed, 

are erased or rectified”.117
 And in article 7.1(b),”Member States shall provide that personal 

data may be processed only if processing is necessary for the performance of a contract to 

which the data subject is party or in order to take steps at the request of the data subject prior 

to entering into a contract.”
118

 Defending collection of data by arguing that it might be useful 

in the future would be found to be a breach of the data minimization principle and the purpose 

limitation principle. According to the European Court of Justice, the provisions of the 

Directive “must necessarily be interpreted in the light of fundamental rights, which, 

according to settled case-law, form an integral part of the general principles of law whose 

observance the Court ensures.”
119

 The European Convention on Human Rights, and case-law 

of the European Court of Human Rights should be taken into consideration when the 

Directive is applied. The proportionality principle must comply with all data processing, the 

proportionality principle is the central position in the case law. A data controller always has to 

consider whether it is possible to use less data and still achieve the intended purpose of the 

data processing.
120

  

5.6 Legitimate Purpose and Purpose Limitation 

Personal data processing is required to be performed on a legitimate basis according to the 

Directive. A data processor is allowed to process personal data if “the data subject has 

unambiguously given his consent.”
121

 The definition of consent is “any freely given specific 

and informed indication of his wishes by which the data subject signifies his agreement to 
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personal data relating to him being processed.”
122

 According to the Working Party, doing 

nothing can almost never be considered unambiguous consent.”
123

 If consent is given under 

pressure it will never be considered valid, as consent needs to be given freely. Consent has to 

be specific
124

 and informed.
125

 Regarding the performance of a contract, data processing it 

allowed, for example, when a customer uses a credit card for payment, certain personal data 

has to be processed. Processing is allowed if it falls under a legal obligation to which the 

controller is subject. If the goal is to protect the vital interests of the data subject, processing is 

allowed. If it is necessary for performance of a task carried out in the public interest or in the 

exercise of official authority vested in the controller or in a third party to whom the data are 

disclosed, processing is allowed.
126

 Finally, data processing is allowed when the “processing 

is necessary for the purposes of the legitimate interests pursued by the controller or by the 

third party or parties to whom the data are disclosed, except where such interests are 

overridden by the interests for fundamental rights and freedoms of the data subject (…).”
127

 

When processing sensitive data, the Directive provides separate requirements. The main 

principle concerning processing of sensitive data is that the processing is prohibited. 

Processing sensitive data can only be allowed if certain specified conditions are met: namely, 

the data subject give his or her “explicit consent” and the law of the Member State must not 

prohibit the data subject from giving his “explicit consent.”
128

 If it is necessary to protect the 

vital interests of the data subject, the processing is allowed. For example, if the data subject is 
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for some reason legally or physically incapable of giving his consent, or if the data has 

already been made public by the data subject, the processing is allowed.
129

 

5.7 Transparancy Principle  

The one key principle of the data protection regulation is that data processing should take 

place in a transparent manner.
130

 Exemption from the information duty is allowed according 

to the Directive where the provision of information “proves impossible or would involve a 

disproportionate effort.” In such cases appropriate safeguards must be provided by the 

Member States.
131

 It is common that privacy policies are difficult to access on certain 

websites, and if the user manages to find the policy, it is full of legalese that does not provide 

the user any helpful guidance concerning his online privacy. The Working Party has 

emphasized that this does not comply with the requirement that privacy language be 

sufficiently clear and transparent. Therefore, the Working Party has requested that all privacy 

statements be written in “simple, unambiguous and direct language.”
132

  Transparency is not 

just an obligation that the controller must follow, it is also one of the rights that the Directive 

grants data subjects.  

The Directive is triggered whenever “personal data” are “processed” under authority of 

the “controller” of the personal data. The terms “processing” and “personal data” are defined 

broadly in the Directive.
133

 Online profiles can constitute personal data even if there is no 

name directly tied to the profile, as the Directive defines personal data to be any information 

relating to an identified or identifiable natural person.
134

 The Directive applies to Google. 

When discussing data processing three requirements have to be mentioned; the principles 

relating to data quality, the legitimate ground for the processing, and finally the transparency 

principle in connection with the rights of the data subjects.
135
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5.8 Google and Data Protection Directive 

Firstly, Google may not have a sufficiently specific purpose for this data processing. 

Secondly, personal data may only be processed if there is a legitimate basis for that process. 

Google does not have contractual or legal obligations for the processing, and the processing 

does not serve any vital interests of the data subject or the public interest.
136

 Regarding 

legitimate processing, there are only two possible grounds: the so-called balancing provision, 

or the unambiguous consent of the individual. In a case of sensitive data, all processing is 

banned unless certain requirements are fulfilled according to the Directive.
137

 In Google´s 

case, sensitive data can be processed only if the online user gives explicit consent. However, 

Google does not obtain any prior consent in this matter. Regarding this issue, Google has only 

offered the possibility of opting out of a service, which is not sufficient for unambiguous or 

explicit consent. This leaves Google with the balancing provision as the only possibility for a 

legitimate ground for data processing. The balancing provision “allows data processing when 

it is necessary for the legitimate interests of the controller, unless the interests of the data 

subjects for data protection and privacy should prevail.”
138

 Google has some value interest in 

relation to personal data processing, however, the fundamental rights of the data subjects 

should be weighed against Google´s interest. The Working Party has not accepted the 

balancing provision to be legitimate grounds in relation to personal data processing regarding 

behavioural advertising.
139
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6 THE NEW GENERAL DATA PROTECTION REGULATION  

Several key changes will be made with the new Regulation, the General Data Protection 

Regulation (GDPR). The GDPR will provide users with the right that if they don’t want their 

data to be processed, the data will be deleted, it is in cases in which the data collector has no 

legitimate purpose for keeping it.
140

 Whenever consent is required, users will have to give it 

explicitly; consent can no longer be assumed.
141

 Online users will be able to transfer their own 

data between services in a much simpler way than is provided today. In a case of a serious 

data breach, users must be notified within 24 hours. A single set of rules on data protection 

will be valid across the EU.
142

 The GDPR will apply in cases in which companies are not 

established in the EU, but are offering goods or services to EU residents tracking down EU 

residents´ behaviour online. More responsibility and accountability will be placed on data 

collectors.
143

 National data protection authorities will be strengthened, with the goal of 

establishing and enforcing EU rules.
144

 The Commission will propose, one, single legal 

framework which will establish technologically neutral rules that are future-proof, across the 

EU.
145

 With this new legal framework, individual personal information and the fundamental 

right to data protection in the EU will be secure in the future, regardless of any development 

in the technology and the digital environment.
146

 The Commission also proposes within this 

new legal framework the “right to be forgotten”, which means that if an individual wishes that 

his personal data will not be longer processed, and there is no legitimate reason for the 

process, the personal information must be removed from the organization´ system. Individuals 

will also have the right to data portability; that is to ask for a copy of their data from one 

company on the Internet and to transmit the data to another company without any obstacle 

from the first company.
147

 The main focus of this proposal is to build trust in the online 

environment. The European Commission is proposing that the right to be forgotten be 

strengthened, and that individuals can decide whether their own personal data should be 

processed. Organisations can only process personal data if they have a legitimate reason, and 

it will not be the individual´s responsibility to prove that collecting his or her personal data in 

not necessary; rather it will be the data controller´s responsibility, to prove that they have a 
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need to keep the personal data.
148

 Providers will have to consider the principle of “privacy by 

default”, a term that means that the default setting should provide the most privacy.
149

 

Companies will have the duty to inform individuals in as clear, understandable and 

transparental way as possible about how they will use their personal data, so that the 

individual can decide what data they want to share.
150

 A high level of data protection is 

important for individual, so they can trust online services and the digital economy. Worries 

about privacy protection online are one of the top reasons why individuals choose not to 

purchase online.
151

 Economic growth in the EU depends on turning this perception around. 

With no changes in data protection, the increasing flow of data worldwide, and the continued 

growth of cloud computing, the risk of people losing control of the personal information will 

increase.
152

  With the new rules, people will find themselves in more control of their personal 

information, which will lead to more growing trust in the social media, online shopping, and 

communication in general.
153

 Article 23, sets out the obligation of the controller arising from 

the principles of data protection by design and by default.
154
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7 Conclusion 

In this new data world, our privacy is under a great threat. As technology continues to develop 

and change, every single step a individual makes can be tracked by data collection and 

surveillance. Privacy is one of our fundamental rights. Everybody has a right to privacy, and it 

is important to safeguard it and make sure our privacy is safe in the future. The EU Data 

Protection Directive from 1995 is recognized as a milestone in the history of privacy 

protection. The Directive established the basic principle which would ensure a functioning 

internal market, and “timeless” protection of individual fundamental rights in data protection. 

However, the Directive was not written with the Internet in mind. The privacy problem is also 

found in how each EU country has implemented the law differently. These differences have, 

led to uneven levels of privacy protection depending on where the service was bought and/or 

where the individual lives. This is a threat to our privacy, and the EU has decided to 

modernise the EU Directive from 1995. There is a need for an EU data protection legislation 

that makes sure our privacy is protected in the future, a legal framework that is not threatened 

by the digital age. Behavioural targeting online is nothing new, and our online privacy is in 

desperate need of stricter and more modern protection. Even though the Directive states that 

data collectors must have a specified purpose for their data processing, and that personal data 

may only be processed if there is a legitimate basis for that process, companies such as 

Google are still violating online users´ rights. Google does not have contractual or legal 

obligations for the processing, and the processing does not serve any vital interests of the data 

subject or the public interest, however, this is not going to stop Google. In the case of 

sensitive data, all processing is banned unless certain requirements are fulfilled according to 

the Directive. In Google´s case, the ban for processing sensitive data can only take effect if 

the online user gives explicit consent. However, Google does not obtain any prior consent in 

this matter. It is my opinion that the online privacy problem lies in the way consent is 

obtained from users. One click is just too simple, too easy, and too dangerous when keeping 

in mind what is at stake. With the General Data Protection Regulation  the European 

Commission has decided to unify the Directive within the EU.  

The most pressing legal problem concerning automatic data processing is the protection 

of privacy and individual liberties. Several of the reasons for this widespread concern are the 

ubiquitous use of computers for the processing of personal data, the vastly expanded 

possibilities of storing, linking, comparing, accessing, and selecting personal data, and the 
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combination of computers and telecommunications technology which creates the ability to 

place personal data immediately at the disposal of many users worldwide and enables the 

pooling of data and the creation of complex international and national information networks. 

With the new Directive, users will have the right to decide for themselves if they want their 

data to be processed or not, it is in cases in which the data collector has no legitimate purpose 

to keep it. Online users will be able to transfer their own data between services in a much 

simpler and easier way than is provided today. The most important change in my opinion is 

that online users will have to give their consent explicitly when-ever consent is required for 

data processing; consent can no longer be assumed.  
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