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Abstract 

This paper is concerned about the internal control. The internal control can be viewed as a 

management mechanism to help the managers to accomplish the organization’s goals and 

objectives. It also gives a reasonable assurance that the reporting information is adequate, 

reliable, and timely, as well as conforms to the current laws and regulations. Therefore, 

along with more and moretention of international researchers on the topic, the purpose of 

this paper is to analyze the conceptual foundations of the internal control..  

This paper is arranged as followed. First, the overview of internal control concluding its 

definition and roles is discussed in detail. Second, the elements of internal control are 

analyzed. There are five elements including control environment, risk assessment, control 

activities, information and communication, and monitoring. Thirdly, the effectiveness and 

assessment of internal control are presented. Finally, based on those basic foundations of 

internal control, the writer draws out its limitations.  

This paper is written based on various textbooks and articles from academic and reliable 

sources such as: the websites of The American Institute of Certified Public Accountants, 

American Accounting Association Pubs, Researchgate.net, Stanford, Pearson: Higher 

Education, and so on. 

  



 

5 

Contents 

Introduction ................................................................................................................................ 7 

1. Overview of Internal Control .................................................................................................... 8 

1.1 Definition of Internal Control ......................................................................................... 8 

1.1.1 Internal Control Is a Continuous Component .............................................................. 8 

1.1.2 Internal Control Relies on People ................................................................................ 8 

1.1.3 Reasonable Assurance is the Result of Adequate Internal Control ............................. 9 

1.2 Roles of Internal Control: ............................................................................................... 9 

1.2.1 Accountability ............................................................................................................... 9 

1.2.2 Good Management Practices ..................................................................................... 10 

1.2.3 Facilitate preparation of audits and fraud prevention ............................................... 10 

2 Internal Control Elements: ................................................................................................... 11 

2.1 Control Environment...................................................................................................... 12 

2.1.1 Ethics and integrity ..................................................................................................... 12 

2.1.2 Commitment to Competence: ................................................................................... 13 

2.1.3 Organizational Structure ............................................................................................ 13 

2.1.4 Delegation of Authority and Responsibility ............................................................... 13 

2.1.5 Relationship with Boards of Directors and Audit Committees .................................. 14 

2.1.6 Personnel policies and procedures ............................................................................ 14 

2.2 Risk Assessment........................................................................................................... 14 

2.2.1 Risk Identification ....................................................................................................... 15 

2.2.2 Risk Management ....................................................................................................... 15 

2.3 Control Activities ......................................................................................................... 15 

2.3.1 Security of Assets ....................................................................................................... 16 

2.3.2 Segregation of Duties ................................................................................................. 16 

2.3.3 Authorization of Activities .......................................................................................... 16 

2.3.4 Approval, Verification and Reconciliation .................................................................. 17 

2.3.5 Complete Documentation .......................................................................................... 17 

2.3.6 Information Processing .............................................................................................. 17 

2.3.7 Integrity in Effectiveness Evaluation .......................................................................... 18 

2.4 Information and Communication .................................................................................. 18 

2.4.1 Information ................................................................................................................ 19 

2.4.2 Communication .......................................................................................................... 19 

2.5 Monitoring .................................................................................................................. 20 

2.5.1 Control Activities ........................................................................................................ 22 

2.5.2 Mission ....................................................................................................................... 22 

2.5.3 Control Environment .................................................................................................. 22 



 

6 

2.5.4 Communication .......................................................................................................... 23 

2.5.5 Risks and Opportunities ............................................................................................. 23 

3 Effectiveness of Internal Control .......................................................................................... 24 

4 Assessment of Internal Control ............................................................................................ 26 

5 Limitations of Internal Control ............................................................................................. 28 

Conclusion ................................................................................................................................. 29 

References ................................................................................................................................. 30 

 

 

Figure 

Figure 1: COSO-cube ..................................................................................................................... 11 

  



 

7 

 

Introduction 

Internal control is a critical factor in the organization management. Therefore, the 

purpose of this paper is to figure out the main concept, elements and some limitation of 

the internal control. The managers must design an appropriate mechanism for assist 

them in accomplishing their duties and responsibilities and meeting the expected 

business outcomes, as well as supporting the overall management. The internal control 

has its first purpose as a defense tool in protecting assets, identifying organizational risk 

and thus minimizing errors and fraud. The internal control allows managers to meet their 

goals and objectives more easily through effectively and efficiently allocating and using 

the scared resources. This paper is written to figure out the nature of internal control, its 

main concepts and elements. Internal control should give acceptable assurance that the 

organization’s goals and objectives are being accomplished based on follows:  

• Efficiency and effectiveness of business activities 

• Accuracy and trustworthiness of accounting reporting 

• Conformity with laws and regulations 

One of these objectives is the protection of assets. The internal control should be 

established to provide acceptable assurance preventing any invalid access. The paper will 

discuss the concept of internal control and give a reason for why internal control 

mechanisms are highly essential for all organizations across the world. The paper will also 

mention the structure of internal control system with its five components, the ways 

which auditors evaluate the internal control, and finally some limitations of the internal 

control system. 

 



 

8 

1 Overview of Internal Control 

1.1  Definition of Internal Control 

In general, internal control refers to all the policies and procedures that managers 

establish and implement for ensuring the safeguards of assets, as well as the conformity 

of all business activities to these policies and procedures (Grobstein et al., 1985; 

Radebaugh et al., 2006). As an illustration of internal control over existence and 

preciseness of the warehouse, the organization requires a periodical review on the 

inventory against what is recorded in its books. 

The Committee on Sponsoring Organizations of the Treadway Commission (“COSO”), 

in 1992, as an initiative of several groups with an interest in effective internal control, 

introduced a framework for directing organizations in establishing and implementing 

internal control that solve a wide range of risks. The COSO framework explains internal 

control as “a process, effected by an entity’s board of directors, management, and other 

personnel, designed to provide reasonable assurance regarding the achievement of 

objectives relating to operations, reporting, and compliance” (Coso, 2013). Therefore: 

1.1.1 Internal Control Is a Continuous Component 

Internal control is a system which continuously evolves throughout the overall 

organization’s operations and on an on-going basis. Internal control is an integral part of 

each system that managers implement to regulate and direct its activities instead of a 

standalone system within the organization (Grobstein et al. 1985). In short, internal 

control is a management mechanism which is founded into the organization as an 

integral part of its infrastructure to allow managers to operate the business more 

effectively for accomplishing its goals and objectives on an ongoing basis. 

1.1.2  Internal Control Relies on People 

People element plays a critical role in designing an effective internal control. The 

responsibility for designing an effective internal control is mostly based on the effort of 

all managers. Managers have responsibility in setting the organization’s goals and 

objectives, establishing reasonable procedures and policies, and evaluating the internal 
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controls based on their effectiveness. However, all workers in the organization are 

extremely important in making it happen and adhere these policies and procedures. 

1.1.3  Reasonable Assurance is the Result of Adequate Internal Control 

Managers should establish and implement the internal control depending on their cost 

and benefits as well as the organization’s goals and objectives. The internal control 

cannot completely ensure that all organization’s goals and objectives will be achieved 

however effective the internal control is established and executed. Outside elements 

always exist to prevent the organization from accomplishing its goals and objectives. For 

an illustration, human risks such as mistakes and wrong judgment can naturally affect the 

business outcomes. Therefore, the internal control gives acceptable but not absolute 

assurance of achieving the organization’s goals and objectives. 

1.2 Roles of Internal Control: 

The internal control are the system of policies and procedures designed in the 

organization to safeguard its asset, ensure the accuracy and reliability of financial 

information, ensure the conformity with both operational and financial requirements, 

and support the managers to achieve its goals and objectives (Susan & Judy, 2003). Until 

now, it has played a significantly important role in all international entities across the 

world. This vital importance is the outcome of the complexity of the environment that 

the organizations operate in all over the world. Internal control allows international 

organizations to monitor their policies and procedures better, to implement them more 

effectively as well as to minimize errors and frauds (Arwinge, 2010; Doupnik & Perera, 

2012). The importance of internal control system can be explained in detail, as follows: 

1.2.1 Accountability 

Senior managers have responsibility in managing and allocating the scarced resources for 

implementing stakeholders’ investments. A main element in this responsibility is ensuring 

that proper internal controls are effectively performed. Complete internal controls 

enable higher levels of management to delegate responsibilities to lower levels of 

management as their subordinates and contractors with firm belief that the jobs will be 

executed with conformity to its applicable policies and procedures. Accountability is a 

critical element in the governing process of any organization. It is essential for managers 
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to determine whether departments are achieving its goals and objectives which will 

affect the overall goals and objectives of the organization. A crucial element in 

accomplishing these goals and objectives, as well as reducing problems and issues is the 

proper execution of complete internal control. 

1.2.2 Good Management Practices 

The main role of management is to provide the leadership, which an organization 

requires to accomplish its goals and objectives. The responsibility comprises establishing 

and implementing complete internal control system of policies and procedures to protect 

assets, to safeguard the precision and trustworthiness of accounting reporting, to 

increase operational efficiency, and to motivate for conforming to the pertinent laws and 

regulations. The system of internal control will depend slightly on the view of point of the 

top-level managers about the benefits and related costs of controls for evaluating the 

value of internal control, as well as on accessible scared resources to the organization 

(Grobstein et al. 1985). A sound system of internal control allows managers to respond 

more effectively with dynamic environments, as well as developing demands and 

priorities. With the rapid development of technology across the world where people are 

living, managers must keep evaluating their internal control to ensure that the system is 

implemented effectively and efficiently as well as evolving as needed. 

1.2.3 Facilitate preparation of audits and fraud prevention 

In general, a sound system of internal control will help auditors to perform their job 

easier when all applicable policies and procedures are carried out. With the effective 

internal control, waste is rapidly identified and timely corrected. The effective internal 

control system will overlap the verification processes such as double-check or cross-

reference in order to safeguard the integrity of information which has been mentioned in 

the accounting reports. The sound system of internal control will increase external 

auditor's confidence in auditing process of the accuracy and reliability of the 

organization's financial reports. In general, external auditors establish interviews with 

employees from various departments and functions in the organization. They may 

establish fewer interviews if the organization has a robust internal control in operation. 

Internal control system conducts policies and procedures followed by all employees, 

reviewed by relevant managers and fully documented. 
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2 Internal Control Elements: 

Internal control is often referred as an integrated and independent system differently 

explained in the management control researches. In general, being recognized as a part 

of the overall system of management control, internal control is established and 

executed to prevent frauds and errors in financial and non-financial activities and 

operations of the business. On the other hand, internal control is not only a static set of 

rules and procedures, but also an evolving integrated system established and executed in 

the various levels of management in an organization. Currently, according to COSO 

framework, a sound internal control is established based on five elements including 

(Doyle et al., 2007a): 

• Control Environment 

• Risk Assessment 

• Control Activities 

• Information and Communications 

• Monitoring 

 

 

Figure 1: COSO-cube  
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2.1 Control Environment 

According to Konrath (1999), as one of five elements of the internal control, the control 

environment is defined as the fundamental context for the others to implement. In 

common with Konrath’s viewpoint, Nicolaisen (2004) agreed that the control 

environment is where the whole organization as well as the others elements are in 

operation. The control environment is where managers and employees can implement 

their responsibilities adequately and productively (Beneish et al., 2008). In addition, in 

Jones’s research (2008), the control environment includes some characteristics such as 

the business philosophy, organizational structure, the management styles, approaches to 

enforce controls, and appropriate delegation of authority and responsibility. Moreover, 

the integrity, moral standards, and proficiency of the personnel and in the management, 

along with the management style, business philosophy, appropriate delegation of 

authority and responsibility, the management and training of the staffs, and the efforts 

of top-level managers intaining the organization’s goals and objectives should be 

considered as factors firmly linked to the control environment. Therefore, it is agreed 

that the control environment is highly affected by the performance of the top-level 

manager in implementing their duties and responsibilities. On the other hands, an 

appropriate control environment should give instructions associated with: the efforts of 

the board of director and the audit committee toward the organization success; the 

moral values of its personnel; the commitment to expertise; the management style and 

business philosophy; specific duties and responsibilities of every staff; and human 

resources’ policies and procedures (Guy & Witnters, 1996). 

Some factors related to the control environment will be further discussed, as follows:  

2.1.1 Ethics and integrity 

Integrity of employees is a highly critical element assisting which contributes to the 

success of any entity. The acts without integrity will easily damage the organization’s 

reputation, which also leads to the loss of its customers as well as good employees. 

Therefore, most kinds of organization actively establish codes of conducts and behavior 

standards as fundaments of ethics and integrity. In detail, ethics can be identified as an 

external system of rules and laws with clear rewards for those obey and punishments for 

those breach. Therefore, it means that operational behavior of the employees will be 
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monitored according to the organization’s code of ethics. In contrast, integrity is an 

internal system which people are not forced and monitored to oblige to. It is a choice 

instead of an obligation. In general, acting with integrity means doing what is right. The 

good business ethics is not only founded on personal integrity, but also motivates and 

develops the integrity of employees. In short, ethics and integrity should guide daily 

operating behaviors and set behavior standards in the organization, which helps it to 

found a moral management structure essentially for business success. 

2.1.2 Commitment to Competence: 

The commitment to competence makes sure both internal and external staffs in the 

organization are high-skilled as well as proficient. Therefore, the establishment of 

complete continuous coaching and guidance as well as designing the working 

environment suitable to promote their career is highly vital. As an illustration, the 

commitment to competence can comprise: Constructing standards of knowledge, skills, 

and years of experience essential for any position in the organization; Employing and 

advancing only those who meets the pre-required standards; Complete on-going training 

of knowledge and skills for facilitating their professional development. 

2.1.3 Organizational Structure 

In general, organizational structure is recognized as how the organization arranges its 

workers with associated jobs in order to complete business missions effectively and 

efficiently for achieving its specified goals and objectives. The sound organizational 

structure should comprise: Current, complete and accurate organization chart; 

Reasonable managerial structure with hightention to its aspects of size and 

complicatedness; All operational and financial activities executed with the conformity to 

the proper policies and procedures; Timely and appropriate decisions made by the 

managers for responding to all auditor’s findings expressing the state of the 

organization’s internal control. 

2.1.4 Delegation of Authority and Responsibility 

The top-level managers have their responsibilities for managing the business of their 

organization. Therefore, they have to delegate to lower levels of management for 

performing specified operational activities and executing transactions within the scope of 
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the authority responsibility. The delegation of authority and responsibility has to be 

supervised, documented and communicated for making sure that the important jobs 

should be executed by the right employees who are authorized. 

2.1.5 Relationship with Boards of Directors and Audit Committees 

The relationship with Boards of Directors and Audit Committees has a crucial effect on 

the control environment. Therefore, the positive relationship, where timely corrective 

actions responding to audit recommendations, will motivate the management’s goals 

and objectives, as well as demonstrate its compliance to the rules and regulations of the 

management system. 

2.1.6 Personnel policies and procedures 

Appropriate employment and orientation of new workers along with evaluations and 

disciplinary actions are significantly affected by human resources policies and 

procedures, which demonstrates its vital importance on internal control. In other words, 

the complete and effective human resource policies and procedures starting from 

employing to training and supervising will show to all workers about its serioustitude 

towards internal control policies and procedures. 

2.2 Risk Assessment 

In general, risk assessment is considered as determining possible misrepresentations and 

establishing essential controls for avoiding or immediate discovery of 

misrepresentations. Furrugia (2002) defined risk assessment as a tool of detecting 

potential risks provided for the managers to make decisions how to solve them due to 

their threats to the business outcomes. On the other hands, the risk assessment includes 

some elements such as risk identification, risk analysis, and risk management (Meisser, 

2003).  

Main components of organizational risk refer to frauds, errors, and omissions. For 

instance, assets without appropriate custody, unreliable or delayed operational reports, 

noncompliance with regulations and laws are sources of risk. A sound internal control 

system can manage and minimize important risks which can do large harm to the 

business operations, as well as safeguard the integrity in corporate reporting and the 
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reliability in accounting information (Horngren etal. 2012). The process of risk 

assessment comprises: 

2.2.1 Risk Identification 

Generally, it is critical in management to identify and analyze organizational risk 

significantly affecting its business goals and objectives. Therefore, the managers should 

evaluate the risk probability to identify departments or functions where organizational 

risks exist, and then establish appropriate controls to minimize it while risk assessment is 

in operation. 

Risk assessment is affected by various elements, such as employing new workers, 

changes in operating style, new technology of information systems, new laws and 

regulations. While risk identification and evaluation are in operation, the managers 

should always prepare plans for the worst case scenario, determine areas where the 

organization is weakest, and identify causes which make it fail to achieve its goals 

(Horngren et al. 2012). Fixed-interval meetings, reasonable plans, along with 

serioustitude to the auditors’ reporting for timely corrective actions are the means for 

the manager to identify organizational risks. 

2.2.2 Risk Management 

The manager should identify the probability of specified risks which can cause economic 

loss or make the organization not to comply with laws and regulations. When the 

organizational risks are determined, the manager must choose methods to perform risk 

management, such as: risk retention, risk avoidance, risk transfer, and risk reduction. 

Unmanaged risk can negatively affect the organization operations and make it much 

more difficult to accomplish its goals and objectives. On the other hands, the managers 

should execute periodic risk re-evaluations to make sure that the on-going risks 

assessment will always be performed effectively and efficiently. 

2.3 Control Activities 

Control activities are the essential rules and policies established and executed by the 

organization not only to manage organizational risks as errors, frauds, and nonconformity 

to laws and regulations, but also to make sure that its goals and objectives are 

accomplished. There are various control activities comprising reconciliations, approvals, 
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verifications, reviews of operative performance, segregation of duties (Shelton & 

Whittington, 2008). Depending on effective performance of the rules and policies, the 

organization can achieve its goals and objective in easier ways. On the other hand, the 

control activities should be implemented by the various levels of management of the 

organization, as well as all functions within the specified departments. They include 

various vital functions within the control environment (Horngren et al. 2012), as follows:  

2.3.1 Security of Assets 

Some controls, which are established and implemented so as to safeguard the security of 

assets by reducing loss or waste risk of asset, are using unique user accounts for 

preventing uncertified admission, proper protection of assets, backup computer 

database of all transaction records and relevant information into a protective offsite 

facility, preparing recovery plans for the worst case scenario in order to continually 

maintain overall functions to operate normally, and implementing regular undisclosed 

investigation of the latest state of assets.  

2.3.2 Segregation of Duties 

Controls are usually established with following features as preventing any employee from 

implementing unauthorized duties, separating business operations from their associated 

record-keeping for avoiding embezzlement, making sure that authorizing, recording, and 

maintaining function of assets are completely divided and independent from each other, 

along with the establishment of relevant compensating controls such as audit trails, 

reconciliations, along with relevant reports. 

2.3.3 Authorization of Activities 

Authorization mechanisms of activities is usually established and implemented with the 

clear scope of authorization responsibilities in performing relevant transactions. For 

instance, an employee can implement specified transactions only when he or she has 

authorization from the manager to his or her department in written documents, or 

signature about certified transaction performed by personnel who are authorized. 
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2.3.4 Approval, Verification and Reconciliation 

Controls are usually established for making sure there are enough relevant 

documentation to justify that the transactions are proper, trustworthy, and conforming 

with the current laws and regulations. Therefore, the control activities should include: 

business operations and transactions requiring supervision and manager approval before 

they are implemented; supervisory support to confirm that the business activities have 

been validated and complied with the relevant policies and procedures; confirmations 

mentioned that the transactions have been supervised with formal disclosure that they 

are reliable, appropriate, and conform with the current laws and regulations of relevant 

country as well as the pertinent policies and procedures of the organization; and periodic 

investigations of all relevant reports, records, and information; identification activities of 

any uncommon activities; lastly, making sure all accessible data assist in corporate 

transactions. 

2.3.5 Complete Documentation 

Fully established controls can make sure that all featured information of each transaction 

such as dates, nature, scope, authorizations and approvals should be clearly mentioned 

in the supporting documents adequately. Therefore, the control activities should include: 

all transactions required to be mentioned adequately in documentation which should be 

brief but comprehensive, as well as easily understood by all readers; establishing and 

performing policies of storage and retention for safeguards of physical storage of 

documentation, along with electronic storage of backed-up relevant database; and 

regular reviews of documentations for safeguards and maintaining the reliability and 

conformity of such documentation with all applicable laws and regulations. 

2.3.6 Information Processing 

Controls are usually founded and executed for making sure there are essential policies 

and rules in regards to information technology, which are fully performed by all workers 

in the organization. Therefore, the control activities should include the authorization of 

admission in the computing environment administered based on exclusive user accounts. 
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2.3.7 Integrity in Effectiveness Evaluation 

Controls are usually established and implemented for ensuring that changes in 

operations which have significant effects on the internal controls are proactively 

detected to determine new organizational risks requiring for establishment of new 

controls to manage them. Therefore, the control activities should include: fully 

performing regular independent reviews, as well as reconciliations of different sources of 

data to verify and determine differences, along with timely corrective actions for making 

sure the accuracy and adequacy of transactions; requiring periodic verifications of 

operational and financial information and records for safeguarding the integrity, 

adequacy and accuracy; and implementing information evaluation of the latest state of 

performance based on the financial plans, estimates, as well as performance of the 

previous periods for judging the state of achieving the specified goals and objectives and 

determining unforeseen outcomes or uncommon circumstances which need corrective 

actions. 

2.4 Information and Communication 

Trustworthy, timely, and appropriate information linked to external as well as internal 

events is highly vital for the organization to assist it in the achievement of its goals and 

objectives. Therefore, information and communication play a significantly critical role in 

the firm and steady development of the organization. Information should be timely 

synthesized and disclosed in the relevant forms to the managers and the others of the 

organization for assist them in implementing their duties and responsibilities (GAO, 

1999). Precise, updated, and trustworthy information associated with operational 

activities as the latest strategic plans of the organization, the latest situation of control 

environment, the risk management, the control activities, and the business outcomes 

should be fixed-interval communicated to all personnel across the organization 

(Horngrenet al. 2012). 

Information and communication assist the organization in ensure all staffs have 

awareness of the organization’s goals and objectives, the approaches essential for them 

to be achieved, and their particular responsibility for the specified missions in need of 

being effectively operated. The mechanism of information and communication should 

give a firm assurance that it can provide the managers with corporate reports 
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incorporating operational, accounting, and conformity information for continuously 

reviewing the achievement progress of the organization’s goals and objectives. 

Therefore, the managers can take right and timely decisions for responding to latest 

situations, especially when unexpected events are likely to occur, which may lead to the 

loss of business outcomes.  

The system of information and communication can include both formal and informal 

sources of operational and financial data. The formal system of information and 

communication must give reviews, feedback and opinions linked to corporate reporting 

of operational and financial activities as well as its conformity to the current laws and 

regulations. However, the informal informational and communication with the ones who 

are with vested interest in the organization such as personnel, directors, partners, 

providers, clients, and so on play a vital role in risk identification and chances discovery 

to promote the business operations of the organization. 

2.4.1 Information 

It is essential to identify and evaluate internal and external sources of information to 

ensure their high quality of relevance, integrity and reliability. Then, these sources of 

information will be processed in suitable form and a timely manner, and disclosed to the 

ones who are in need of. The information system should design appropriate reports 

incorporating organizational matters linked to operational activities, financial decisions, 

and conformity to the applicable laws and regulations. Based on the effectiveness of the 

system, it will be easier for the managers to take right decisions in time. In short, the 

performance of the information system will have significant impacts on the operational 

and financial decisions of the managers.  

2.4.2 Communication 

Communication helps people to deeply understand their duties and responsibilities in the 

organization.. Through implementing appropriate internal controls of policies and 

procedures, all personnel can access to the organization’s channels of communication to 

find adequate, trustworthy and timely corporate reporting. Meetings and memos of daily 

operational activities can be referred as internal communications Periodic updates in 

regard with changes in policies and procedures about the matters of operational, 

accounting, reporting, and disclosure standards play an crucial role in making sure all 
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personnel comprehend their duties and responsibility as well as the features of the 

working environment, especially about the organization’s rules and regulations. In the 

organization, communication process usually haves hightention to the information, as 

follows:  

 Corporate reporting of effectiveness 

 Operational and financial data 

 Effectiveness reports of personnel 

Some its forms can be referred as follows: 

 Management, information, and performance systems 

 Policies, procedures, and works instructions 

 Management guidelines 

 Memos, letters and electronic mails 

 Internet and intranet 

 Speeches and conferences 

The effective communication system is largely affected the features of the internal and 

external sources of information on business operations disclosed to the managers. The 

information disclosed must be latest, precise, adequate and in time. The information 

must be communicated with the proper staffs that are in need of in time. The staff’s 

opinions and other recommendations are highly valuable in the development of the 

organization, so there must be open lines of communication to receive them for 

providing to their direct managers to rapidly identify changes in organizational risks, 

frauds and improprieties, as well as new opportunities for improvement. 

2.5 Monitoring 

Monitoring is a process of assessing the effectiveness of the internal control over time 

based on an ongoing basis (Jain et al., 2008). Monitor process is implemented by self-

assessments, peer reviews, and internal audits. It includes policies and procedures which 

are established to assess the performance of the internal control in accomplishing the 

organization’s goals and objectives. The process is executed through continuous 

monitoring activities, regular appraisals, or even a merger of the two for better effect 

(COSO, 2004). Moreover, the overall organization including all levels of management and 

of functions should be responsible for performing these activities. The main purpose of 
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monitoring is to identify whether the internal control is reasonably established, precisely 

implemented and, thus, effective. The internal control can be viewed as reasonably 

established and precisely implemented if its five elements are available and well 

operated as they should be (Horngren et al. 2012). In the organization, the managers 

along with its stakeholders can have an effective internal control if they ensure: 

 The accomplishment of the organization’s targets 

 Safeguards of the reliability as well as integrity in corporate reporting; 

 And, to conform to the current laws and regulations 

Monitoring can give a reasonable assurance that all control activities can be operated 

fully, properly, effectively, and timely. Ongoing process of monitoring comprises 

numerous activities of management and supervision which examine the establishment 

and implementation of the internal control, as well as increase its effectiveness. Some 

types of monitoring are independent appraisal, fixed-interval evaluation and internal 

audit of the internal control elements that bring about a formal report to the managers 

for directing the completeness and capability of the internal control system. 

In the organization, in addition to the implementing self-assessment of each division, the 

internal auditors will carry out its works to give separate and objective appraisals of the 

internal control system. One of main monitoring activities is periodic financial 

investigations including continuous supervision, reconciliations, comparisons, as well as 

effectiveness evaluations. Therefore, the internal control should be established to give a 

reasonable assurance that the continuous monitoring can be implemented within a 

specific day of the business operations in the organization. Appropriately monitoring can 

make sure that the system maintains its fully functions for assisting the organization in 

accomplishing its goals and objectives. 

The top-level managers, the Board of Directors, the Audit Committee must be 

responsible for solving deficiencies existing in the process of continuous monitoring or 

the independent appraisals. As part of the internal control, the monitoring should 

comprise policies and procedures for making sure that the auditors’ judgments as well as 

other conclusions must be adequately solved out. These judgments and other 

conclusions should be assessed by responsible managers to identify reasonable and 

adequate actions responding to such findings for correcting or solving out the problems 
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which may have significant effects on the business outcomes leading to a failure of 

achieving the organization’s goals and objectives. 

Monitoring should concentrate on some central areas, as followed: 

2.5.1 Control Activities 

Control activities are established and implemented to avoid or minimize the 

organizational risks which have high probability to take place. Without the success and 

effectiveness of the control activities, the whole organization will be exposed to risks. 

Thus, its managers have to keep executing policies and procedures which have ability to 

continuously monitor the performance of the control activities. A capable monitoring can 

provide the managers with chances to take right decisions, especially resolve any 

deficiencies existing as well as reduce as much as possible the effect of such unexpected 

events on the ways to achieve the organization’s goals and objectives. 

2.5.2 Mission 

Monitoring activities must continuously investigate operational matters through 

corporate reporting and other operational information which enable the managers to 

identify which departments accomplish their missions. This can detained through a fixed-

interval comparison of operational reporting along with information, and the specific 

strategic plan of the department. The control activities can assist the managers intaining 

the organization’s goals and objectives. 

2.5.3 Control Environment 

The control environment must be ongoing examined by the top-level managers to ensure 

that all levels managers are keeping up ethical behavior standards and most 

personnel’stitude and mood is a reasonable level. The managers are responsible to give a 

firm assurance that the staffs are capable, experienced and provided with fully and 

effective trainings, and that their management styles and philosophies can provide their 

staffs with more suitable working environment for achieving the missions of the 

departments more easily. 
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2.5.4 Communication 

Managers have to regularly examine that the operational information is disclosure and 

shared with their staffs whether precisely, fully, appropriately and in a timely manner or 

not. In addition, a hotline communication should be established to spiritually stimulate 

their personnel to report positive as well as negative information in every aspect.  

2.5.5 Risks and Opportunities 

The internal and external environment of the departments should be taken into 

consideration, especially for updating its current status of organizational risks, or 

discovering new chances for more effective modification. Therefore, after the relevant 

investigation has been implemented to identify the latest situation and evaluate its 

impacts, the managers have to prepare responding plans to resolve properly operational 

matters which are likely to occur. Any delays in responding to the latest situation can 

lead to unexpected outcomes for the departments. For example, the increase in risks 

without any appropriate plan of risk management can do significant harms to the 

department operations. Thus, a delay in response with the change in risks may bring 

about the loss of revenue or unachieved cost savings, and thus negatively affect the 

accomplishment of the department’s missions as well as the organization’s goals and 

objectives. 
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3 Effectiveness of Internal Control 

Operations which have been implemented can be considered as being effective and 

efficient only if the scarce resources of the organization, which are staffs, precise 

information provided for the managers to take right decisions, and mechanism of 

protecting assets and records, have been used effectively and efficiently (Aren and 

Lwebbecke, 1994). Therefore, Basel Committee on Banking supervision (1998) mentions 

that the internal control is effective only if the internal audits are implemented in a 

manner of independence, adequacy, and integrity, as well as by the ones who are skilled 

and highly experienced in this area. On the other hands, there are some other researches 

about the effectiveness of the internal control. A study states that the organization can 

increase its productivity as well as competitiveness in the market through implementing 

the effective internal control (Tsedal Lemi, 2015). The other study mentions that it can 

assist the organization intaining the specified goals and objectives such as avoiding loss of 

assets, safeguarding the precision and integrity in corporate reporting, or ensuring the 

trustworthiness in the financial statements (Ernst & Young 2002). In addition, there are 

some arguments about the dependence of the effectiveness of the internal control on 

some factors. It is believed that effective internal control should be judged by factors 

which the managers set up to evaluate it. In contrast, there is an argument that the 

control environment should be the main factor affecting the effectiveness, so when it is 

established appropriately, the internal control will be operated effectively (Spencer, 

2005). On the other hands, it is also argued that the control objectives which are chosen 

totain should be a criteria to judge the internal control is whether effective or not 

(Cooper&Leung, 2006). In the Turnbull report (Michael Page & Laura, 2004), it is stated 

that the effective internal control cannot be separate from the risk assessment. In order 

words, the internal control can be considered as effective only if the managers can 

manage and reduce as much as possible the organizational risks 

When the internal control system is discovered to incorporate weaknesses, there are 

some alternatives should be carefully evaluated before making decisions:  

 Increase supervising and monitoring 

 Add extra or compensating controls 

 Accept the inherent risk coming along with the control weakness 
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An effective internal control system will help an entity in a matter of risk management as 

well as accuracy and integrity safeguards of corporate reporting. Moreover, it also 

facilitate the management system of the board of directors and the audit committee to 

become much more dynamic and powerful, especially in self-regulating its organization 

(Grobstein et al. 1985). Therefore, internal control:  

 Affects each side of the corporation together with people, processes and operations 

 Be integrated into the everyday operations and responsibilities of all workers 

 Incorporates the qualities of excellent management 

 Requires peopletention to either succeed or fail 

 Must make sense inside every specific operational unit’s distinctive setting 

All managers and employees of the entity are responsible for complying with the 

internal control system and making sure that it operates effectively. The effectiveness of 

the internal control system is mostly based on all personnel’stitude indention toward it. 

Therefore, the top-level managers are largely responsible for this matter. The senior 

managers initiate the control system and have to make sure that all people in the 

organization recognize and acknowledge their duties and responsibilities. The managers 

also have responsibility for designing formal documentation of policies and rules for the 

organizational operations of every department with the aim to achieve its specified 

missions (Grobstein et al. 1985). 
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4 Assessment of Internal Control 

The internal control is a dynamic system of policies and procedures and in the complex 

environment that multinational corporations operate it makes assessing internal control 

a necessity before it becomes regulated (Nehari Talet, 2014). The instructions for internal 

auditors mention that the internal control system should make sure the process stain its 

missions.  

The main purposes of internal control, complying with the applicable laws and 

regulations, includes: ensuring the compliance to the entity’s policies as well as 

instructions in order to achieve its goals and objectives; protecting its assets, and 

safeguarding the accuracy, adequacy, trustworthiness and integrity in corporate 

reporting, records and information, along with their conformity with the current laws and 

regulations. Therefore, when the internal auditors evaluate the internal control system, 

they should consider the effect of one control policy and procedure on the others and 

the whole system. 

As part of the process, the internal auditors should determine available systems and 

mechanism within the entity needed to be investigated, based on how highly risks it 

incorporated, how important it is in the entity, or just simply its nature. After identifying 

such systems, they should design proper and reasonable criteria to evaluate whether the 

internal control system is complete and effective intaining the system’s goals and 

objectives. 

The phases of a system audit often comprise determining a system framework, as well as 

the internal control’s goals and objectives; designing proposed controls which may 

achieve such goals and objectives, examining the system based on those proposed 

controls, assessing the controls proposed for the system against those goals and 

objectives, evaluating the capability of the actual controls against those goals and 

objectives, investigating the performance of the controls in real, reviewing audit opinion 

such as whether the system gives a full set of conditions for the effective internal control 

or whether the system is established and executed appropriately in real. 
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It is hard for the auditors to measure the performance of the internal control through 

assessments for audit opinion in their report. According to the American Institute of 

Certified Public Accountants (AICPA), the auditors should establish an assessment of the 

performance of internal control which can identify the nature of the audit and its scope. 

Before the Sarbanes–Oxley Act, there are no specific instructions available for them to 

assist in an appropriate assessment of the performance of the internal control system. 

The assessment process of internal control was usually partial and imprecise, and their 

approaches were unreasonable, and emotional, which were based on their inner 

experiences rather than facts (Yu and Neter, 1973). 
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5 Limitations of Internal Control 

Naturally, there are always deficiencies of internal control due to human factor as the 

join of all personnel in implementing the system of internal control. Therefore, how 

much efforts the managers and others put in designing the internal control, weaknesses 

always exists in the system. The internal control’s shortages are usually divided into three 

types including shortages in the process of setting up the structure of internal control 

system, shortages in the process of implementing it, and all other shortages (Tsedal Lemi, 

2015).  Due to the impacts of human factor on designing structure of internal control, it 

naturally creates opportunities for shortages in design, wrong judgment, misconception, 

negligence, tiredness, and confusion to reduce the effectiveness of internal control by 

limitations. Moreover, however skilled and experienced the personnel, the internal 

control they implement can be ineffective if they misunderstand their duties and 

responsibilities in the performance process of the system. 

In any system of internal control, inherent limitations include (COSO, 2013; SOX, 2002.): 

• Abuse of authorization responsibilities  

• Collusion between two or more members of staff negating the segregation of duties  

• Collusion with interests outside the entity like suppliers  

• Fraud and systems which present obvious opportunities for abuse  

• Failure of top management to act decisively on breaches of internal control systems 

 • Destruction of evidence by those responsible for abuses  
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Conclusion 

Today, in the context of steadily rising competition environment, all organizations across 

the world have to face more and more risks. Therefore, an effective internal control must 

adapt to those changes and not be a separate, inactive and non-evolving system. 

Moreover, the internal control system must be used as an integral part of any actions and 

activities while the organization is in operation. In other words, the system can be 

referred as management mechanism established in the organization as its foundation to 

allow its personnel to operate its business activities more smoothly as well as less 

difficultly in efforts totaining its goals and objectives on a continuous basis. 
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