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Comparison of the application of risk management to 

medical devices guided by ISO 14971 and STAMP 

Helga Einarsdóttir 

June 2017 

Abstract 
 
We live in a time where technology is rapidly evolving. Devices and equipment have 

changed immensely over the last fifty years and this trend will continue in the future. The 

importance of risk management has therefore never been greater than now. Organizations 

invest a lot of time and money into managing risk and try to minimize it so therefore it is 

important to them to have the right tools to analyze and manage risk. Medical devices are 

not excluded from this technical evolution and the medical device industry is one of the 

fastest growing industries in the world today. There are countless medical devices and their 

variety is nearly endless. Their level of complexity can range from very simple to extremely 

complicated and composed of many parts. If a medical device is not used properly and in 

the correct way, it can possibly lead to patient death so risk management is crucial when it 

comes to medical devices. 

 

The objective of this research was to compare two methods of risk management with 

regards to medical devices. These methods are the one described in the ISO 14971 standard, 

which is a special risk management standard for medical devices and Systems-Theoretic 

Process Analyzes (STPA) which is based on the System-Theoretic Accident Model and 

Process (STAMP) model of accident causation which is a new method in system safety 

engineering. Also, the difference between the methods was examined to see if it would 

affect patient safety in users with microprocessor controlled prosthetic devices. 

  

The results show that there is a difference in the application of risk management to medical 

devices between these two procedures although it is also possible to see similarities. The 

results indicate that the differences could affect the patient safety of users of microprocessor 

controlled prosthetic devices. 
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Samanburður á áhættustjórnun lækningatækja milli ISO 
14971 og STAMP  

 

Helga Einarsdóttir    

June 2017 

Útdráttur 
 
Við lifum á þeim tíma þar sem tækni er að þróast mjög hratt. Gríðarleg breyting hefur orðið 

á tækjum og búnaði síðastliðin 50 árin og mun þessi þróun halda áfram í framtíðinni. 

Mikilvægi áhættustjórnunar hefur því aldrei verið meiri en nú. Fyrirtæki leggja mikinn tíma 

og fjármuni í að stjórna áhættu og halda henni í lágmarki. Það skiptir þau því mjög miklu 

máli að hafa réttu verkfærin til að greina og stjórna áhættu. Lækningatæki eru ekki 

undanskilin þessari tæknilegri þróun og er lækningatækjaiðnaðurinn einn af þeim sem eru 

hvað ört vaxandi í heiminum í dag. Lækningatæki eru jafn misjöfn og þau eru mörg. Þau eru 

allt frá því að vera mjög einföld tæki yfir í að vera mjög flókin tæki sem samanstanda af 

mörgum íhlutum. Ef lækningatæki eru notuð vitlaust, geta þau leitt til dauða sjúklinga og því 

er áhættustjórnun ákaflega mikilvæg þegar kemur að lækningatækjum.  

 

Markmið þessarar rannsóknar var að bera saman tvær aðferðir sem notaðar eru við  

áhættustjórnun með tilliti til lækningatækja. Þessar aðferðir eru ISO 14971 staðall, sem er 

sérstakur áhættustýringar staðall fyrir lækningatæki, og STPA sem er byggt á STAMP 

aðferðafræði sem er ný aðferð á sviði sem á ensku er nefnt, system safety engineering. Einnig 

var athugað hvort að munurinn á milli aðferðanna myndi hafa áhrif á öryggi sjúklinga sem 

nota örtölvustýrða gerviútlimi. 

 

Niðurstöður sýna að það er mismunur á milli áhættustjórnunar með tilliti til lækningatækja 

milli þessara aðferða, þó einnig sé hægt að greina líkinda á milli þeirra. Niðurstöðurnar gefa 

til kynna að mismunurinn gæti haft áhrif á öryggi sjúklinga sem nota örtölvustýrða 

gerviútlimi. 
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1. Introduction 
 

1.1 Background 
 
Risk is everywhere, both outside and within organizational environment. Risk needs to be 

managed as effectively as possible. Risk management is an important aspect of modern 

businesses, not only to prevent breakdowns but also to ensure quality and proper decision 

making.  

 

Medical devices are of different sizes and shapes and some more complicated than others. 

They consist of everything from microprocessor controlled prosthetic devices to simple 

wooden tongue depressors (World Health Organization, 2003). Microprocessor controlled 

prosthetic devices include sensors to detect users movements and then a computer adjusts the 

behavior of the limb (Washington State Department of Labor & Industries, n.d.). There have 

been major advances in medical technology in the last few decades. These advances are not 

without cost since new technology is the main reason for rapidly rising healthcare 

expenditures. Because of that, it is increasingly necessary to carefully evaluate all risks 

associated with the use of medical devices. Healthcare facilities have become more selective 

in how they evaluate and buy medical devices in order to control costs (Ventola, 2008). 

 

Risk management is crucial in demonstrating regulatory compliance for medical devices.  

Good risk management can lower the cost for organizations and ensure the safety and 

performance of medical devices and if established or international standards are used, it can 

also reduce the cost (World Health Organization, 2003). The ISO 14971 standard and 

System Theoretic Accident Model and Processes (STAMP) are two different risk 

management methodologies. The ISO 14971 standard is an international and European 

standard developed for medical devices using established principles of risk management 

(“EN ISO 14971,” 2012). STAMP is a new methodology originated in system safety 

engineering (Leveson, 2011). Because of the importance of risk management for medical 

devices, these procedures will be compared to investigate if STAMP can be used to better 

analyze risk and thus better ensure safety for the patients. The aim of this study was 

furthermore to investigate of STAMP can be used to improve the risk management process 

at Össur, which is a leading company in non-invasive orthopedics.  
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1.2 Research Questions 
 
As mentioned earlier, risk management has become an important factor in organizations. ISO 

14971 is a risk management standard which is specifically designed for medical devices. 

STAMP is a new methodology also used in risk management. Therefore, it will be interesting 

to compare it to the ISO standard to see if there are any differences between the two, affecting 

patient safety. If there are differences, how will it affect the users of microprocessor controlled 

prosthetic devices and the cost of risk management for such devices? To investigate the 

differences and similarities between these two procedures, two research questions are 

proposed: 

 

1. What are the similarities and differences between the application of risk 

management to medical devices guided by ISO 14971 and STAMP? 

 

2. How important are the differences for patient safety of users of microprocessor 

controlled prosthetic devices? 

 

Answering these two questions is the objective of this thesis. When answering the first 

question, different risk management processes will be compared. First, ISO 14971 and 

STAMP was compared to ISO 31000 which is the main risk management standard, to see 

how the main elements of risk management are described and defined. Then the application 

of risk management applied to medical devices guided by ISO 14971 and STAMP was 

compared to be able to see if there are differences or similarities between these procedures. 

Then to answer the second question, the answer from the first one was used to investigate 

how important the differences are for patient safety. When answering the second question, 

special emphasis was put on microprocessor controlled prosthetic devices.  
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1.3. Structure 
 
The first chapter is intended to introduce to the reader the main concepts of this thesis. 

Research questions are introduced and described how they will be attempted to be answered. 

The second chapter introduces the literature review which includes the definition of concepts 

such as risk in medical devices and risk management and the ISO 31000, ISO 14971 and 

STAMP which will be compared later in the thesis. The selected research methods are 

introduced in the third chapter. The results are in the fourth chapter and the discussions and 

conclusion are in chapters five and six.  

 
There are different regulations for medical devices in different countries. In this thesis, the 

focus has been on the European Union and European regulations.  
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2. Literature review 
 

In this literature review, the main factors in the comparison of different risk management 

procedures will be established. Firstly, the concept of risk and risk in medical devices are 

defined along with risk management. Then the procedures that are compared later in this thesis 

will be introduced. 

 
 
2.1. Definition of Risk 

 

The ISO 31000 standard defines risk as “Effect of uncertainty on objectives”. Risk doesn’t 

always have to mean something bad, it can represent a threat but it can also represent an 

opportunity (Culp, 2002). 

 

In Managing Risk in Organizations: a guide for managers, risk is defined as: “Risk is a 

reflection of information available to make good decisions. When decisions are made under 

conditions of ignorance, they are risky decisions and may lead to courses of action that create 

trouble”. Risk is both outside and within organizational environment. It is called external and 

internal risk. Risk needs to be managed as effectively as possible. Pointing organizations into 

the direction where it needs to go, is a good management in stead of consistently responding 

to crises (Frame, 2003).  

 
In System Safety Engineering and Management a system is defined as: “A composite of 

people, procedures, and equipment that are integrated to perform a specific operational task 

or function within a specific environment” (Roland & Moriarty, 1990). From a system 

perspective it is very important to look at the whole system, but not each component 

individually. A component can be relatively safe, but it interacts in a way that it can increase 

risk (Grabowski & Roberts, 1998). 

 
It is critical when managing risk to include the side effects of management. When risk is 

managed, it can create a new unknown risk (Scheytt, Soin, Sahlin-Andersson, & Power, 

2006). An important part of risk analysis is ensuring, that when changes are made in order to 

eliminate or minimize hazards, not to create new hazards. 
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2.2. Risk in Medical Devices 
 
Medical devices consist of everything from highly sophisticated computerized medical 

equipment down to simple wooden tongue depressors (World Health Organization, 2003). 

 

Medical device software is a risky business. Failure of the software can have potentially 

catastrophic effects, leading to injury of patients or even death. As medical devices get more 

complex, the risk of user error gets higher (Burton, McCaffery, & Richardson, 2006). The 

medical devices industry is one of the fastest growing in the world. In 2000, there were over 

one and a half million different medical devices and the represented over US $ 145 billion 

(World Health Organization, 2003). In the article Ensuring Safe and Effective Medical 

Devices says that over eight thousand new medical devices are marketed each year in the 

United States (Feigal, Gardner, & McClellan, 2009). 

 

All medical devices carry a certain amount of risk and in special circumstances they can cause 

problems. Some of these problems cannot be detected until major market experience is 

achieved, especially for implantable devices. Device safety is the estimate of the possibility 

of a device becoming a hazard. The hazard can result in harm and safety problems. There has 

been increased emphasis on the design of medical devices the last decade, and the focus has 

been on patient safety. The design and production of a medical device is extremely 

complicated. There are numerous things that need to take into account, for example the 

clinical need, the patient safety, human error and satisfying the user requirements. The users 

can be from all walks of life, such as doctors, nurses, technicians, patients etc. (Martin, Norris, 

Murphy, & Crowe, 2008).  

 

Medical devices are subject to complex regulations to secure patient safety. The devices are 

divided into special classes, where the regulatory requirements will differ. They are divided 

into categories - level of risk, the higher the risk associated with a device, the higher the device 

class and the greater the level of assessment required by the regulatory bodied. In Canada 

there are four classes, the European Union has three classes but class II is divided into IIa and 

IIb. In the United States the devices are divided into three classes. RHEO knee XC produced 

by Össur is an example of a medical device in class II in the European Union. RHEO knee is 

a microprocessor prosthetic knee. The main focus of the regulations is on risk management, 

making sure that the devices do not compromise the safety of patients or the health and safety 
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of users. Developers must eliminate the risks that is associated with their device (Martin et 

al., 2008). 

 

In Medical Device Regulations. Global Overview and Guiding Principles, there are three 

elements that the safety and performance of medical devices depend on and two of them are 

critical. These critical elements are product and use of the device. The third element is how 

important the presentation the product to the user is (World Health Organization, 2003). In 

Normal accidents: Human error and medical equipment design, it is claimed that humans 

make errors in complete systems. There, error is defined as a failure of a planned action or as 

the use of a wrong plan of action to achieve a certain goal (Dain, 2002). 

 

 
Figure 1. Persons who manage different phases of medical devices (World Health Organization, 2003) 

 

Fig. 1 shows the life span of medical devices and who manages each phase in the life span. 

The first three phases are managed by the manufacturer, then the vendor manages the next 

two and the last two is managed by the user. The vendor can be importers, distributors, 

retailers and manufacturers that sell the medical devices. The user can be professional in 

healthcare facility or the patient. The manufacturer, user, vendor, public and government are 

the stakeholders. These five play critical roles in ensuring the safety of medical devices  

(World Health Organization, 2003). 
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2.3. Introduction to EU Requirements 
 
 
The European Commission helps in overcoming public health and industrial challenges. 

There are many challenges that need facing, for example public health systems, the balance 

between financial sustainability and patent’s needs and the competitiveness and innovation 

(European Commission, n.d.). Regulations regarding medical devices in the EU were 

harmonized in the 1990s. These regulations are associated with the safety and performance 

of the devices. The legal framework includes three directives: 90/385/EEC on Active 

Implantable Medical Devices, 93/42/EEC on Medical Devices and 98/79/EC on In Vitro 

Diagnostic Medical Devices (European Commission, n.d.). The objective of these Directives 

is to make sure that human health and safety are protected (European commission, 2012). 

 
In 2012 there were regulations proposals adopted that are supposed to revise existing 

legislation. This revision ensures a high level of human health and safety, the smooth 

functioning of the internal market and it meets the growing expectations of European citizens. 

The patients, consumers, healthcare professionals and the manufacturers will benefit from 

these proposals. The final formal adoption is expected in 2017 (European Commission, 2017). 

This is needed because the rules from 1990s have not kept up with the developments in the 

scientific and technical environment (The European Council, n.d.). To be able to sell medical 

devices in the European Union (EU), the products must be CE labeled. CE marking 

demonstrate that a product is in compliance with the applicable EU regulations (“European 

CE Marking Strategy for Medical Devices,” 2011). 

 

As mention in the article European Medical Device Usability Requirements, the European 

directives define the Essential Requirements. European harmonized standards, for example 

the EN ISO 14971 and EN 62366, provide corresponding technical specifications for meeting 

these Essential Requirements (Donawa, 2011). 
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2.4. Risk management 
 
 
Why is risk management important? There are many reasons why manufacturers establish a 

risk management system. One of which are the regulators. The regulators’ role is to ensure 

that the devices used in their jurisdiction are safe. Risk management is a tool used to require 

manufacturers to do the necessary upfront analysis to put safe devices on the market and also 

ensure that if any unsafe or problematic devices reach the market, then they are identified and 

corrected as efficiently as possible (Rudolph, 2004). If managers want to run their 

organizations as well as they possibly can, they need to manage risk as effectively as possible. 

If not, the organizations are controlled by events (Frame, 2003). 

 

ISO 31000 is a risk management standard which is intended to harmonize risk management 

process in existing and future standards (International Organization for Standardization, n.d.). 

ISO 31000 provides process, framework and principles to organizations for managing risk 

(International Organization for Standardization, n.d.). Risk can affect organizations in many 

ways and can have enormous effect on organizations. ISO 31000 can help companies achieve 

their goals with principles and guidelines.  

 

Every organization has to face internal and external factors. These factors along with their 

consequences, can affect whether organizations can achieve their goals. This uncertainty that  

effects organizations are “risk”. All activities of a company involve risk. Risk can be  

managed by identifying, analyzing and evaluating whether risk needs to be modified by  

risk treatment. To assure that it’s not necessary to treat risk any further, communication and  

consultation with stakeholders is very important throughout the risk management process.  

The ISO 31000 standard implements generic guidelines of risk management. The main 

elements of a risk management process are: establishing the context, risk identification, risk 

analysis, risk evaluation and risk treatment. The risk management process is in Fig. 2 (“ISO 

31000,” 2009).  
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2.5. Introduction to ISO Standards 
 
International Organization for Standardization (ISO) describe a standard as a “document that 

provides requirements, specifications, guidelines or characteristics that can be used 

consistently to ensure that materials, products, processes and services are fit for their purpose” 

(International Organization for Standardization, n.d.). Over 21.500 International Standards 

have been published. ISO is a non-governmental, independent international organization. ISO 

International Standards make sure that services and products are safe, dependable and are of 

great quality. The standards can help organizations to minimize waste, as a strategic tool, 

reduce costs and minimize errors (International Organization for Standardization, n.d.). ISO 

has a group of experts that develop ISO standards and has over 250 technical committees. 

Consumer’s views is also considered when developing standards (International Organization 

for Standardization, n.d.). ISO does not perform certification of their standards, it is done by 

external certification bodies (International Organization for Standardization, n.d.). In Medical 

Device Regulations: Global overview and guiding principles is written: “With the world 

becoming a global village, the need and benefits of standardization are becoming more and 

more important internationally for manufacturing, trade and communications” (World Health 

Organization, 2003). 

 

  

Figure 2. Risk management process established by ISO 31000 (“ISO 31000,” 2009) 
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2.6. Introduction to ISO 14971 
 
Risk management is fundamental in demonstrating regulatory compliance for medical devices 

and is a fundamental part of all organizations processes in the medical device industry (BSI, 

n.d.). ISO 14971:2010 was developed by the International Organization for Standardization, 

the standard is an application of risk management to medical devices. ISO 14971:2010 was 

written with the help from delegates from 112 countries. The requirements in ISO 14971 

provide a framework to manage the risks associated with the use of medical devices 

(International Organization for Standardization, 2010). The requirements can be used anytime 

in the life cycle of a medical device.  

 

The EN ISO 14971 standard is supposed to aid in the identification of discrepancies 

between the Essential requirements for medical devices and ISO 14971. In order to be 

applicable to the European Union, an EN document is developed as an accepted, regional 

standard and written under protocols with the participation from delegates of the EU 

member states (Huffman, n.d.). EN ISO 14971 standard foreword is written: “This 

document has been prepared under a mandate given to CEN by the European Commission 

and the European Free Trade Association, and supports Essential Requirements of EU 

Directives 93/42/EEC on Medical Devices, 90/385/EEC on Active Implantable Medical 

Devices and 98/79/EC on In Vitro Diagnostic Devices” (Packard, 2013).  

 

 

 

 
 
 
 
 
 
 
 
 
 

 
 

 
 

Figure 3. Risk management process established by ISO 14971 (“EN ISO 14971,” 2012) 
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2.7. STAMP 
 
STAMP is a new causality model that enforces the behavioral safety constraints. System 

safety is defined as “the application of special technical and managerial skills to the 

systematic, forward-looking identification and control of hazards throughout the life cycle of 

a project, program, or activity” (Roland & Moriarty, 1990). STAMP is different from other 

system safety where the emphasis is on preventing failures. STAMP is a top-down system 

safety engineering that can increase safety of systems and reduce costs correlated with 

engineering for safety. The most basic concept in STAMP is not an event, but a constraint. 

Events leading to losses occur only because safety constraints were not successfully enforced 

(Leveson, 2011). 

 

In the article A new accident model for engineering safer systems, after Nancy Leveson, is 

emphasized that a better understanding is needed of why accidents happen and how it is 

possible to prevent future accidents. Safety engineering techniques are not changing fast 

enough. The reasons why safety engineering techniques are not developing fast enough are 

for example because of a fast paced technological change, changing nature of accidents, new 

types of hazards as a result of increasing dependence of information systems, decreasing 

tolerance for single accidents, increasing complexity and coupling, more complex 

relationships between humans and automation and the changing regulatory and public views 

of safety (Leveson, 2004). In system design, operators and maintainers need to be included in 

the design process and it is critical to include humans as operators. 

 

In the STAMP model of accident causation, an emergent property is safety when in a larger 

environment where system components interact with each other. There are three safety 

constraints that are related to the system components – physical, human and social – that 

impose the safety property of the system. When the interactions violate the safety constraints, 

accidents occur. The objective, then, of safety engineering, is to manage the behavior of the 

components and system as a unit so it is possible to ensure that the safety constraints are 

enforced (Leveson, 2013). 
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2.8. STPA 
 
“Investigating an accident before it occurs” is a good description of hazard analysis. The goal 

in hazard analysis is identifying potential scenarios that can cause losses. These scenarios can 

then be controlled before an accident occurs (Leveson, 2011). System-Theoretic Process 

Analysis (STPA) is a new technique in hazard analysis. STPA is based on STAMP causality 

model and is a top–down system hazard analysis . What separates STPA from others hazards 

analysis is that STPA includes new causal factors identified in STAMP. STPA provides 

guidance to the users for optimal results. Fault tree analysis (FTA) and Failure modes and 

effects analysis (FMEA) are old techniques. They focus on component failure and can lead to 

poor and inadequate investigation for hazards (Nakao & Miyamoto, n.d.). 

 

STPA has the same goals as all the others hazard analysis technique; identify scenarios 

leading to hazards and losses so it’s possible to eliminate them and control. Traditional hazard 

analysis techniques are based on reliability theory. STPA, on the other hand, has a very 

different theoretical basis based on accident causality model (Leveson, 2013). 

 

These last decades, there has been a technological revolution in the world of engineering. The 

complexity in the systems has increased tremendously. However, the engineering techniques 

for reliability and safety engineering have changed very little and not kept up with the 

technological revolution. The older safety engineering techniques which were based on a 

simpler and analog world are declining in their effectiveness as the cause of accident changes. 

 

Even though STPA is a new hazard analysis, it has proved successful. STPA was used to 

identify the Columbia Space Shuttle loss. The risk analysis that was done by NASA identified 

one hundred risks. STAMP-based analysis was applied and identified around 250 risks, all 

the risks that was identified by NASA along with other risks that had not been identified 

earlier (Leveson, 2011).  

 

STPA can be used either before a design has been created or applied to existing design or 

system. STPA has two steps and the first step needs to be able to implement the second step. 

The first step is to identify the unsafe control actions and then the second step is to identify 

the causes of the unsafe control actions (Leveson, 2011). This is covered in more detail later 

in the thesis.  
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2.9. Össur 
 
Össur is a leading company in non-invasive orthopedics and is known as a “Technology 

Pioneer” in the World Economic Forum. The company was founded in 1971 and is named 

after Össur Kristinsson, who was an Icelandic prosthetics. Today, Össur has 18 locations all 

over the world and has comprehensive operations in America, Europe and Asia. The 

corporation’s headquarters are in Reykjavík, Iceland (Össur, n.d.-a).  

 

Many of them who live with physical disabilities, rely on prosthetic and orthotics devices. 

These devices give the people a chance of a better life. Össur strives to be the leading 

company in reducing physical limitations of people with physical disabilities. “Life without 

limitations” is the company slogans and their values are honesty, frugality and 

Courage (Össur, n.d.-a).  

 

Össur has powerful knowledge in developing and produce non-invasive orthopedics. 

Össur’s products are divided into prosthetic solutions, OA solutions, injury solutions and 

compression therapy. Prosthetic solutions are products for amputees, Össur provides lower-

limb prosthetic products and the RHEO knee XC an example of such a device (Össur, n.d.-

b). 

 

Össur is an international company and it has to meet all applicable Essential Requirements 

of the Medical Device Directive 93/42/ EEC, and they use EN ISO 14971 to help fulfill 

those demands.   
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3. Research methods 
 
 
In the research section of the thesis, the approach was to identify two risk management 

processes to see if there are similarities or differences between these procedures. These two 

procedures are ISO 14971 and STAMP. To be able to examine the similarities and differences 

between these procedure, the main elements in the ISO 31000 standard, which is the main 

risk standard, was used as a guideline in the comparison. During the research process, the 

literature review was performed with the support of books, Google Scholar and the Reykjavík 

University library. It gave good insight into risk and the risk management process along with 

medical devices. In the preparation for the comparison, the ISO standards 31000 and 14971 

were utilized and also the book, Engineering a Safer World, Systems thinking applied to 

safety after Nancy G. Leveson which covers STAMP and STPA.  

 

First, the definitions of the main concepts in risk management were examined to see how they 

were defined by ISO 31000, ISO 14971 and STAMP. That was done so it would be possible 

to see if they were defined differently by these three procedures. Then the main elements in 

risk management were examined to see how they were defined by these three procedures and 

if there were any differences between the definitions. The application of risk management 

process to medical devices guided by ISO 14971 and STAMP were analyzed. Then it was 

possible to see if there were differences or similarities between these two procedures and if 

there was a difference, it was investigated if that difference would affect the patient safety of 

users of microprocessor controlled prosthetic devices. 

 

To be able to understand how the ISO 14971 risk management process works and to gain 

insight into organizations that produce medical devices, Össur was consulted. Össur is a 

leading company in non-invasive orthopedics and their risk management process is based on 

ISO 14971. Össur has 18 locations all over the world and has extensive operations in America, 

Europe and Asia. Össur’s risk management process is based on ISO 14971:2012. 
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4. Results 
 
 

4.1. ISO 31000, ISO 14971 and STAMP 
 
 
In chapter 4.1 are the results of the comparison between the main concepts of ISO 31000, ISO 

14971 and STAMP along with the results from the comparison between the main elements in 

these procedures. 

 
4.1.1. Comparison between the main concepts of the risk management process 

 
Table 1. Definition of accident and harm  

  ISO 31000 ISO 14971 STAMP 

Accident 
“Occurrence or 
change of a particular 
set of circumstances”a 

Undefined 

“An undesired and unplanned event 
that results in a loss (including loss 
of human life or injury, property 
damage, environmental pollution 
and so on)”c 

Harm Undefined 

“Physical injury or 
damage to the health of 
people, or damage to 
property or the 
environment”b 

Undefined 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 
 
ISO 31000 defines accident as an occurrence or change of a set of circumstances. ISO 14971 

does not define accident. STAMP defines accident as an event that is unplanned which results 

in a loss. The loss can be loss of a human life or injury, property damage, environmental 

pollution and so on. While ISO 14971 does not define accident, ISO 31000 and STAMP do not 

define harm. ISO 14971 defines harm as a physical injury or a damage to property, environment 

or to the health of people. Here it is possible to see more similarities between ISO 31000 and 

STAMP than between ISO 31000 and ISO 14971. 
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Table 2.  Definition of risk and risk management  

  ISO 31000 ISO 14971 STAMP 

Risk “Effect of uncertainty 
on objectives”a 

“Combination of the 
probability of occurrence 
of harm and the severity 
of that harm”b 

“Basic inadequacies in the way 
individual components in the control 
structure fulfill their responsibilities 
and risks involved in the 
coordination of activities and 
decision making that can lead to 
unintended interactions and 
consequences”c 

Risk 
management 

“Coordinated 
activities to direct and 
control an 
organization with 
regard to risk”a 

“Systematic application 
of management policies, 
procedures and practices 
to the tasks of analyzing, 
evaluating, controlling 
and monitoring risk”b 

“The system engineering processes 
used to prevent accidents by 
identifying and eliminating or 
controlling hazards. Note that 
hazards are not the same as failures; 
dealing with failures is usually the 
province of reliability engineering”c 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 
There is clearly a difference in the definition of risk between these procedures. ISO 31000 

defines risk as an effect on uncertainty on objectives. ISO 14971 is more specific in its 

definition and defines risk as a combination of probability and severity, the probability of 

occurrence of harm and the severity of that particular harm. The risk approach by STAMP is 

very different. It defines risk as a basic inadequacy in the way individual components fulfill 

their responsibilities in the control structure and risks involved in the coordination of activities 

and decision making that can possibly lead to unintended interactions and consequences. There 

the emphasis is on the control of a component and on coordination.  

 

ISO 31000 identifies risk management as a way to control organizations with regard to risk, by 

coordinating activities. ISO 14971 identifies it as a task of analyzing, evaluating, controlling 

and monitoring risk with a systematic application of management policies and procedures. Risk 

management in STAMP is a system engineering process used to prevent accidents. That is 

done by identifying and eliminating or controlling hazards.  
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Table 3. Definition of hazard and risk level  

  ISO 31000 ISO 14971 STAMP 

Hazard Undefined “Potential source of 
harm”b 

“A system state or set of conditions 
that, together with a particular set of 
worst-case environment conditions, 
will lead to an accident (loss)”c 

Risk level 
“Informed decisions 
can be made about the 
level of risks”a 

Undefined 

“A function of hazard level 
combined with the likelihood of the 
hazard leading to an accident and 
hazard exposure or duration”c 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 

A hazard is not defined in ISO 31000, it is a possible source of harm according to ISO 14971. 

In STAMP it is defined as a set of conditions or a system state that will lead to an accident 

(loss). Risk level is not defined in ISO 14971. The level of risk, according to ISO 31000, can 

be made from informed decisions. STAMP define level of risk in more detail. Level of risk is 

the likelihood of a hazard leading to an accident and a hazard exposure associated with a 

function of hazard level.  

 
Table 4. Definition of risk assessment and risk analysis 

  ISO 31000 ISO 14971 STAMP 

Risk 
assessment 

“Overall process of 
risk identification, risk 
analysis and risk 
evaluation”a 

“Overall process 
comprising of risk 
analysis and a risk 
evaluation”b 

“The process of determining the risk 
level (quantifying risk)”c 

Risk 
analysis 

“Process to 
comprehend the 
nature of risk and to 
determine the level of 
risk”a 

“Systematic use of 
available information to 
identify hazards and to 
estimate the risk”b 

“The process of identifying risk 
factors and their potential causal 
factors”c 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
  

The definition of risk analysis, according to ISO 31000, is to understand the nature of risk and 

to determine the level of risk, which is the definition of risk assessment according to STAMP. 

ISO 14971 identifies risk analysis as a systematic use of information that is available and uses 

the information to identify hazards and to estimate the risk. STAMP identifies risk but not 

hazards like ISO 14971. The risk analysis in STAMP contains identification of risk factors and 

their potential causal factors.  
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4.1.2. Comparison between the main elements of the risk management process 
 
 
 

The	main	elements	of	the	risk	management	process	are	in	Fig.	4.	In	this	chapter,	

an	examination	is	conducted	of	how	ISO	31000,	ISO	14971	and	STAMP	define	the	

main	elements	and	if	there	are	any	differences	between	the	definitions.		

	

	
	

	

	

Figure 4. Main elements of risk management process  (“ISO 31000,” 2009) 
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Table 5. Establish context 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 
ISO 14971 identifies the intended medical device along with the phase of life cycle which is 

covered by each element in plan. ISO 31000 considers both internal and external parameters, 

for example social and cultural, political, legal, regulatory, financial, economic, governance, 

environmental and organizational culture and so on. ISO 14971 only considers the national 

regional regulations and relevant international standards. ISO 14971 considers the state of art, 

which ISO 31000 does not consider. STAMP defines a need in terms of objectives that the 

system must satisfy along with safety goals. Then STAMP creates a safety control structure 

with feedback channels. STAMP defines an organization’s safety policy and a safety 

management plan while both the ISO standards define a risk management plan.  

Procedure Establish Context 

ISO 31000 

“Organization articulates its objectives, defines external and internal parameters when 
managing risks and set the scope and risk criteria for remaining process. Needs to consider in 
greater detail and particularly how they relate to the scope of particular risk manager process. 
External: external environment, concern of external stakeholders considered, specific details of 
legal and regulatory requirements, stakeholder perceptions and other aspects of risks specific 
to the scope of risk management process. Social and cultural, political, legal, regulatory, 
financial, technological, economic, natural and competitive environment, international, 
national, regional and local. Internal, internal environment in which the organization seeks to 
achieve its objectives. organizations culture, processes, structure and strategy. Governance, 
organizational structure, roles and accountabilities, policies, objectives and strategies that are 
in place to achieve them, knowledge, capital, time, people.”a 

ISO 14971  

“Identify the intended medical device, identify phase of life cycle covered by each element in 
plan by defining scope, manufacturer establishes the baseline on which all the risk management 
activities are built. Device specific methods for obtaining production and post-production 
information used to established. Get people with expertise necessary to perform risk 
management tasks. Establish policy on how acceptable risk will be determined, take into 
account applicable national or regional regulations and relevant international standards. 
Consider the state of art.”b 

STAMP 

“A need or problem is specified in terms of objectivs that the system must satisfy along with 
criteria that can be used to rank alternative design. Managers need to establish the 
organizational safety policy and create a safety policy and create safety control structure with 
appropriate responsibilities, accountability and authority, safety controls and feedback 
channels. Control structure - hierarchical management structure. Management must also 
establish a safety management plan and ensure that a safety information system and continual 
learning and improvement processes are in place and effective. Management commitment to 
the safety goals is the most important factor.”c 
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Table 6. Identify risk 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 

ISO 14971 risk management process does not identify risk. However, ISO 14971 defines 

hazard in the same way that ISO 31000 and STAMP define risk. Here is a difference in the 

definition of concepts. ISO 14971 defines risk like the other two procedure identify risk level. 

ISO 14971 does not identify risk level. More on this in chapter 4.1.1. ISO 31000 and STAMP 

both describe the risk identification very well. STAMP identifies the potential risk and 

potential for inadequate control of the system. Then, it identifies the potentially unsafe control 

action. Gap analysis is used when analyzing an existing organization or social safety control 

structure. STAMP also emphasizes that it needs to consider the humans in systems. ISO 31000 

identifies the sources of risk, areas of impacts, events and their potential consequences. It 

needs to identify what might happen, possible causes and scenarios. Identify and treat risk 

throughout the organization.  

Procedure Identify Risk 

ISO 31000 

“Identify and treat risk throughout the organization. Identifying risk owners that have the 
accountability and authority to manage risk. Identifying other responsibilities of people at all 
levels in the organization. The organization should identify sources of risk, areas of impacts, 
events and their causes and their potential consequences. Comprehensive identification is 
critical, important to identify risks associated with not pursuing an opportunity. Identification 
should include risks whether or not their source is under the control of the organization, even 
though the risk source or cause may not be evident. Include examination of the knock-on effects 
of particular consequences. Also consider wide range of consequences even if the risk source 
or cause may not be evident. Identify what might happen, consider possible causes and 
scenarios that show what consequences can occur. Apply risk identification tools and 
techniques that are suited to its objectives and capabilities. Relevant and up to date information 
is important, include appropriate background information where possible. People with 
appropriate knowledge should be involved in identifying risks.”a 

ISO 14971  “Undefined” 

STAMP 

“Identify potential risk, potential for inadequate control of the system that could lead to a 
hazardous state. Identify potentially unsafe control actions. If analyzing an existing 
organizational or social safety control structure, potential coordination risks are identified by 
the mapping from the system requirements to the component requirements used in the gap 
analysis. Consider potential for new coordination risks. To provide cost-effective safety 
engineering the system and safety analysis and design process needs to consider the humans in 
systems - including those that are not directly controlling the physical processes, not separately 
or after the fact but starting at concept development and continuing throughout the life cycle of 
the system. Controls need to be designed that will reduce the risk associated with all these types 
of changes (physical equipment ages, human behavior and priorities, organizations change and 
evolve, physical and social environment within which the system operates and with which it 
interacts).”c 
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Table 7. Analyze risk 

Procedure Analyze risk 

ISO 31000 

“Involves developing an understanding of the risk, provides input to risk evaluation, provides 
decisions whether risks need to be treated, consideration of causes and sources of risk, 
likelihood that those consequences can occur, identify factors that affect consequences, 
consider independence of different risk, determine level of risk and it should reflect the type 
of risk, the information available and the purpose for which the risk assessment output is to 
be used. The confidence in determination of the level of risk and its sensitivity to preconditions 
and assumptions should be considered in the analysis and communicated effectively to 
decision makers and other stakeholders.”a 

ISO 14971  

“Intended use and identification of characteristics related to safety of the medical device: 
identify the intended use and reasonably foreseeable misuse. Identify qualitative and 
quantitative characteristics that could affect the safety of the medical device. Define their 
limits. Identification of hazards: identify known and foreseeable hazards associated with the 
medical device in both normal and fault conditions. Estimation of the risks for each 
hazardous situation: reasonably foreseeable sequences or combinations of events that can 
result in a hazardous situation shall be considered and the resulting hazardous situation shall 
be recorded. For each identified hazardous situation the associated risk(s) shall be estimated 
using available information or data.”b 

STAMP 

“Identify accidents and unacceptable losses to the system. Identify the system hazards to be 
avoided. Identify potentially hazardous control actions. Determining how unsafe the control 
actions could occur. Identify causal scenarios. Considering the degradation of controls over 
time. Identify potential changes to the safety control structure that could eliminate or mitigate 
identified risks.”c 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 

When analyzing risk according to ISO 31000, the risk needs to be understood. The risk 

analysis provides input to risk evaluation and whether risks need to be treated. The causes and 

sources of risk are considered. The likelihood of those consequences happening, the factors 

and the independence of different risk should be considered. Risk levels are determined and 

effective communication to the stakeholders and decision makers. ISO 14971 risk analysis 

includes identifying the intended use and reasonably foreseeable misuse, define the medical 

devices limits, identifying known and foreseeable hazards in both normal and faulty 

conditions and lastly, estimation of the risks for each hazardous situation. ISO 31000 talks 

about risk while ISO 14971 talks about hazards. When analyzing risk according to STPA, 

accidents need to be identified and the unacceptable losses to the system. Identify the system 

hazards and the potentially hazardous control actions. The causal scenarios and the potential 

changes to the safety control structure are identified.  
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Table 8. Evaluating risk 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 

Evaluating risk is very similar according to ISO 31000 and ISO 14971; it’s a process of 

determining whether risk is acceptable. STAMP is not that different, it’s an evaluation to 

determine whether the enforcement of the system safety requirements and constraints were 

effective.  

 
The manufacturer can decide whether risk is acceptable or not according to STAMP and ISO 

14971 let the decision left to the manufacturer.  

 
 
 
 
 
  

Procedure Evaluating Risk 

ISO 31000 

“Process of comparing the results of risk analysis with risk criteria to determine whether risk 
and/or its magnitude is acceptable. Purpose: assist in making decisions, based on outcomes of 
risk analysis. Risk evaluating involves comparing level of risk found during the analysis process 
with risk criteria established when context was considered can lead to a decision not to treat 
the risk in any way, or to undertake further analysis.”a 

ISO 14971 

“Process of comparing the estimated risk against given risk criteria to determine acceptability 
of risk. This standard doesn't specify acceptable risk, decision left to manufacturer. The depth 
of a risk evaluation should be proportional to the severity of the potential harm. State of the art 
needs to be considered.”b 

STAMP 

“The goal is to design a system or to evaluate and improve an existing system that satisfies the 
requirements as much as possible today and to continually improve the design over time using 
feedback and new scientific and engineering advances. Safety control structure needs to be 
evaluated to determine whether it is potentially effective in enforcing the system safety 
requirements and constraints. While severity can usually be evaluated using the worst possible 
consequences of that hazards, likelihood is almost always unknown. Tradeoffs that must be 
made in the design process are carefully evaluated and considered and revisited when 
necessary. STAMP let the manufacturer decide when risk is acceptable.”c 
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Table 9. Risk treatment 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 

ISO 31000 risk treatment is a process of modifying risk. It can involve avoiding risk and not 

start/continue with the activity that gives rise to risk among other things. ISO 14971 says that 

it is reducing risk to an acceptable level. STPA says that safety is achieved when appropriate 

constraints on the behavior of the system and the system’s components are satisfied. Both 

ISO 14971 and STPA eliminate hazards. ISO 14971 also reduces the probability of occurrence 

of harm and the severity of harm. Protective measures and information for safety are added. 

STPA also define the system requirements and constraints that are necessary to increase 

safety. The risk analysis that has already been performed is used to drive the redesign of the 

safety control. ISO 14971 says that the effects of risk control measures shall be viewed with 

regards to introduction of new hazards or hazardous situations, ISO 31000 mentions that it 

can create new risk but not new hazards. STPA talks about that it can be challenging to make 

appropriate tradeoffs among conflicting requirements and constraints and it has to find ways 

to increase the system safety without decreasing system reliability.  

Procedure Risk treatment 

ISO 31000 

“Process to modify risk. Can involve avoiding risk, decide not to start/continue with the activity 
that gives rise to risk, taking or increasing risk to pursue an opportunity, removing risk source, 
changing likelihood, changing consequences, sharing risk with another party, remaining risk 
with informed decision, can create new risks or modify existing risks. Risk treatment involves 
selecting one or more options for modifying risks and implementing those options. When 
implemented provides or modify controls. Deciding whether residual risk levels are tolerable, 
if not tolerable generating a new risk treatment. Assessing effectiveness of that treatment.”a 

ISO 14971  

“In reasonable, practical way to reduce risk to an acceptable level. Designing for inherent 
safety by eliminate particular hazards, reduce probability of occurrence of harm, reduce 
severity of harm. Adding protective measures, providing information for safety, implementation 
of each risk control measure shall be verified, the effectiveness of risk control measures shall 
be verified. The effects of risk control measures shall be reviewed with regard to the 
introduction of new hazards or hazardous situations, whether the estimated risks for previously 
identified hazardous situations are affected by the introduction of the risk control measures.”b 

STAMP 

“Starts with the definition of the hazards to be eliminated or mitigated, system requirements 
and constraints necessary to increase safety, design of current safety control structure. Risk 
analysis used to drive redesign of safety control. Challenge to make appropriate tradeoffs 
among conflicting requirements and constraints, find ways to increase system safety without 
decreasing system reliability. Before safety control structure changes, the impact on safety must 
be evaluated. Safety is achieved when appropriate constraints on the behavior of the system and 
its components are satisfied. Feedback is crucial of treating safety as a control problem.”c 
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Table 10. Residual risk 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 

 
Information are needed to decide whether the residual risk should be made acceptable. 

Residual risk is in these three procedures is the remaining risk after treatment. ISO 14971 is 

different from the others because there, the manufacturer can decide whether or not the 

medical benefits of the intended use and that outweigh the residual risk.  

  

Procedure Residual risk 

ISO 31000 
“Remaining risk after risk treatment. Decision makers and other stakeholders should be aware 
of the nature and extent of the residual risk after risk treatment. The residual risk should be 
documented and subjected to monitoring, review and, where appropriate, further treatment.”a 

ISO 14971  

“Residual risk shall be evaluated using the risk criteria defined in risk management plan. If the 
residual risk is not judged acceptable using these criteria, further risk control measures shall 
be applied. For the residual risks that are judged acceptable, the manufacturer shall decide 
which residual risks to disclose and what information is necessary to include in the 
accompanying documents in order to disclose those residual risks. If residual risk is not judged 
acceptable and further risk control is not practicable, the manufacturer may gather and review 
data and literature to determine if the medical benefits of the intended use outweigh the residual 
risk. No preferred method for evaluating overall residual risk.”b 

STAMP 

“The assessment provided the information necessary to characterize the residual safety risk of 
hazards associated with the system. The analysis and supporting data provided management a 
sound basis on which to make risk acceptance decisions. As changes are made to the system, 
the differences are assessed by updating the control structure diagrams and assessment analysis 
templates.”c 
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Table 11. Accept and approve risk 

 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 

Accept and approve risk is very similar between procedures. Both the ISO standards say that 

the manufacturer determines acceptable risk. STAMP says that it’s up to the management to 

determine acceptable risk. ISO 14971 is different from both ISO 31000 and STAMP; they 

allow risks to be reduced to the lowest level practicable.  

 
 
 
 
 
 
 
 
 
 
 
 

 

Procedure Accept and approve risk 

ISO 31000 

“Criteria for risk acceptable, based on manufactures policy for determining acceptable risk. 
When probability of occur of harm cannot be estimated, manufacturer shall ensure that risks 
from all identified hazardous situations have been considered. The results of this activity shall 
be recorded in risk management file. Obtain further information to improve risk assessment, 
analyzing and learning lessons from events, changes, trends, successes and failures.”a 

ISO 14971  

“Manufacturer shall carry out a review of the risk management process; ensure that the risk 
management plan has been appropriately implemented, ensure that the overall residual risk is 
acceptable, ensure that the appropriate methods are in place to obtain relevant production and 
post-production information responsibility for review should be assigned in the risk 
management plan to persons having the appropriate authority. All risks should be reduced as 
low as reasonably practicable, bearing in mind the state of the art and the benefits of accepting 
the risk and the practicability (technical and economic) of further reduction. Communicate and 
consult with stakeholders and review the risk and controls that are modifying the risk in order 
to ensure that no further risk treatment is required.”b 

STAMP 

“The analysis and supporting data provided management a sound basis on which to make risk 
acceptance decisions. As changes are made to the system, the differences are assessed by 
updating the control structure diagrams and assessment analysis templates. Understanding and 
explicitly accepting risk is better than simply denying and ignoring it. Follow up, often the 
process stops after recommendations are made and accepted. Deadlines and assignment of 
responsibility for making recommendations as well as responsibility for ensuring that they are 
made, are required.”c 
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Table 12. Communication and consultation 

Procedure Communication and consultation 

ISO 31000 

“Communication and consultation with external and internal stakeholders should take place 
during all stages of the risk management process. Therefore, plans for communication and 
consultation should be developed at an early stage. These should address issues relating to the 
risk itself, its causes, its consequences (if known), and the measures being taken to treat it. 
Effective external and internal communication and consultation should take place to ensure that 
those accountable for implementing the risk management process and stakeholders understand 
the basis on which decisions are made, and the reasons why particular actions are required. 
Consultative team approach may help establish the context appropriately, ensure that the 
interests of stakeholders are understood and considered, help ensure that risks are adequately 
identified, bring different areas of expertise together for analyzing risks, ensure that different 
views are appropriately considered when defining risk criteria and in evaluating risks, secure 
endorsement and support for a treatment plan, enhance appropriate change management 
during the risk management process and develop an appropriate external and internal 
communication and consultation plan.”a 

ISO 14971  

“Communicate about improper use, hazards that can occur or other information that can help 
reduce risk. It should be recognized that information for safety, in particular might need to be 
communicated in different ways, depending on when in the medical device life-cycle the 
information is to be communicated. Manufacturers should establish generic procedures to 
collect information from various sources such as users, service personnel, training personnel, 
incident reports and customer feedback.”b 

STAMP 

“Communication, both feedback and exchange of information is critical. All communication 
links should be examined to ensure they worked properly and if they did not, the reasons for the 
inadequate communication must be determined. Communication is critical in handling any 
emergent property in a complex system. When there are multiple controllers (humans and/or 
automated) control actions may be inadequately coordinated, including unexpected side effects 
of decisions or actions or conflicting control actions, communication flaws play an important 
role here. Communication and coordination among controllers and decision makers.”c 

a ISO 31000, 2009. bEN ISO 14971 2012. cLeveson, 2011 
 
 

In STAMP, it is important to have good communication links and feedback, communication 

is critical in a complex system, also among the controllers and decision makers. 

 

Feedback is a crucial part of STAMP and of treating safety as a control problem. Information 

flow is key in maintaining safety. Poorly defined feedback can lead to a decrease in safety. 

Feedback requirements should be determined with respect to the design of the organizations 

safety control structure - the safety constraints (derived from the system hazards) that must 

be enforced on system design for safety.  
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4.2. Application of risk management to medical devices 
 

In chapter 4.2.1 is the application of risk management to medical devices guided by ISO 

14971 and in chapter 4.2.2 is the application of risk management to medical devices guided 

by STPA. 

 
This chapter is based on the European standard EN ISO 14971:2012. 
 

 
4.2.1. Application of risk management to medical devices guided by ISO 14971  

 
 
ISO 14971 is a framework that manufacturers can use to identify the hazards associated with 

medical devices. ISO 14971 provides a process to estimate and evaluate risks, gives structure 

how these risks can be controlled and how to guide the efficiency of the controls. 

 

ISO 14971 supports Essential Requirements of the EU Directives 93/42/EEC, 90/385/EEC 

and 98/79/EC and was prepared under a mandate that was given by the European Commission 

and the European Free Trade Association. Even though this standard supports these Essential 

Requirements, the standard does not cover all of the requirements.  

 
ISO 14971 specifies general requirements for risk management. These requirements are risk 

management process, management responsibilities, qualification of personnel, risk 

management plan and risk management file. Risk management process shall be established 

as a part of the design of a medical device. This ensures that required elements are a part of 

the process. Annex H provides special guidance on risk management for in vitro diagnostic 

medical devices. Annex H will not be examined further in this thesis. 

 
 
4.2.1.1. Risk analysis 

 
 

ISO 14971 starts defining the risk management process by analyzing risk and the analysis 

should be done for a particular medical device. The analysis should be documented in the risk 

management file. In the risk analysis process, probability and severity should be analyzed 

separately. If a risk analysis is available for a similar device, it’s possible to use that analysis 

as a starting point for the new analysis.                                                                              
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The risk analysis process has three steps. These steps are: 

 

1. Intended use and identification of characteristics related to the safety of the medical 

device 

2. Identification of hazards 

3. Estimation of the risk(s) for each hazardous situation 

 

In the first step, the intended use and the identification of characteristics shall be identified, 

both qualitative and quantitative characteristics, along with reasonably foreseeable misuse. 

The limits of the medical devices shall be identified. In the second step, the known and 

foreseeable hazards shall be documented in both faulty and normal conditions. In the third 

step, the manufacturer shall consider events that could result in hazardous situations. The risk 

shall be estimated if a hazardous situation is identified.  

 
This standard does not provide a special method for identifying hazards, however in Annex 

E are three tables that can help when hazards are identified. These tables are: examples of 

hazards where there are examples of energy hazards, biological and chemical hazards, 

operational hazards and information hazards. Examples of initiating events and circumstances 

where the general category are incomplete requirements, manufacturing processes, transport 

and storage, environmental factors, cleaning, disinfection and sterilization, disposal and 

scrapping, formulation, human factors and failure modes. In the last table, there are examples 

of relationships between hazards, foreseeable sequences of events, hazardous situations and 

the harm that can occur. This list of examples is not exhaustive.  

 

If a hazardous situation happens as a result of a fault, the probability of the occurrence of 

harm is not the same as the probability of a fault. There are generally two types of a fault that 

can result in a hazardous situation. They are random faults and systematic faults. In hazardous 

situation that result from random faults, it’s possible to put a numerical value on the 

probability that the fault will happen. For systematic faults, it is very hard to estimate the 

probability of a fault.  
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Figure 5. Representation how risk can be assessed (“EN ISO 14971,” 2012) 

In Fig. 5 it’s possible to see how risk can be assessed according to ISO 14971, by estimating 

probability and severity of occurrence of harm. From this figure you can see that harm results 

if a sequence of events happens that results in a hazardous situation which can cause harm.  

 

In step number three in the risk analysis process, estimation of the risk(s) for each hazardous 

situation, ISO 14971 requires risk estimation but does not require a special method to perform 

the risk estimation. If sufficient data is accessible, the quantitative risk estimation is preferred. 

Risk estimation should examine for example; the initiating event or circumstance – the 

sequence of events that could lead to a hazardous situation occurring – the likelihood of such 

situation arising – the likelihood that the hazardous situations leads to harm – the nature of 

the harm that could be resulted. 

 

If it is not possible to estimate the probability or the harm is minimal, initial hazard and 

consequence analysis is not needed.  

 
As mentioned earlier, the severity and the probability should be analyzed separately.  

Table 13 is an example of qualitative severity level. 
Table 13. Qualitative severity level (“EN ISO 14971,” 2012) 

Common terms Possible description 

Significant Death or loss of function or structure 

Moderate Reversible or minor injury 

Negligible Will not cause injury or will injure slightly 
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Table 14 is an example of qualitative probability levels.  
 

Table 14. Qualitative probability levels (“EN ISO 14971,” 2012) 

Common terms Possible description 

High Likely to happen, often, frequent 

Medium Can happen, but not frequently 

Low Unlikely to happen, rare, remote 
 

 
Table 15 is an example of 3 x 3 risk matrix, where the Y-axis is the qualitative probability 

levels and the X-axis is the qualitative severity levels.  

 
Table 15. Qualitative probability levels and qualitative severity levels (“EN ISO 14971,” 2012) 

	 Qualitative severity levels 

Qualitative   
probability     

levels 

  Negligible Moderate Significant 

High R1 R2   

Medium   R4 R5, R6 

Low   R3   
 

 
 

It is also possible to do semi – quantitative analysis. That is when the probability is within an 

estimated range but is not precisely determined. The relative values for the severity levels are 

determined, but a numeric scale is not provided.  

 

Table 16 show an example of five qualitative severity levels 
Table 16. Five qualitative severity levels (“EN ISO 14971,” 2012) 

Common terms Possible description 
Catastrophic Results in patient death 

Critical Results in permanent impairment or life-threatening 
injury 

Serious Results in injury and impairment requiring professional 
medical intervention 

Minor Results in temporary injury or impairment not requiring 
professional medical intervention 

Negligible Inconvenience or temporary discomfort 
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Table 17 show an example of semi-quantitative probability levels 
  
Table 17. Semi-quantitative probability levels (“EN ISO 14971,” 2012) 

Common terms Examples of probability range 

Frequent ≥ 10$% 

Probable <	10$%	and	 ≥ 	10$+ 
Occasional <	10$+	and	 ≥ 	10$, 

Remote <	10$,	and	 ≥ 	10$- 

Improbable <	10$- 
 
 
The probability scale can be different for different products. It is up to the manufacturers to 

decide the definitions for the probability. When the probability is analyzed there are several 

elements that need to considered. ISO 14971 lists them up but the list is not exhaustive.  

 

If it is not possible to estimate the probability of risk, it is fundamental to determine some 

particular value that it can’t go below.  

 

In Table 18 is an example of 5x5 matrix with semi quantitative probability levels and 

qualitative severity levels.  
Table 18. Semi quantitative probability levels and qualitative severity levels (“EN ISO 14971,” 2012) 

	  Qualitative severity levels 

Semi-
quantitative 
probability 

levels 

  Negligible Minor Serious Critical	 Catastrophic	

Frequent       		 		

Probable R1 R2   R5 R6 

Occasional   R4   		 		

Remote 		     		 		

Improbable 		   R3 		 		
 

 

Annex G in the standard provides guidance on available techniques that is possible to use for 

risk analysis. It can be necessary to use more than one technique. The risk analysis techniques 

that are listed up are Preliminary Hazard Analysis (PHA), Fault Tree Analysis (FTA), Failure 

Mode and Effects Analysis (FMEA), Hazard and Operability Study (HAZOP) and Hazard 

Analysis and Critical Control Point (HACCP).  
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4.2.1.2. Risk evaluation 
 
 

ISO 14971 does not specify acceptable risk. It’s up to the manufacturer to decide when risk 

is acceptable. Stakeholders need to be considered when the risk level for acceptable risk is 

determined. It can be helpful to compare the risk levels from medical devices that are already 

in use, using applicable standards and evaluate clinical study data. By using the risk criteria, 

the manufacturer shall determine whether a risk reduction is required. That needs to be done 

for each hazardous situation. The state of the art needs to be considered. In the standard, the 

state of the art means “what is generally accepted as good practice”. To determine whether 

risk is acceptable, the standard suggests a risk matrix where the severity of harm and the 

probability of a harm is combined. Often, it is specific to a product. It can be both qualitative 

severity levels vs. qualitative probability levels or qualitative severity levels vs semi-

quantitative probability levels.  
Table 19. Qualitative severity levels and semi-quantitative probability levels (“EN ISO 14971,” 2012) 

	  Qualitative severity levels 

Semi-
quantitative 
probability 

levels 

  Negligible Minor Serious Critical	 Catastrophic	

Frequent       		 		
Probable R1 R2   R5 R6 

Occasional   R4       
Remote           

Improbable     R3     
	       

 		 Unacceptable risk 	   
 		 Acceptable risk 	   

 

 
Table 20. Qualitative severity levels and qualitative probability levels (“EN ISO 14971,” 2012) 

	 Qualitative severity levels 

Qualitative   
probability     

levels 

  Negligible Moderate Significant 

High R1 R2   

Medium   R4 R5, R6 

Low   R3   

     

 		 Unacceptable risk 	  
 		 Acceptable risk 	  
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4.2.1.3. Risk control 
 
The standard lists up risk control approaches that can be used to reduce risk. Particular hazards 

need to be eliminated, probability that harm will happen needs to be reduced or the severity 

of the harm, add protective measures and provide information for safety.  

 

What can compromise safety requirements of the medical device is lack of control of the 

manufacturing process. The manufacturer shall ensure that the risk(s) from all identified 

hazardous situations are considered. 

 

In chapter 6.2 of the standard says that the manufacturer shall use one or more of the 

controlling risk options that are then listed up. They are:  

• Inherent safety by design 

• Protective measures in the medical device itself or in the manufacturing process 

• Information for safety 

 

Information for safety is applied when there is no practicable way of reducing risk to 

acceptable level. Then for example are placed warning in the label. Designing for inherent 

safety is for example eliminating a particular hazard.  

 

Table 21 show examples of risk control measures.  
 

Table 21. Example of risk control measures (“EN ISO 14971,” 2012) 
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4.2.1.4. Evaluation of overall residual risk acceptability 
 
 

The remaining residual risk needs to be considered and how to evaluate the residual risk is up 

to the manufacturer. The standard lists methods that can be used for evaluating overall residual 

risk. They are: event tree analysis, review for conflicting requirements, fault tree analysis, 

review of warnings, review of the operating instructions, compare risks and reviewed by 

application experts. If risk is not acceptable, manufacturers need to assess additional risk 

control measures.  

 
In the risk control analysis, it is possible to use the as low as reasonably practicable approach. 

It is an option when the risk is reduced to the lowest practicable level. Then it needs to 

consider the benefits from and the costs of further reduction. It is also an option to use this 

approach when the probability for risks can’t be estimated. Risk/benefit analysis is described 

in Annex D.6. If the overall residual risk is not acceptable, it’s possible to estimate whether 

or not the medical device benefits of the intended use, outweigh the overall residual risk.  

 
 

4.2.1.5. Risk management report 
 

The risk management report is a review of the risk management process. It is supposed to 

make sure that the implementation of the risk management plan is appropriate, the overall 

residual risk is acceptable and that information about production and post-production are 

obtained with appropriate methods.  

 

 
4.2.1.6. Production and post-production information 

 
Like before, ISO 14971 does not require a special method to collect production and post-

production information. The manufacturer is responsible for collecting the information and 

he shall do it systematically. The manufacturer shall establish and document the information 

about the medical device, or similar devices. The standard lists a few things that the 

manufacturer should consider, among other things. For example, getting information from the 

user, operator, collect information about comparable medical devices and the impact on 

implemented risk management activities. The standard notes that there can be national 

regulations of post-production monitoring and it might need additional measures.  
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4.2.3. Application of risk management to medical devices guided by  
              STAMP  

 

STPA is a hazard analysis that is based on STAMP causality model. STAMP is based on three 

main concepts; safety constraints, hierarchical control structures (HCS) and process model. 

STPA has two main steps. The first step is to identify the unsafe control actions and the second 

step is to identify the causes of the unsafe control actions. This chapter is based on 

Engineering a Safer World, by Dr. Nancy G. Leveson  (Leveson, 2011) 

 
Figure 6. Components of system safety engineering process (Leveson, 2011) 

System engineering views each system as an integrated whole even though it is composed of 

diverse, specialized components, which may be physical, logical (software) or human.  

To be able to understand how STAMP works in the application of risk management to medical 

devices, there are few fundamental objects that need to be clear. 

 

A constraint is the most basic concept in STAMP. If a loss occurs from an event it is because 

safety constraints were not successfully enforced. The safety constraints need to be identified 

and then design effective controls to enforce the safety constraints. A system can be viewed 

as a hierarchical control structures in system theory. HCS is divided into levels. Operations 

between the levels is done by control processes, which control processes at lower levels in the 
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HCS. Powerful communication channels are necessary between these levels, both downward 

and upward. Constraints at higher level control the behavior at lower level, if inadequate 

control is provided by these control processes, accidents happen. Inadequate control can occur 

for example, if constraints are missing, the safety control commands are inadequate or the 

processed feedback about constraint enforcement is inadequately communicated. An 

important part of control theory is process models. There are four conditions required to 

control a process, they are; a goal, an action condition, an observability condition and a model 

condition. This process model can both be a complex model or contain one or two variables. 

Whether it is a human controller or an automated controller, the information needs to be of 

the same type. The information needed, is the relationship among the system variables, how 

the process can possibly change state. Different forms of feedback update the control actions. 

An incorrect process model usually leads to component interaction accidents, whether the 

controller error is a human error or complex digital technology error. The result is unsafe 

control commands, required control actions are not contributed, correct control commands 

are contributed but at the wrong time, controls is applied too long or stopped too soon. 

 
Figure 7. Standard control loop (Leveson, 2011) 

Fig. 7 shows a standard control loop that represents a simple control structure. The sensors 

send information about the process state to the controller. This information comes from the 

measured variables. The controller uses the information from measured variables to manage 

the controlled variables. This is done to be able to control the process and make sure that it 

operates within predefined limits or goals. The controller, the actuators and the sensors can 

all be humans. The condition of the model is critical in accidents and safety. If the control 

actions are supposed to be effective, the current state of the controlled process must be known 

and possible to estimate the consequences of different control actions. The process of system 
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design needs to start by considering the human controller and keeping that perspective 

throughout the development. Involving operators in the design decisions and safety analyses, 

is the best way to reach that goal.  

 

4.2.3.1. Project goals 
 

In system engineering process, goals of the effort need to be identified. It is the first step in 

system engineering. These goals change over time, resulting in changes in system 

performance. All systems are engineered because they are designed to accomplish special 

goals that able systems to satisfy constraints and requirements.  

 

The objective of this thesis was to compare the application of risk management to medical 

devices guided by ISO 14971 and STAMP, but not to execute the application. Therefore, the 

risk management process will not be executed.  
Table 22. System goals 

 
 
 
4.2.3.2. Defining accidents and unacceptable losses 

 
Accident is defined in System Safety as “An undesired or unplanned event that results in a 

loss, including loss of human life or human injury, property damage, environmental pollution, 

mission loss, etc” (Leveson, 2011)  

 

STAMP defines accidents as an adaptive feedback function that fails in maintaining the safety 

in system. The safety constraints are violated by the system behavior. In safety management, 

a safety control structure is created. In the hierarchical control structure are control loops 

between the levels of the structure. These control loops enforce the safety control structure.  

 

No. System goals 

G1  

G2  

G3  

G4  
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If an accident happens, according to STAMP causality model, one or more must have 

happened: 

1) The safety constraints were not enforced by the controller. 

a) The control actions necessary to enforce the associated safety constraint at each 

level of the sociotechnical control structure for the system were not provided. 

b) The necessary control actions were provided but at the wrong time (too early or 

too late) or stopped too soon 

c) Unsafe control actions were provided that caused a violation of the safety 

constraints. 

2) Appropriate control actions were provided but not followed. 

 

Accidents are identified from the goals in Table 22. Accidents can also be identified from the 

hierarchical control structure and after the risk analysis. An accident does not always have to 

involve death but it results in a loss that is unacceptable to the stakeholders. It can be helpful 

to arrange a level of severity to the identified losses.  

 
Table 23. Accidents and unacceptable losses 

 
 
4.2.3.3. System hazards 
 
In system safety is a hazard defined as “A system state or set of conditions that, together with 

a particular set of worst-case environmental conditions, will lead to an accident (loss)”. 

Failure can occur without resulting in a hazard.  

 

It begins by identifying high-level system hazards. It is better to start identifying a small 

portion of the hazards because if the list is too long in the beginning, it can result in an 

incomplete hazard identification. These hazards need to be refined if the design changes. 

No. Accidents - Unacceptable Losses 

A1   

A2   

A3   

A4   
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From the accidents and unacceptable losses that are analyzed in Table 23, system level 

hazards are identified. The hazards can also be identified by using the safety criteria. Safety 

criteria can be imposed by industry associations or regulatory.  

 
Table 24. High level system hazards 

No. High Level System Hazards 

H1   

H2   

H3   

H4   
 
 
 

Table 25. Hazardous states 

No. Hazardous States 

H1   

H2   

H3   

H4   
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4.2.3.4. System safety requirements and constraints 
 

Events that causes losses happen when safety constraints are not successfully enforced. 

Technology and the operational environments develop rapidly and it gets more difficult to 

enforce safety constraints for high-tech systems. Identification of safety constraints needs to 

be performed to be able to enforce and design effective controls to enforce them.  

 

When the system hazards have been analyzed, the system requirements and constraints need 

to be identified. That is done to prevent the hazards in Table 24 from happening. These 

constraints guide the system design. During the system engineering decomposition process, 

the system-level constraints are refined and allocated to each component. The process then 

repeats itself over and over, over each individual component as they are refined and finally a 

design decision is made. By identifying these types of conflicts early on in the process of 

design, it allows for better solutions. The safety requirements are further refined and expanded 

as the design process progresses and design decisions are made. 

 

A good rule of thumb is to list relevant safety design constraint. Table 26 shows how safety 

design constraints are made for each hazard that was identified in Table 24. There can be 

more than one constraint for each hazard.  

 
Table 26. Safety design constraints for each hazard identified 

Hazard Safety Design Constraints 

1 H1 
A. Safety design constraint 
B. Safety design constraint 

2 H2 
A. Safety design constraint 
B. Safety design constraint 
C.  Safety design constraint 

3 H3 A. Safety design constraint 
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4.2.3.5. Safety control structure 
 

Systems can be viewed as hierarchical structures in system theory. HCS is divided into levels. 

Operations between the levels are done by control processes, which control processes at lower 

levels in the HCS. Powerful communication channels are necessary between these levels 

along with good feedback. The communication channels need to be both downward and 

upward. Constraints at the higher level control the behavior at the lower level, if inadequate 

control is provided by these control processes, accidents happen. Inadequate control can occur 

for example if constraints are missing, the safety control commands are inadequate or the 

processed feedback about constraint enforcement are inadequately communicated. Each 

system has to be modeled in a way that it includes its specific feature.  

 

 
Figure 8. Example of Hierarchical Control Structure (Leveson, 2011) 
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Congress and state legislatures are at both systems highest level. Safety is controlled by 

congress by passing laws and also by establishing and funding regulatory structures run by the 

government. Feedback is necessary to assess the success of existing controls and whether there 

is need for additional ones. It comes in the form of congressional hearings and testimony, 

government reports and lobbying by various interest groups. The next level contains 

government regulatory agencies, industry associations, user associations, insurance companies 

and the court system. In ensuring safe operations, unions have always played an important role 

such as air the traffic controllers union in the system of air transportation or in ensuring worker 

safety in manufacturing. Policy, certification standards and threat of litigation are forms of 

constraints generated at this level and imposed on companies. Safety related constraints on 

manufacturing or operations may be the result of union demands and collective bargaining. 

The company management can translate the standards, regulations and other general controls 

on its behavior into specific policy and standards for the company. It is not uncommon that 

companies have more detailed standards documents as well as a general safety policy. 

Feedback can come in many forms, such as status reports, risk assessments and incident 

reports. 
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4.2.3.6. Identification of hazardous control actions. 
 

Identification of hazardous control actions is the first step in STPA. If there is inadequate 

control of the safety constraints, hazardous states occur. Hazardous states happen if:  

 

1. A control action required for safety is not provided or not followed. 

2. An unsafe control action is provided. 

3. A potentially safe control action is provided too early or too late, that is, at the 

wrong time or in the wrong sequence. 

4. A control action required for safety is stopped too soon or applied too long. 

 

This is where the analysis process start. If STPA is supposed to be applied to an existing 

design, the information about the control diagram, the system requirements, the safety 

constraints and the system hazards already exist and are available. If STPA is supposed to be 

used for safety guided design, the system requirements and constraints may exist but they are 

refined in the iterative design and analysis process.  

 

Table 27 show how the unsafe control actions can be categorized. 

 
Table 27. Hazardous control actions identified 

Control Action Not Providing 
Causes Hazard 

Providing 
Causes 
Hazard 

Wrong Timing 
or Order Causes 

Hazard 

Stopped Too 
Soon or 

Applied Too 
Long 
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4.2.3.7. Determining how unsafe control actions could occur 
 

The first step in STPA identifies the safety requirements that are inadequate and can lead to a 

hazard. The second step in STPA identifies the scenarios leading to the hazardous control 

actions that violate the safety constraints of the component. When the possible causes have 

been identified, the design can be checked to make sure that the identified scenarios have been 

controlled or eliminated.  

 

Step 2 in STPA determines how each potentially hazardous control action identified in step 

1 could occur. 

 

1. For each unsafe control action, examine the parts of the control loop to see if they 

could cause it. Design controls and mitigation measures if they do not already exist 

or evaluate existing measures if the analysis is being performed on an existing 

design. For multiple controllers of the same component or safety constraint, identify 

conflicts and potential coordination problems. 

 

2. Consider how the designed controls could degrade over time and build in protection, 

including: 

a. Management of change procedures to ensure safety constraint are enforced 

in planned changes. 

b. Performance audits where the assumptions underlying the hazard analysis 

are the preconditions for the operational audits and controls so that 

unplanned changes that violate the safety constraints can be detected. 

c. Accident and incident analysis to trace anomalies to the hazards and to the 

system design.  

 

 
The control loop is examined to determine how each hazardous control action, that were 

identified in step 1, could happen. For each unsafe control action that was identified, the 

control loop parts are examined to see if they could cause it. Then, controls need to be 

designed. If there are multiple controllers, conflicts have to be identified. The next step is to 

examine how the designed controls could reduce over time and the build in protection.  
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Fig. 9 shows a standard control loop that represents a simple control structure. The standard 

control loop was explained in the beginning of chapter 3.3. The controlled process is the 

process being controlled.  

 

 
Figure 9. Standard control loop (Leveson, 2011) 

 

 

In Fig. 10 the control loop is controlled by a human. The controllers in the control structure 

can be both physical and human. It’s not possible to design human controllers but it is possible 

to design the environment in which the human operates, the procedures the human use, the 

control loops they operate, the processes they control and the training that the human receives. 

Human error is unavoidable and that is why it is very important to design appropriately and try 

to reduce the error.  
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Figure 10. Control loop with human and automated controller (Leveson, 2011) 

If the controller is human, it has to be an additional process model. If a human is supposed to 

control a process, it needs to have information regarding the automated controller and the 

controlled process. This is why an extra training and skill is required when supervising an 

automated system. The dotted lines indicate that the controller, which is human, possibly needs 

direct access to the process actuators if he is to be used as a backup to the automated controller.  

 

Feedback is critical for the control loop, the controllers need to know if their control actions 

were received and whether they were performed properly. Feedback also detects errors and 

failures in the whole system and is critical in process model update. The hazard analysis used 

in the STPA process will give information about the feedback types needed and when they are 
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needed. The controller must be able to respond appropriately of any possible input arrival, at 

any time and must be able to respond to lack of an expected input and unexpected inputs.  

The most important thing is to eliminate the hazard. If that´s not possible, then the likelihood 

of occurrence and the likelihood of it leading to an accident should be reduced, and finally 

minimize the damage.  

 
 

 
Figure 11. Control flaws leading to hazards (Leveson, 2011) 

 
Fig. 11 shows a classification of control flaws leading to hazards. Each controller is controlled 

by a higher-level controller, the information or control actions from the higher level may be 

missing or wrong. Control algorithms may be inadequate, algorithms can be both the 

procedures that human controllers use and the procedures designed for hardware controllers. 

The process models can be incomplete, incorrect or inconsistent. It could be component 

failures because the process input is missing or wrong, unidentified or out of range 

disturbance. Actuator failure can also occur if the control action is missing or ineffective.  
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4.2.3.8. Documenting system limitations - System certification, maintenance and  
           evolution 

 
If the system is completed, the limitations are identified and documented. Some limitations 

are defined throughout the development. The information will be used by management and 

stakeholders to determine if the system is adequately safe to use. The information will also 

inform them about each of the identified hazards and how they were handled in the system. 

Limitations in system design are often associated with hazards that were not possible to 

eliminate. They represent accepted risks.  

 

The safety constraints and the safety requirements also need to be documented. When dealing 

with a safety problem, every solution has its own limitations. It is therefore important to 

compare each solution and decide what the best design is, given the particular situation 

involved. Once the system design has been completed and if it is determined that some 

hazards cannot be handled properly or the required compromises to handle them are too great, 

then a decision has to be made regarding the risks of using the system.  

 

It should be easy to collect the information that is documented and they should be collected 

into a form that can be used for the certification of the system and for the final safety 

assessment. If changes are made in the safety-critical system or software, it needs to be 

reevaluated. If managers want to improve safety in their organizations, it is crucial to have a 

safety information system and a corporate safety policy.  
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4.3. Essential Requirements 
 
 
As explained in the structure, there are different regulations for different countries. The 

focus in this thesis is on the European regulations and the Essential Requirements. This 

chapter identifies how well the application of risk management to medical devices guided 

by ISO 14971 and STAMP, fulfill the Essential Requirements. Due to the time limits of this 

thesis, a comparison of all the Essential Requirements is not possible, but at the start of the 

EN ISO 14971, the requirements that the standard does not fulfill are listed and STAMP 

will be compared to those requirements to see if the procedures will fulfill them.  

 

The following aspects have been identified where the ISO 14971 deviates from the Essential 

Requirements; ISO 14971 allows the manufacturer to discard negligible risks, the Essential 

Requirements require that all risks need to be reduces as much as possible and need to be 

balanced against the benefit of the device. STAMP does not allow manufacturers to discard 

negligible risk, chapters 4.2.3.6 – 4.2.3.8 emphasizes that. ISO 14971 implies that 

manufacturers have the freedom to decide when risk is acceptable and that only the risks that 

are not acceptable have to be integrated into the overall risk-benefit analysis. Essential 

Requirements require that all risks have to be reduced as much as possible and that the 

manufacturer may not apply any criteria of risk acceptability. In Table 8, it is possible to see 

that STAMP also lets the manufacturer decide when risk is acceptable. ISO 14971 allows the 

reduction of risks “as low as reasonably practicable”. The Essential Requirements does not 

allow economic considerations and require that risks are reduced “as far as possible”. STAMP 

doesn’t allow risks to be reduced as low as reasonably practicable, the risks need to be reduced 

as much as possible. If the residual risk is not deemed acceptable and further risk control is 

not practicable, ISO 14971 allows the manufacturer to gather and review data and literature 

to determine if the medical benefits of the intended use outweigh residual risk. The Essential 

requirements require that an overall risk benefit analysis must take place in any case and it 

requires undesirable side-effects to constitute an acceptable risk when weighed against the 

performance intended. ISO 14971 obliges the manufacturer to use one or more of the 

controlling risk options that are listed, which are three. The Essential Requirements require 

that the manufacturers implement all risk control options. In chapter 4.2.7., it’s possible to 

see that it’s not an option in STAMP to use only one controlling risk option. Essential 

Requirements are more precise than the standard. For example, ISO 14971 does not determine 
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what is meant by “inherent safety by design”. Manufacturers must apply the former and 

cannot rely purely on the application of the standard. By following the STAMP and STPA, 

guidance is provided on how to perform each step in the risk management process. 

In ISO 14971, the last preferred method of risk control is information for safety. That is 

used only when other risk control methods have been fully exhausted. Information for safety 

is to promote risk awareness. The Essential Requirements do not allow information for 

safety as a risk control option. In STAMP, the limitations of a system are not a risk control 

method, limitations represent accepted risks.  
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5. Discussion 
 
The medical device industry is one of the fastest growing in the world and there has been 

increased emphasis on the medical device design the last decade with focus on patient safety. 

Risk management requires manufactures to do necessary upfront analysis so the devices that 

are put on the market are safe and it is crucial in demonstrating regulatory compliance for 

medical devices (World Health Organization, 2003). There have been major advances in 

medical device technology in the last few decades, therefore it is increasingly necessary to 

carefully evaluate medical devices (Ventola, 2008) and the need for good and  efficient risk 

management process increases as the technology improves.  

 

This thesis attempts to analyze the similarities and differences between the application of risk 

management to medical devices that are guided by two procedures, ISO 14971 and STAMP. 

Two research questions were proposed as described in chapter 1.2. STAMP is a top-down 

system safety engineering and STPA is a new technique in hazard analysis. STPA includes 

the causal factors identified in STAMP. The ISO 14971 risk management standard is 

developed specially for medical devices.  

 

The process of performing the comparison was often complicated, many things needed to be 

considered. ISO 31000, which is a risk standard that is intended to harmonize risk 

management process in both future and existing standards, was used to help with the 

comparison. How the applications of risk management to medical devices guided by ISO 

14971 and STAMP fulfill the Essential Requirements was examined. It was possible to 

identify both similarities and differences between the two procedures. Lastly, when the 

differences and similarities between the procedures had been identified, it was examined 

how important the differences are regarding patient safety of users of microprocessor 

controlled prosthetic devices. 

 
ISO 14971 places a lot of responsibility in the hands of the manufacturer, suggesting methods 

possible to use but leave it to the manufacturer to decide which methods are used. In the book 

Managing Risk in Organizations: A Guide for Managers says that developing a conscious 

approach to managing risk in organizations should be the main objective of risk managers. If 

that is accomplished, questions about tools and techniques take care of themselves (Frame, 

2003). Nancy Leveson says that the key to effective system safety lies in management. 
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Management commitment to safety is the most important factor whether a system is safe or 

unsafe, and it’s not enough to have better tools if they are not used (Leveson, 2011).  

 

The ISO 14971 is a European standard and supports Essential Requirements of EU Directives. 

The European medical community has criticized the EU system for approving devices that 

have been dangerous or ineffective. EU approval is often based on evidence that is without 

significant studies in humans (U.S. Food and Drug Administration, 2012) A study that was 

made by the Institute of Medicine (IOM) found that 44% of preventable adverse events were 

attributed to equipment and systems failures. The CDRH (Center for Devices and 

Radiological Health) receive about 26.700 reports each year that involve medical equipment 

use error (Dyro, 2004). It is thought that the economic burden faced by EU/EEA countries 

could be reduced through patient safety programs (Zsifkovits & Zuba, 2016) Given this 

information, it is possible that STAMP and STPA can increase patient safety by far since the 

main focus of STAMP and STPA is human error. The American College of surgeons says 

that safety engineering is a crucial element in the risk management of the patient safety system 

and believe there should be an organized safety engineering approach and also a system 

approach to the safe use of medical equipment. They also emphasize that the human factor is 

the key to patient safety (Dyro, 2004). 

 
When writing this thesis, researches where STAMP and STPA were used for medical devices 

were searched for, and seen if they had ever been done before. The search yielded many 

researches where STAMP and STPA had been used for medical devices and all of them 

showed that the results STAMP and STPA gave were better than the results from other 

methods that were used. For example, in the thesis Systems Theoretic Accidents Model and 

Process Application: Quality control in medical device manufacturing, comparison between 

STPA and Process failure model effect and analysis, which is a method that ISO 14971 

suggest, was done on the design of a process control plan in a medical device manufacturing 

process. The results suggest that STPA can discover potential hazards more effectively than 

PFMEA and guide users through a structured analysis on system control structure (Li, 2012). 

In the article Insulin Pump Software Certification, it says that the hazard analysis methods 

that ISO 14971 recommends do not reflect the more recent established methods for software-

intensive systems like the STAMP-based analysis (STPA) (Chen & Lawford, 2013) 
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5.1.  The similarities and differences between the  
  applications of risk management 

 
When the applications of these two procedures are compared, it is possible to see both 

similarities and differences between them. The main difference is that STAMP is a system 

safety engineering where a system is defined as an integrated whole, composed of diverse, 

specialized components that can be physical, logical or human. These components can affect 

each other and even though all the components work as specified, there can be component 

interaction accidents. ISO 14971 starts defining the risk management process later in the 

process than STAMP. There is also a big difference in how these procedures analyze risk.  

  

ISO 14971 requires that certain things are done in the risk management process, but does not 

insist that they are done in a certain way. ISO 14971 often suggests methods that are possible 

to use, but leave it to the manufacturer to decide what methods are used. This places a lot of 

responsibility in the hands of the manufacturer and requires tremendous knowledge of risk 

management and if risk is not managed properly, it can reduce substantially the safety of the 

users of medical devices. By following the STAMP and STPA, guidance is provided on how 

to perform each step in the risk management process. 

 

STAMP starts the process by defining the main goals of the system, unacceptable losses and 

accidents. Accidents are defined from the goals, from the hierarchical control structure or 

after the risk analysis. Then the high level system hazards are identified from the accidents 

that have been listed. This is step no. 1 in STPA. When the system hazards have been 

identified, the system constraints and requirements are identified to be able to prevent them. 

This is step no. 2 in STPA.  

 

As it is possible to see in Table 6, ISO 14971 does not identify risk even though ISO 31000 

does so, but the difference in the definition of concepts could be the explanation. ISO 14971 

starts the process by analyzing risk where the intended use, identification of characteristics 

related to safety, are analyzed and the limits of the medical device are identified. Then 

hazards are identified and estimation of the risk for each hazardous situation. Quantitative 

risk estimation is preferred over qualitative estimation in ISO 14971. STAMP and STPA 

use a qualitative evaluation. When conducting this research, it was apparent that there are 

conflicting opinions whether it is better to use qualitative or quantitative risk estimation. 
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ISO 14971 does not provide a special method to analyze risk but in Annex G, guidance is 

provided on available techniques that are possible to use. However, according to Engineering 

a Safer World by Nancy Leveson, these techniques are thought to be old and out of date. They 

for example don´t work very well for software and system design errors (Leveson, 2011). 

 

A big difference between these procedures is that systems can be viewed as hierarchical safety 

control structure where the HSC is divided into levels and the operations between the levels 

are done by control processes. Between the levels effective communication channels are 

needed. In Fig. 8, there is a general form of HSC but each system must be modeled to include 

its specific features. In the HSC are for example congress and legislatures, government 

regulatory agencies, industry associations, user associations, insurance companies, courts, the 

company management, the project and operations management, human and automated 

controller and so on. ISO 14971 can miss out on factors that can result in hazardous situations 

because it doesn’t establish context well enough and how these contexts can affect safety.  

 

Risk evaluation is similar in the way that ISO 14971 leaves it up to the manufacturer to decide 

when risk is acceptable and STAMP also lets the manufacturer decide when risk is acceptable. 

How risk is controlled is both similar and different between the two procedures, as it is 

possible to see in Table 20 for the ISO 14971 and in Table 25 and 26 for STAMP. ISO 14971 

suggests that one of these methods are used; inherent safe design to each identified hazard, 

protective measure or information for safety. STAMP and STPA design safety constraints to 

each identified hazard. In STPA there can be many safety design constraints to each hazard 

because one component can be in touch with many components and therefore more than one 

constraint can be inadequate. The control action is also identified in STPA and can be 

hazardous if there is wrong timing, wrong order, stopped too soon or applied too long. 

 

The documentation of the risk management process is similar. ISO risk management report is 

a review of the risk management process which is supposed to make sure that the 

implementation of the risk management plan is appropriate. STAMP has a safety information 

system where a source of information about the controlled system and the state of safety in it. 

That is done so the controllers’ process models can be kept coordinated and accurate. STAMP 

insists that the system limitations are documented along with the information how each of the 

identified hazards were handled in the system. In ISO 14971 the last preferred method of risk 
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control is information for safety. That is used only when other risk control methods have been 

exhausted. Information for safety is to promote risk awareness. It is up to the manufacturer to 

provide an explanation of the risk, the consequences and how it is possible to avoid harm.  

 
 

5.2.  How important are the differences for patient safety  
  of users of microprocessor controlled prosthetic    
  devices? 

 
As mentioned earlier in this thesis, microprocessor controlled prosthetic devices are very 

complicated. These devices are composed of many complicated components and can be used 

in conjunction with other prosthetic devices. They are combined of computational sensors 

(sometimes the sensors are human), process, output actuation and feedback input features. In 

this thesis research, instructions for use of a microprocessor controlled prosthetic devices was 

read and there, the complication of that device, was obvious. The function was for example 

standing, walking, sitting down, cycling, running and ascending stairs. The device is 

weatherproofed. The information for the use of the device was for example how to charge the 

device, calibrating the device, bench alignment, dynamic alignment, completing setup, 

cleaning and so on. It was possible to set workbench up for apple IOS devices to be able to 

adjust parameters. The device was tested with IEC/EN60601-1 standard of electrical safety 

of medical devices and IEC/EN60601-2 electromagnetic compatibility.  

 

The risk analysis is very different and that difference could be very important for the patient 

safety. Many researches suggest that the methods which ISO 14971 recommends are thought 

to be out of date and do not cover all the hazards that are in the system. This could especially 

be important for the devices that are very complicated and consist of many components. A 

research used STPA to identify the potential safety hazard scenario causes in Raven II, which 

is an open-source tele robotic surgical platform. Over 9000 adverse events related to robotic 

surgical system reported to the U.S. FDA involved device and instrument malfunctions. The 

international safety standard ISO 14971 and ISO 26262 recommend identifying potential 

safety hazards, however traditional hazard analysis techniques do not thoroughly consider 

complex software errors and unsafe component interactions. STPA overcomes this limitation 

by modeling accidents as a complex dynamic process. It is shown that STPA can identify 

additional causes for accidents that are not detected by FTA and FMEA techniques. STPA 
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found monitoring mechanisms that were needed for the requirements to monitor the robotic 

hardware through feedback but they were not included in the current implementation of the 

robot (Alamzadeh & Chen, 2015). This feature could be important for patient safety.  

 

ISO 14971 does not consider that each component can affect another component, as 

mentioned here above. In STAMP it says that even though individual components work as 

specified, the system can create a hazardous state. There can be component interaction 

accidents despite the high component reliability. Optimization of individual components does 

not return a system optimum, the overall system performance can decrease. Where 

microprocessor controlled prosthetics are composed of many complicated components, the 

consequences for the patient safey of users can be great (Leveson, 2011). 

 

ISO 14971 does not establish context as well and extensively as ISO 31000. ISO 14971 does 

not take into account all of the internal and external parameters. This is possible to see in 

Table 5 in chapter 4.1.2. STAMP defines the main goals for the system, unacceptable losses 

and accidents and creates a hierarchical control structure where the system is mapped up and 

all of the system components are in it and the feedback channels that are necessary for the 

system safety. This difference could affect the safety of the medical devices that follow the 

risk management process of ISO 14971 because they can miss out on factors that can result 

in hazardous situations.  

 

ISO 14971 uses information for safety as a risk control method, ISO 14971 allows risks to be 

reduced as low as reasonably practicable, the manufacturer shall use one or more of the 

controlling risk options that are listed up in ISO 14971 and the standard allows discarding 

negligible risks. These are all aspects that the Essential Requirements do not allow and these 

aspects are fulfilled in STAMP.  

 

In STAMP there can be more then one safety design constraints to each hazard as described 

earlier and that secures that the whole system is safe. This is also very important when you 

have a medical device that is very complicated. Then the control actions are identified whether 

there is wrong timing, wrong order, stopped too soon or applied too long, which is very 

importan to identify when you have human as a controller or as a operator and specially 

because humans will make errors in complex systems and it does not matter how effective 

safety devices are (Dain, 2002).  
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The fact that ISO 14971 is a special risk management standard for medical devices, it is 

questionable that the standard does not refer to other standards, especially because ISO 14971 

emphasizes that it is possible that the standard doesn’t address all the risks associated with a 

device. As seen here above, a medical device was tested with IEC/EN60601-1-2 which is a  

standard of electrical safety and electromagnetic compatibility of medical devices. There is 

also a certain standard, EN 62366, that is for the application of usability engineering to 

medical devices. The EN62366 standard references ISO 14971 but ISO 14971 does not 

reference EN62366.  

 

In the thesis A systems approach to patient safety: preventing and predicting medical 

accidents using systems theory, two researches were conducted about whether or not STAMP 

could increase patient safety where accident analysis was done in cardiac surgery and a hazard 

analysis in a radiation oncology process. The results showed that STAMP increased the 

patient safety and shows the growing role in the healthcare field for system and safety 

engineers to help deal with the complexity of ensuring that all patients receive safe and 

effective healthcare (Samost, 2010). 
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6. Conclusion 
 
A comparison was made between the application of risk management to medical devices 

guided by ISO 14971 on the one hand and STAMP on the other. The main results show that 

there is a difference in the application of risk management to medical devices between these 

two procedures although it is also possible to see similarities. The main difference is that 

STAMP is a system safety engineering where a system is defined as an integrated whole, 

composed of diverse, specialized components that can affect each other and component 

interaction accidents can occur. ISO 14971 requires that certain things are done in the risk 

management process, but does not insist that they are done in a certain way. ISO 14971 often 

suggests methods that are possible to use, but leave it to the manufacturer to decide which 

methods are used. By following STAMP, guidance is provided on how to perform each step 

in the risk management process. There are also big differences how these procedures identify 

and analyze risk.  

 

The results indicate that the differences could affect the patient safety of users of 

microprocessor controlled prosthetic devices. When the medical devices are as complicated 

as microprocessor controlled prosthetic devices, the differences could affect the patient 

safety more than if the medical devices are simple and easy to use.  

 

Possible further research would be for example to examine the cost behind these risk 

management procedures to see if the differences between these methods affects cost. Also, 

an interesting examination would be an application of risk management to RHEO knee XC 

guided by STAMP to see what that would result in. 

 

STAMP is a new method in system safety engineering which was developed because it was 

thought that older methods are not able to manage risk well enough. The researches that 

have been conducted to date show that STAMP yields better risk management than the 

methods that have previously been used. This thesis research shows that there is a difference 

between ISO 14971 and STAMP and the application of risk management to medical devices 

guided by STAMP could yield better results in managing risk, especially for medical 

devices that are complicated and consist of many components. Therefore, it would be 

interesting for Össur to look further into STAMP and see if STAMP would be a more 

convenient risk management process for the company. 
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