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Abstract
In recent decades a lot of industries have been severely disrupted by technological innovation.
Blockchain technology has the potential to be the next major disruption.
Blockchain technology was first introduced in 2009, a long side the cryptocurrency,
Bitcoin. Blockchain is the technology which allows cryptocurrencies to exist. Financial
institutions were the first to pay notice to it, as it was in simple words a new payment system.
However, since 2009 the blockchain has sparked interest in other markets as well. Many
are seeing potential to create efficiency by using blockchain technology, for example in supply
chain management. Already, many different use cases for blockchain technology have been
identified and yet one can predict there are still many more to come.
This thesis considers the future prospects of blockchain technology and
cryptocurrencies in financial markets, as well as in others. Throughout the thesis there are
examples and scenarios to show their possible use cases.
In many use cases Blockchain technology can be used to create efficiencies, and for
that reason it could ultimately become one of the most groundbreaking technological
innovations of our time. The Blockchain has the potential to revolutionize how value is
exchanged. The future of blockchain technology is full of potential and possibilities. The value
of cryptocurrencies is dependent on the value creating properties of its underlying blockchain.
The currency itself is simply a unit of account while the blockchain is the true value.
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Introduction

Since the beginning of the industrial revolution the world has been in a constant state of
technological disruption. As a result of technological innovation, businesses and entire
industries that were once critical parts of society experienced plummeting demand for its
services. In the last decade, an increasing number of economists have come to conclude that
innovation—the creation and adoption of new products, services and business models—is
the key to improved standards of living (Atkinson & Wial, 2008). In our continual pursuit to
create new things that are more efficient, economical, and convenient than previously thought
possible, we have been able to achieve great progress. When a groundbreaking new technology
emerges, it’s often not obvious what its full potential will be. When the first automobile came
to replace the horse and carriage, it is likely that many people were skeptical, since the earliest
versions did not reveal the invention’s full potential. But given sufficient time, the automobile
eventually became one of the most important inventions the world has ever seen.
Blockchain technology has the potential to revolutionize how we exchange value.
Although the technology is in its infancy, more and more people are beginning to realize its
potential to change the world. Most people still have a hard time understanding why the
blockchain is so significant, stating that the current systems for conducting financial
transactions seem to work well enough. The blockchain has the potential to eliminate the need
for many of the jobs in the financial service sector currently performed by humans. Financial
intermediation and insurance services could all be performed on a blockchain without the need
for a single entity to serve as middleman. Dispute mediation and settlement of credit claims
would become infinitely more efficient if the necessary infrastructure were built using
blockchain technology. The short-term effects could mean that a range of human resources and
specializations would no longer be necessary, and people would see the value of their skills
diminish rapidly. However, the increase in total welfare for society would be too great to justify
not adopting blockchain technology over the long-term. To get an idea of just how big the
financial intermediation industry is, one can consider the market capitalization of the three
largest brokerage houses, in the U.S., which have a combined market capitalization of
approximately 141 billion dollars (Charles Schwab, TD Ameritrade, E-trade) (“AMTD,” n.d.;
“ETFC,” n.d.; “SCHW,” n.d.).
Even though this is a substantial amount of money, these brokerage houses make up only a
small fraction of the overall financial intermediation services industry.
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The research question we ask in this paper is as follows: Is there a future for blockchain
technology and cryptocurrencies? And if so, what does that future look like? To begin to
answer this question we first present a discussion of blockchain technology and how it
functions. This explanation is important because the blockchain is the backbone of all
cryptocurrencies.
The next two chapters describe the main cryptocurrencies and the blockchain
generation they belong to, beginning with the first cryptocurrency, Bitcoin, which is currently
the largest and most successful cryptocurrency. Bitcoin was the first cryptocurrency to be
released and was created by Satoshi Nakamoto, who also invented blockchain technology
(Nakamoto, 2008). The next cryptocurrency discussed is Ethereum, the second largest
cryptocurrency currently in existence (“What is Ethereum? — Ethereum Homestead 0.1
documentation,” n.d.). Ethereum offers the possibility of smart contracts, which could
revolutionize contracting.

Ethereum is categorized as a second generation blockchain

technology. The following chapter discusses third generation blockchain technology. The
Bitcoin blockchain has many positive attributes but it also has significant weaknesses, such as
its scalability. Developers are continually attempting to improve blockchain technology with
each subsequent generation to find the best possible format.
As blockchain technology is quite a complex topic, one which can be difficult to grasp,
the researchers felt it was important to show-case the possible use cases of blockchain
technology and cryptocurrencies in real life scenarios. Therefore, Chapter 6 presents a range
of different scenarios in which these technologies could have an impact in the future.
Following the scenarios chapter is an overview of the process behind the in-depth
interviews we conducted to learn more about these exciting technologies and the results of this
research. In the final chapter, a discussion on the findings revealed by our research is presented.
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Blockchains
The notion of shared public ledgers may not sound revolutionary or sexy. Neither did
double-entry book-keeping or joint-stock companies. Yet, like them, the blockchain is
an apparently mundane process that has the potential to transform how people and
businesses cooperate (The Economist, 2015).

2.1

Introduction

Ledgers have been used by societies for hundreds of years in order to keep track of financial
resources. Ledgers are used by individuals, businesses, and governments alike, to record
transactions and the current state of accounts. Commercial banks use digital ledgers to keep
accurate records on the status of their depositor’s accounts. Vast amounts of effort and
resources are devoted to securing these ledgers, and multiple copies are kept in separate places
at all times. If a bank were to lose all of its ledgers, the consequences would be disastrous. All
ledgers share some common characteristics; they record transactions, they display the current
state of accounts, and they need to be updated regularly (Edwards, 2013).
The term “distributed ledger” is used to describe a ledger system where multiple copies
of the same ledger are kept at separate locations. The reason for maintaining a distributed ledger
is to reduce the risk – and potential negative consequences – of the financial records it holds
being stolen, damaged, or fraudulently manipulated. The loss of one ledger will not result in
disaster if additional copies are kept. All distributed ledgers need to have a system in place to
establish consensus on the true state of its accounts. In the event that the distributed ledgers a
company or agency maintains are not all identical, a consensus rule needs to be in place to
determine which version of the ledger should be accepted as truth (Mills & Wang, 2016).
In the late 20th century, digital technology transformed the medium of the ledger from
paper to binary form. Nevertheless, a ledger maintained in a modern relational database is
essentially centralized, although it can be replicated and searched more easily than older
ledgers maintained in physical form (Egilsson & Valfells, 2017).

2.2

The double spending problem

Double-spending (Figure 1) is a potential problem in all ledger systems. When double
spending occurs, one payment (outflow of money) results in two or more deposits (inflows of
money). To prevent potential double spending, the debit and credit inputs of an account need
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to be equal. For example, if a bank receives a deposit of $100 in cash, what is to stop the bank
teller from recording a $200 increase in the depositor’s account? To prevent this from
happening, the bank needs to have some mechanism in place to verify transactions. The
solution is to constantly ensure that the bank’s assets (cash on hand) match its liabilities
(aggregate of deposits owed to customers). When today’s banking system was in its infancy,
banks had to use physical ledger books to record these transactions. A great deal of effort and
resources had to be allocated to oversight and verification of transactions to prevent double
spending. At the end of each day, the day’s transactions were copied into backup ledgers, which
were stored at separate locations. In ledger terms, verifying transactions is the act of matching
debits with credits, i.e., preventing double spending while reaching consensus is the act of
making sure that all versions of the ledger match one another (Muftic, 1998).
The introduction of computers, dramatically reduced the time and effort needed to
maintain ledgers. Currently, accounting systems such as Microsoft NAV make it impossible to
create an entry where debits and credits do not match. This is an example of a strategy to
prevent “double-spending”. With computerized ledger systems, preventing double spending no
longer requires significant time, effort, and resources. Additionally, multiple copies of the
digital ledgers are kept at all times. The ledgers can be distributed on hundreds, or even
thousands, of different servers and can be updated multiple times per second. This is an
enormous improvement from the early days of ledgers when both verifying transactions and
reaching consensus was a capital-intensive process.

Figure 1: The double spending problem. How commercial banks prevent double spending by matching assets and
liabilities. Transaction no. 1 does not violate this requirement and gets accepted. Transaction no. 2 does violate
this requirement and gets declined.

Example: A commercial bank has a total of three customers. The bank maintains a
digital ledger which is used to record all transactions on the banks accounts. The bank stores
its ledgers distributed on five different servers which are all updated once every 30 seconds.
When transactions are processed, the bank’s central computer systems make sure that no
transaction violates the requirement of matching assets and liabilities (i.e., that all transactions
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are verified). A transaction that violates these requirements will result in an error and the
transaction will not be approved.
All 5 servers are updated simultaneously and should, at all times, be in consensus on
what the true state of accounts is. To check if all of the ledgers match, the bank needs to
compare the version of the ledger on the central computer against versions on the other four
servers. To do that each server relays its version of the ledger to the other four servers. If they
all match, the servers can collectively agree that each has a correct version of the ledger (Figure
2). However, if the ledgers do not all match, a decision rule must be in place to determine which
version of the ledger should be accepted as truth. The decision rule, also known as the
consensus rule, provides instructions to the servers on how disputes should be resolved. For
instance, if a simple majority rule is in place then the version of the majority is accepted as the
true state of accounts.

Figure 2: Validation and consensus process.

2.3

Blockchain

At its most basic level, a blockchain is simply an accounting system – a ledger. The blockchain
is a distributed digital ledger that records transactions where values are exchanged. Distributed
meaning that there are multiple copies of the ledger in existence. The ledger is distributed
between multiple participants, called nodes, on a Peer-to-Peer (P2P) network (Figure 3). Nodes
are the equivalent of servers in the example above. Nodes perform three main types of
functions; sending and relaying transactions, updating the blockchain with new transaction
blocks (consensus), and relaying transaction blocks (Tapscott & Tapscott, 2016).
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Figure 3: Peer-to-peer network.

Blockchains can be categorized into different subcategories depending on whether
authorization is required for network nodes to act as verifiers, and whether access to the
blockchain data is public or private (Peters & Panayi, 2016). The first categorization is whether
the verification and consensus process is permissioned or permissionless:
•   Permissionless blockchains, anyone can set up a node, connect to the network, and
participate in the verification process.
•   Permissioned blockchains, where mining privileges are delegated by a central authority
or consortium.
The second categorization is whether the ledger is public or private:
•   Public blockchains are blockchains where anyone can obtain a copy of the ledger and
initiate transactions.
•   Private blockchains are blockchains where permission is restricted to users within an
organization or entity.
On public blockchains, anyone can join by connecting to one or more nodes and
broadcast a transaction. When a user makes a transaction, each receiving node relays the
transaction to its connections until eventually all nodes have a copy of the transaction. New
blocks are created when some, or all of the nodes, assemble transactions into timestamped
transaction blocks, which are then broadcast through the network. Consensus is established
when all the nodes, or a supermajority of the nodes, have received a valid block of transactions
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which is appended to the previous blocks in the blockchain. Each new block is digitally signed
and includes the signature of the preceding block. The linked digital signatures guarantee the
integrity of the transactions registered in the blockchain, and there is no need to maintain a
central copy (Egilsson & Valfells, 2017).
The time interval between new blocks being created is called the “block creation time”.
The block creation time is determined by the core developers of each separate blockchain,
depending on what they deem appropriate. New blocks should be created frequently enough to
ensure that the ledger is sufficiently up to date. To achieve the desired block creation time, the
blockchain’s algorithm adjusts the difficulty of creating a block, up or down, depending on the
amount of mining occurring on the network. Changing the difficulty of creating blocks is a
process that is more commonly known as “adjusting the hash rate”. For example, on the Bitcoin
blockchain, the block creation time is 10 minutes. This means that, on average, a new block is
created every 10 minutes.
“

In the blockchain, the ledger is shared with all participants, making it a decentralized,

distributed ledger. Rather than having one central authority recording the transactions,
everyone has a copy of the same ledger, and everyone’s ledger is updated regularly. Tampering
with a single ledger would not work; if the other ledgers do not record a transaction, it is not
validated. To explain this, consider the following example:
John and 9 other friends have a meet-up session every day. During each session, they tell
each other how much each of them has spent and what they have spent their money on over
the past day. Each of them has a notebook in which they record these payments. After they
have recorded all these transactions, they all compare notes to ensure that the results are
the same. After ensuring the results are the same, all 10 of them sign all 10 notebooks, and
they take the notebooks home until their next session. There are several benefits to this
method:
1.   The loss of a notebook would have no impact: the records are still stored with everyone
else.
2.   If any one of them decides to tamper their records, it will immediately become obvious
during their next sharing session. A cheater would have to break into 9 other homes,
steal their notebooks, replace it with a notebook that looks exactly the same, recopy all
of the pages that had been written on, and forge the signatures for each page before the
next session. Now imagine that instead of 10 friends, it’s a few thousand friends who
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hold this kind of session. And instead of a session once a day, it’s once every 10
minutes.
3.   There is no need to ‘trust’ one another: transactions are verified, and signed off by all
of the members at the end of each session.”
2.3.1 Participants
There are three types of participants in any blockchain eco-system: consumers/users, miners,
and core developers.
•   Consumers are the day-to-day users of cryptocurrencies. They are people who own
and transact in cryptocurrencies for a number of different reasons. These reasons can
include speculative trading, storing wealth, buying goods and services, etc. To initiate
a transaction a user can either set up a new node that connects directly to the blockchain
network and broadcast a transaction, or perform the transaction through an intermediary
exchange such as Coinbase.
•   Miners are the heart of the blockchain and perform the task of updating the ledger, a
process commonly referred to as consensus creation, or block validation. Miners
actively compete with one another to successfully build the next block to be added to
the chain. When successful, the miners responsible for creating the newest block in the
blockchain receive a form of monetary compensation called a “block reward”. The
block reward is the payment that miners receive for their efforts in maintaining the
blockchain (Carlsten & Kalodner, 2016). The block reward is the aggregate of
transaction fees paid by the “consumers” and a new supply of currency that is issued
each time a new block is created. Miners are purely profit driven and will only provide
consensus services (i.e., mining) if it makes financial sense to do so. The proportions
of transaction fees and new supply in the block reward depend on the cryptocurrency
that is being mined. Some have low transaction fees and high rate of supply or vice
versa, depending on what the core developers decide is appropriate for each respective
blockchain. The reward-scheme – or incentive structure – is supposed to ensure a
financial incentive for miners to continue contributing to updating the ledger.
•   The core development team is responsible for guaranteeing that the incentive
structures of the miners are properly aligned with the overall ecosystem. They are
responsible for establishing the specific algorithm difficulty within the protocol through
the “hash rate”. By adjusting the hash rate, the developers can indirectly affect the
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supply of miners to match the prevailing demand for mining services. Generally, the
hash rate is automatically readjusted by an algorithm, depending how quickly the
founding development team wants the blocks to be validated and thus created; this is
known as the “block creation time.” The block creation time is the amount of time, on
average, required for new blocks to be created (Bonneau, 2015).
2.3.2 Validation and consensus
As previously stated, all distributed ledgers require transactions to be validated, after which a
consensus must be established. In the example on page 4, these processes were performed
separately. Blockchains, however, combine verification and consensus in a process known as
mining (mining = verifying transactions + consensus). Different blockchains use different
consensus mechanisms. Some blockchains, like the Bitcoin blockchain, are public; this means
that anyone can purchase equipment, connect to the network, and start “mining”. Others,
however, require participants in the consensus process to fulfill some predetermined
requirements set forth by the founding core developers.
•   Proof-of-Work: The original blockchain, the Bitcoin blockchain, uses a procedure
called Proof-of-Work (PoW) to validate transactions and create new blocks. PoW was
originally intended as an economic measure to deter distributed denial-of-service
attacks (DDoS) and other service abuses, such as spam, on a network. It achieves this
by requiring that some “work” from the service requester to be performed, which
usually requires processing time by a computer. For example, on the Bitcoin blockchain
the “work” is to calculate a valid double SHA256 hash (further explained on page 14).
The “work” that the service requester is obligated to perform requires expenditure of
capital-intensive resources, such as processing power, which raises the opportunity cost
of engaging in fraudulent or unethical behavior. However, this presents a trade-off
between data security and wasting capital resources. Therefore, the work should be
neither be too hard nor too easy. If the work required is too hard, it creates inefficiency
since the work could be easier and still yield the same results. However, if the work
required is too easy, the system fails to serve its purpose, resulting in inefficient use of
resources. Currently, all public blockchains rely on some form of Proof-of-Work
validation and some type of consensus process. However, the main problem with PoW
is that it is an incredibly energy intensive process. Many potential solutions have been
set forth that are aimed at reducing the energy requirements in maintaining the
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blockchain. The most promising replacement for PoW is the concept of Proof-of-Stake
(Peters & Panayi, 2016).
•   Proof-of-Stake: Proof-of-Stake (PoS) is an algorithm to achieve distributed consensus
within blockchain networks. Proof-of-Stake has been proposed as a potential
replacement for Proof-of-Work, and is intended to solve the problem of inefficient use
of capital resources, such as computing power and energy. The basic idea of Proof-ofStake is to allocate mining privileges based on how much “stake” a member has in the
network. Many different versions of Proof-of-Stake have been proposed, and although
opinions may differ on how to achieve optimal implementation, the core principle
remains the same. The simplest version of Proof-of-Stake is delegating mining
privileges based on ownership of the blockchain’s native digital currency. Many
different versions of the Proof-of-Stake system have been proposed, where mining
privileges not only depend on ownership of currency but other factors as well. Such
factors include frequency of transactions and how long a member has been part of the
network (Vasin, 2014). To date, no one has successfully created a system that is fully
based on Proof-of-Stake. However, most industry experts agree that it is only a matter
of time before the first successful PoS blockchain will see the light of day. If successful,
Proof-of-Stake could severely reduce the amount of energy needed to maintain
blockchain networks and, all other things being equal, create a downward pressure on
electricity prices.
The first blockchain to gain wide use and attention is Bitcoin. Launched as an open source
project in January of 2009, Bitcoin was designed as a peer-to-peer online payment network
with its own native virtual cryptocurrency, Bitcoin. There are now dozens of public
blockchains in use globally. Currently, Bitcoin, Ethereum and Ripple are the most valuable
blockchains based on the value of the respective embedded cryptocurrencies. In addition to
cryptocurrency blockchains, new types of blockchains are emerging which are designed
primarily as transaction platforms for traditional securities, i.e., Chain, Corda and Hyperledger.
In many respects, Bitcoin serves as a template with which almost all other blockchain projects
are compared, whether they are open source or proprietary (Egilsson & Valfells, 2017).
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Bitcoin

In October of 2008, a whitepaper entitled “Bitcoin: A Peer-to-peer Electronic Cash System”
was published on a cryptography mailing list. In the paper, the author described a purely peerto-peer version of electronic cash that would allow online payments to be sent directly from
one party to another without going through an intermediary, such as a bank. This paper was
the world’s first glimpse into a truly decentralized peer-to-peer digital currency (Nakamoto,
2008).
The author of the whitepaper used the pseudonym Satoshi Nakamoto, and the true
identity of Bitcoin’s creator has been a source of speculation ever since. It’s possible that the
name Satoshi Nakamoto refers to a man, a woman, a group or even an organization; the world
may never know who brought them this new digital currency. The enigma behind the identity
of the author has intrigued many people over the years, and some have been searching for
Satoshi Nakamoto since the whitepaper was first published in 2008.
In the paper, the author went on to explain how he had found a way to eliminate the
double spending problem by publicly announcing every transaction to the entire network. The
author’s intention was that the blockchain would be a technology that could generate a
distributed ledger of all transactions made using the network’s native digital cryptocurrency,
Bitcoin. Control of the blockchain would be dispersed among many different computers
throughout the network, a feature that eliminates the need for trust in a single administrator.
The author claimed that the public would benefit from having a peer-to-peer version of
electronic cash that could bypass financial institutions. The benefits of this system consisted of
freedom to make payments, lower transactions costs, personal data protection, zero inflation,
and no third-party seizures.
From the author’s perspective, the world needed Bitcoin because commerce on the
Internet had come to rely almost exclusively on a system where financial institutions served as
the trusted third parties processing electronic payments. The author went on to state that
although the system works well enough for most transactions it still suffers from the inherent
weakness of the trust-based model. A system where completely non-reversible transactions are
not possible, will always need to have a central authority in place to act as mediator of disputes.
The cost of mediation increases transaction costs for all and limit the minimum practical
transaction size. As a result, small casual transactions are not possible because of the
prohibitively high transaction costs. With the possibility of reversal, the need for trust spreads.
Merchants must protect themselves in case of dispute and a certain percentage of fraud is
accepted and considered unavoidable. Though these costs and payment uncertainties can be
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avoided by making payments in person using physical currency, no mechanism exists for
making payments over a communication channel without a trusted party. The author felt that
this new peer-to-peer electronic payment system would provide a proof-based payment system
in place of the current trust-based payment system, which would therefore be more secure
(Nakamoto, 2008).
The Proof-of-Work validation and consensus mechanism ensures that, in order to
manipulate a transaction stored on the blockchain, one would need to control a minimum of
51% or more of the total computing power (hash-power) on the network. In the case of Bitcoin,
this would require such a substantial amount of computing power that no single entity, or even
an entire country, would realistically be able to accumulate. To change the data of a transaction
– one that has already been verified and included in a block – one would need to recalculate
the hashes of all subsequent and following blocks. In the case of Bitcoin, one would need to
recalculate the hashes of every single block created since its inception in 2009. Therefore, the
longer the chain becomes, and the more the hash rate difficulty increases, the harder it becomes
to tamper with a transaction.

3.1

Bitcoin’s success

Bitcoin was able to succeed, where many other systems had failed, in creating the world’s first
successful digital currency. People had previously tried, with limited success, to create a purely
digital currency with the intention of designing the official currency of the Internet. The key to
Bitcoin’s success was the innovative technology that powered it, the blockchain. The
blockchain was an ingenious solution to a problem that computer scientists and cryptographers
had, unsuccessfully, been trying to solve for decades – the double-spending problem. The
double-spending problem had been the biggest challenge involved in creating a successful
digital currency. All digital currencies are essentially just digital files containing ones and zeros
(string of integers), which are extremely easy to duplicate. Bitcoin, however, was able to
prevent double-spending by utilizing a combination of transparency and proven cryptographic
procedures such as proof-of-work algorithms and public key cryptography. Public key
cryptography (Figure 4) is a proven technology that is widely used across the web to secure
online communications. Because Satoshi chose to use a secure and widely used technology,
Bitcoin is both highly reliable and secure. To date, no fundamental security flaw has been
identified in Bitcoin.
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Figure 4: Public key cryptography.

By solving the double-spending problem, Bitcoin was able to become the world’s first
decentralized monetary system. This means that the supply of new currency is not controlled
by a central authority, such as a central bank, and existing currency cannot be duplicated or
falsified. Additionally, there is a predictable and finite supply of Bitcoin, making it a scarce
resource. As the ecosystem matures, the currency is likely to retain value and serve mainly as
a store of value and a unit of account. Because there are many characteristics common to both
Bitcoin and gold, Bitcoin is often referred to as “digital gold”. Some of the key similarities of
Bitcoin and gold are that the total supply is fixed, mining is capital intensive, and that it has
little to none intrinsic value (Chohan, 2017).
The figure below shows the price of Bitcoin in USD since November 2012 to February
2018.
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Figure 5: Price of Bitcoin in USD from 2012 to 2018.
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3.2

Bitcoin’s architecture

Bitcoin’s distributed ledger is updated, on average, once every 10 minutes. The ledger is
updated by a network of time-stamp servers called miners. The miners calculate a
cryptographic signature or watermark of the latest block of transactions. Bitcoin uses standard
hash functions as watermarks, where the longest chain of transaction blocks with valid hashes
provides the consensus. Miners claim new Bitcoins in a special transaction called a coinbase
transaction. Every Bitcoin in existence can be traced back to a coinbase transaction.
The cryptographic hashes, which serve as watermarks of the transaction blocks, play a
key role in securing the Bitcoin ledger, the blockchain. Each valid new transaction block
includes the hash of the previous block in the blockchain. A new block n is linked to the
preceding block n-1. The next valid block n+1 will, in turn, include a link to n (Figure 6).

Figure 6: The Bitcoin transaction ledger with interlinked transaction blocks.

Any attempt at changing a transaction in the blockchain therefore requires recalculating
not only the hash for the target block, but also the hashes of all subsequent blocks. Unless the
attacker commands 51% or more of the miners it is practically impossible for him to recalculate
an alternative blockchain with the modified transaction. The linked hashes guarantee the
integrity of the blockchain and remove the need for a trusted authority to keep a central
transaction ledger.
On the Bitcoin blockchain the consensus process is called mining. Miners compete to
calculate a valid double SHA256 hash of the block header (Figure 6). The hash serves as proofof-work for the Bitcoin blockchain. If the hash meets the target difficulty (target difficulty is
determined by the hash-rate) the miner is rewarded with all the transaction fees of the included
transactions and a fixed number of new bitcoins issued. However, if the hash does not meet the
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target difficulty, a random field called nonce is changed and the hash is recalculated until a
valid hash meeting the target difficulty is found. The target difficulty is adjusted every 2016
blocks to aim for an average 10-minute interval between new blocks. A valid hash has a certain
number of leading zeros defined by the target difficulty. When the number of leading zeros is
increased it makes the calculation more difficult, and vice-versa. The number of leading zeros
is changed depending on the supply of mining on the network. The goal is to have the hashrate difficulty (number of leading zeros) at a point where the block creation time is on average
10 minutes. The SHA256 hashing algorithm that the Bitcoin blockchain uses is a widely used
and very strong cryptographic hash function. A strong hash function produces an output
message which cannot be used to accurately guess the input message. Hash functions such as
the SHA256 are frequently used to encrypt passwords. That way, if the server containing the
hash outputs gets hacked, it cannot be used to derive the input message (the actual password)
(Egilsson & Valfells, 2017).
Miners play a critical role in maintaining the blockchain ecosystem. Without miners a
blockchain will no longer serve its intended purpose and it will die. Miners rely on there being
a constant stream of transactions broadcast on the network for them to mine. The consumers
are the miner’s customers in the sense that they create demand for their services. If no
transactions are being made, there will be no need for the miners’ services and they will
disappear from the network. Miners will only mine if it makes financial sense for them to do
so. The barriers to both entry and exit are very low. To start mining, one simply has to buy the
hardware necessary for mining and connect it to the network. The mining equipment consumes
a lot of energy. Huge amounts of electricity are needed to power the equipment and keep it
cool.
Miners are purely profit motivated and will only mine if it makes financial sense to do
so. If the marginal cost of mining (electricity cost) exceeds the marginal revenue (Bitcoins
rewarded), miners will simply disconnect from the network and stop mining. For a new miner
to enter the network and start mining, his expected return on investment must exceed the
average cost by a sufficient margin (required rate of return). New miners must invest in highly
specialized and expensive equipment whose resale value largely depends on the price of
Bitcoin and other cryptocurrencies. The estimated replacement cost of the Bitcoin network’s
current mining capacity of 3.5 petahash/second is thought to be around $3 billion. Miners are
rewarded through the issue of new Bitcoins, through coinbase transactions, and block
transaction fees. Currently, the annual revenue of from Bitcoin mining stands at an impressive
$592 million. With the soaring price of Bitcoin, investment in mining capacities has been very
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profitable. The new issue of Bitcoin declines over time, and will eventually reach the 21 million
bitcoin cap set by Nakamoto. Miners will ultimately derive most of their revenue from
transaction fees as the network matures and new supply declines. Because miner’s revenues in
the early stages of the ecosystem are predominantly derived from new supply, miners can
process transactions with no fees, which encourages user adoption (Egilsson & Valfells, 2017).
The next page shows the bitcoin transaction process, from when the Bitcoins are sent
from the buyer until the transaction is verified by miners and is completed. It shows at what
stage of the transaction process the miners come into play and how the bitcoin blockchain
functions.
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Figure 7: Bitcoin transaction process.
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3.3

The dark side of Bitcoin

The Internet can be divided into the surface web, the deep web and the dark web. The surface
web, or the public web, is the Internet as most of us know it. The surface web includes anything
that can be indexed by a typical search engine like Google or Yahoo.
The deep web, however, is anything that a search engine can’t find. The deep web is
supposedly 400-500 times the size of the surface web. So most of us have only used a small
portion of the Internet (“Clearing Up Confusion - Deep Web vs. Dark Web,” 2014).
The dark web is a small part of the deep web. The dark web is only accessible through
a special web browser called the Tor browser. By using the Tor browser, you can then access
the Tor network, which is an anonymous network. The Tor network was developed by the US
Department of Defense and was intended for its intelligence agents (“The Deep Web vs. The
Dark Web,” 2015).
The dark web is most widely known for its illicit activities, black market business and
criminal services. Individuals use the dark web to buy and sell drugs, hormones, online child
abuse material, fake currency, stolen identities, illegal weapons, acts of terrorism, money
laundering services, hacking-as-a-service and malware services. What is the currency of choice
for all these illegal activities? Bitcoin.
Bitcoin is the main currency of the dark web; therefore, you can predict that a lot of the
Bitcoin transactions that are being made today are connected to illegal activities. The fact that
Bitcoin isn’t as traceable as other currencies makes it easier to use for dark web participants
conducting illegal business. Bitcoin was not intended as the currency of criminals, but this is
what it has become. While Bitcoin continues to be used in this way, it’s highly unlikely that
any financial institution would be willing use Bitcoin as a currency. Financial institutions have
guidelines that they must obey, such as anti-money laundering regulations and anti-terrorism
laws. The future of Bitcoin could be significantly affected by its links to the dark web. Financial
institutions will most likely use a different cryptocurrency or even create their own
cryptocurrency that is not linked directly to criminal activities.
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3.4

SWOT analysis

Figure 8: SWOT analysis of Bitcoin.

3.4.1

Strengths

•   Personal data protection
Bitcoin purchases are anonymous. No one can link your personal information to a
purchase you have made unless you publish the information about your purchases
voluntarily, and there is no way of tracing transactions back to you; this is similar to
cash-only purchases. You store your Bitcoins in a digital wallet. The wallet contains no
personal information, just the private key of every Bitcoin address you own. By keeping
your personal information hidden while you make transactions, Bitcoin prevents
identity theft	
  (Nakamoto, 2008).	
  
•   Decentralization
Decentralization is one of the biggest advantages Bitcoin offers. No third-party is
needed to complete Bitcoin transactions. Governments, banks and financial
intermediaries have no way of intervening in user transactions. Bitcoin is a peer-to-peer
system and therefore gives users more freedom than fiat currencies, which are
controlled by a third-party. Because the currency is decentralized and only controlled
by the users there are no third party fees or taxes placed on transactions.
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•   Transaction fees
When using a credit card or bank transfer, the fee is around 3-5% of the sale. Bitcoin
can, however, be converted to local currency for a fee of around 1%. Because of the
incentive for miners to mine, and therefore be able to obtain new Bitcoins, the operating
cost for miners is free. Banks, however, charge the operating cost of the transaction to
users (Tan & Low, 2017).
•   Chargeback fraud protection
Let’s look at a situation where a consumer makes an online purchase with their credit
card and then requests a chargeback from the issuing bank after receiving the purchased
goods or services. Once the request is approved, the consumer receives a refund of the
money they spent and the chargeback cancels the financial transactions. The merchant
has already delivered the goods or services but does not receive payment. This is known
as chargeback fraud.
Bitcoin protects users from chargeback fraud by making transactions
irreversible. Once a bitcoin transaction has been made, there is no way of reversing it,
which ensures less risk of fraud for merchant transactions (Khan, 2015).
•   Immunity to inflation
Economists use the term “inflation” to denote an ongoing increase in the general level
of prices quoted in monetary units. Inflation thus means an ongoing drop in the overall
purchasing power of the monetary unit. The purchasing power the dollar decreases to
the extent that the nominal supply of dollars grows faster than the real demand to hold
dollars. In simple words, putting more dollars into circulation dilutes the purchasing
power of each dollar (White, 2008).
Because Bitcoin is decentralized, the supply is limited and bitcoins can’t be
created arbitrarily, Bitcoin is immune to inflation. Thus, the purchasing power of each
bitcoin will not decrease because there are more bitcoins being created and flooding the
market. There are only a total of 21 million bitcoins that can be mined, currently there
are close to 17 million that have already been mined and are in circulation (Bitcoin
Price Index - Real-time Bitcoin Price Charts, 2018).
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3.4.2

Weaknesses

•   Scalability
Bitcoins biggest weakness is its scalability. The Bitcoin blockchain uses proof-of-work,
therefore each transaction has to be validated before it is processed. This has a negative
impact on the number of transactions that can be made. The Visa network, VisaNet,
processes an average of 150 million transactions per day, which is an average of around
1,700 transactions per second. The VisaNet is however capable of processing 56,000
transactions per second. (“About Us,” 2018). PayPal processed 7,6 billion transactions
in 2017 which amounts to approximately 20 million transactions per day (Warner,
2018). Bitcoin cannot compete with these numbers. The highest number of transactions
that have been made in a day using Bitcoin was around 490,000 on December 14th 2017
(Confirmed Transactions Per Day, 2018).
The figure below shows Bitcoins all time high of transaction during one day, and the
average transactions per day for both PayPal and Visa.
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Figure 9: Transactions per day for each system.

•   Lack of awareness
Although Bitcoin is the best known cryptocurrency there are still large groups of people
that aren’t aware of Bitcoin and its functionality. It is quite difficult to implement use
of a currency when a large number of people aren’t even aware of it.
•   Lack of understanding
Bitcoin is more complex than the current monetary system, and most people would
want to understand how it worked before they started using bitcoin as a currency. Even
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after receiving detailed explanations of how Bitcoin functions, some people still don’t
seem to fully understand it. It is highly unlikely that people will exchange large sums
of fiat currency for Bitcoin if they don’t have a basic understanding of how the currency
works. This may be one of the main reasons that Bitcoin may have difficulty becoming
what it was initially intended to be, a currency rather than a speculative investment.
•   Volatility
The price of Bitcoin has been extremely volatile since the price of bitcoin rose to around
20,000 dollars. It stood at 19,343 dollars on December 16th 2017. Less than two months
later, on February 5th 2018, the price stood at 6,914 dollars (Bitcoin Price Index - Realtime Bitcoin Price Charts, 2018). Bitcoin’s price fluctuations in the last year can be
seen in the graph below. This is a substantial change in prices in a short time period.
The volatility of Bitcoin is one of the reasons that people are afraid of sinking large
sums of money into the currency. You don’t really know from day to day how much
money you are going to have if you invest in Bitcoin, and that is the type of trait you
don’t want in a currency. That is why, in today’s market, Bitcoin is viewed more as an
investment than a currency. However, the volatility of Bitcoin should eventually
subside as more businesses, trading centres and media begin to accept it.
The figure below shows how volatile the price of Bitcoin has been from April
2017 to April 2018.
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Figure 10: Price of Bitcoin from April 2017 to April 2018.
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•   Energy consumption
The energy cost of Bitcoin transactions is substantially more than for example VISA
transactions. The energy cost of one Bitcoin transaction is 851 kilowatt-hours. By
contrast, a hundred thousand visa transactions cost only 169 kilowatt-hours.
(“Bitcoin Energy Consumption Index,” 2018).
In this day and age, when everything is supposed to be more environmentally
friendly, it seems odd to switch from a system that works and costs much less in energy
terms than a new system that costs substantially more energy. The carbon footprint of
Bitcoin is quite large because most of the mining activities are conducted in China,
which is mostly powered by coal-fired power plants (Redman, 2017).
3.4.3 Opportunities
•   Regulation
Regulation of Bitcoin will definitely have an effect on its price; just the talk of
regulation has had such a negative impact on the price that many people who have
already invested in Bitcoin fear what will happen if the currency becomes regulated
around the world.
However, Bitcoin now has a reputation as a currency used for criminal activities
and one that has no regulations; this has most likely scared off a large number of people
who are not willing to invest in something that is not regulated by a third party. If
regulations are implemented, this group may see an upside to investing in Bitcoin,
which could drive up the price. Regulation could have a positive effect on Bitcoin,
although it may lose some of its appeal if it is regulated.
•   Financial crisis
In the event of a financial crisis people may lose faith in the current monetary system
and start seeking alternatives. People could see the advantages of Bitcoin and become
more open minded towards cryptocurrencies.
•   Increased inflation rates
Since Bitcoin is immune to inflation, an increase in inflation could mean that people
will become more interested in holding Bitcoin as a way to ensure that their money
doesn’t lose its value.
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•   Increased awareness and knowledge
If they are spoken to and educated about Bitcoin, people will become more aware of
the currency and its functionality. This could help with the adoption of Bitcoin.
•   Network effect
The network effect is when increased numbers of people or participants increases the
value of a good or service (“Network Effect,” 2010). As more people start using
Bitcoin, it will rise in value. It will be accepted more widely as a medium of exchange
and more services linked to Bitcoin could emerge, such as exchanges.

3.4.4 Threats
•   Regulation
Current laws and regulations fail to consider technologies like Bitcoin, therefore the
process of regulating it will be complex (Brito & Castillo, 2013).
The price of Bitcoin has been fluctuating for some time and this volatility seems
to come down to ongoing discussions about possible Bitcoin regulations. The lack of
regulation and third party intervention has been one of the most intriguing factors about
Bitcoin; this allows people to avoid restrictions that are in place when using other
currencies. However, the anonymity and decentralization of Bitcoin has also drawn a
group of people who use the currency for criminal activities. This has given Bitcoin a
bad reputation and it is the reason behind the desire of most countries to establish clear
regulations regarding the use of Bitcoin.
South Korea has introduced new rules that remove Bitcoin’s anonymity by
forcing everyone to put their real name on their Bitcoin holdings and transactions. This
has been done in an attempt to stop the use of Bitcoin in criminal activities. Initially,
South Korea threatened to ban the use of Bitcoin entirely. This would have been
difficult to implement and was most likely a negotiating technique to gain popular
acceptance of the new rules the government will establish in the near future.
Many other governments are trying to find ways to set fair regulations that
would prevent the illegal behaviour Bitcoin is now enabling. Germany and France are
said to be working together on Bitcoin regulations.
At the World Economic Forum in Davos, many world leaders were asked for
their opinions about Bitcoin regulations. All of them seemed agree that regulations are
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needed, including Theresa May, who said that cryptocurrencies like Bitcoin should be
looked regarded very seriously, precisely because of the way they can be used,
particularly by criminals.
“My number-one focus on cryptocurrencies, whether that be digital currencies
or bitcoin or other things, is that we want to make sure that they’re not used for illicit
activities,” said Steven Mnuchin, Donald Trump’s most senior financial policymaker
(Griffin, 2018).
•   Adoption
If Bitcoin adoption is slow, it could affect the value of the currency. When it becomes
more widespread, more businesses will be willing to receive payments in Bitcoin, more
exchanges will be created and more people will be willing conduct business using
Bitcoin as the payment.
•   Links to criminal activities
Bitcoin has been linked to criminal activities since its release. Criminals saw a use case
for Bitcoin: since no personal information is tied to Bitcoin transactions, they can’t be
traced back to you. Bitcoin has therefore been used as a currency on the dark web to
buy and sell illegal items. However, as Bitcoin has become more mainstream, criminals
are beginning to migrate to other cryptocurrencies which are even more private than
Bitcoin. The possibility of Bitcoin being regulated is mainly linked its use cases in
criminal activities.
•   Media coverage
As Bitcoin is still a relatively new technology, the media can have a profound effect on
people’s opinions and adoption of the currency. Bitcoin’s price fluctuations can be
linked directly to its media coverage. Positive and negative coverage of Bitcoin seems
to be one of the main factors driving the price. Therefore, negative media coverage
could have a major impact on the success of Bitcoin’s more widespread adoption. It is
easier to trust opinions in the media than it is to gather the information yourself and
make up your own mind (Cameron & Trinh, 2017).
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4

Ethereum

4.1

Introduction

Blockchain technology has thousands of potential applications that go far beyond the purpose
it was originally intended for. At the core of its value is the ability to eliminate the need for a
trusted third party. A trusted third party is defined as someone whose purpose is to serve as an
intermediary to a transaction and as a mediator of disputes. By eliminating counterparty risk,
the blockchain allows people to transact directly with one another. Recognizing the value of
trust, people all around the world began thinking of alternative ways to apply the blockchain.
At the time, building blockchain applications required a complex background in coding,
cryptography, and mathematics, as well as significant resources. This presented a huge barrier
to innovation and entrepreneurship in blockchain related technology.

4.2

Ethereum’s success and distributed applications

Ethereum is the second most valuable blockchain by market capitalization. It was first proposed
by Vitalik Buterin in 2013 and further described by Gavin Wood in 2014. The Ethereum
blockchain was launched on July 30, 2015. Like Bitcoin, Ethereum has a native
cryptocurrency, Ether (ETH), which currently trades at $695 per ETH. The current supply of
Ethereum is 89 million, of which 72 million was pre-sold in July of 2014 for bitcoin (then
valued at $18.5 million) in order to fund development (Ethereum Price, 2018).
Ethereum is an open software platform based on blockchain technology. The key
feature of Ethereum is that it enables developers to build decentralized applications (Dapps)
that can run on the Ethereum blockchain. Bitcoin, for example is a Dapp that provides its users
with a peer-to-peer electronic cash system. A decentralized application is one that is deployed
on a peer-to-peer (P2P) network, while centralized applications are deployed by a single
individual or company, such as Facebook or Google (Buterin, 2014).
Ethereum’s core innovation is the Ethereum Virtual Machine (EVM), which is a
Turing-complete software that allows anyone to program and run their application regardless
of the programming language. The platform gives developers the ability to build and run their
applications without having to build an entire blockchain from scratch. Ethereum’s peer-topeer network, the EVM, is a network of computers that are individually owned by members of
the Ethereum network. They combine their computing power to create the P2P network that
powers the Ethereum blockchain. A key feature of the EVM is its ability to defend against
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distributed denial-of-service attacks. Because there is no central server or point of entry for
hackers to exploit, it is next to impossible to execute a successful DDoS-attack (Wood, 2014).
Facebook messenger is an example of a centralized application. When a user sends a
message using FB Messenger, the message first goes to a centralized server that is owned and
operated by Facebook, and from there it is sent to the recipient.
Dapps don’t require a hosting service in order to operate. Rather, a P2P network of
computers to deploy the application. Because they are not required to go through a hosting
service, i.e., a centralized server, users don’t have to reveal their personal information to the
service provider. Widespread adoption of decentralized applications could pose a great threat
to tech companies’ ability to collect personally identifiable data. Tech giants such as Facebook
and Google derive most of their value from the data they collect. This data allows them to
provide users with content that is specially tailored to each individual’s preferences. The
potentially negative consequences are that it may lead to a filter bubble environment. A filter
bubble is a state of intellectual isolation which occurs when a website algorithm selectively
guesses what information a user would like to see. The algorithm is able to accurately predict
the content that a user would like to see based on information it has previously gathered. As a
result, users become separated from information that disagrees with their viewpoints,
effectively isolating them in their own cultural or ideological bubbles. Some argue that filter
bubbles pose a very real danger to the future of democracy (Bozdag & van den Hoven, 2015).

4.3

Smart contracts

The Ethereum platform can be used to run the programming code of any decentralized
application. The technology that powers decentralized applications is called a “smart contract”.
A smart contract is in essence a coded ‘if-then’ statement. The terms and conditions of a smart
contract are hard coded into the program from the beginning and cannot be changed once the
contract is launched. Smart contracts can be used to facilitate transactions of value between
two or more individuals at the same time. Whenever a contract is executed (the conditions of
the contract have been met), every node on the network runs the program and uploads it to the
blockchain. Once a contract has been executed and uploaded to the blockchain, the transaction
becomes final and the people participating in the contract receive their “product”. Smart
contracts are the heart of all distributed applications. A common analogy computer scientists
use is to say that the Dapps are the website, while the smart contract is the database (one cannot
exist without the other) (Christidis &Devetsikiotis, 2016).
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4.4

Ether

The Ethereum blockchain’s native digital currency is called Ether (ETH). Ether is intended as
a means of payment for services requested by users of Dapps and for the Dapps themselves.
Naturally, not all Dapps require the same amount of computing power to process. A very simple
Dapp requires minimal computing power while other, more complex, applications use much
more. The amount of computing power required to run a decentralized application is measured
in a unit called gas. The price of each unit of gas is then quoted is ETH (Buterin, 2014).
Transaction fee (in ether) = transaction cost (in gas) x gas price (in ether)
Both the users and the distributed applications themselves can specify the maximum price they
are willing to pay for gas, and miners can specify the lowest price. The goal is to let user’s
demand for services and the miner’s supply of resources determine the price of Ether. Broadly
speaking, Ethereum is Bitcoin with the addition of distributed applications. Both use a
consensus mechanism based on the proof-of-work principle, although Ethereum has announced
its intention to introduce the concept of bonded validators. The miners would need to deposit
their mining proceeds in a restricted account for a certain period of time. By introducing the
bonding validators concept, Ethereum hopes to make the first step towards a purely Proof-ofStake based consensus system.
Consensus in Ethereum is provided by a mining algorithm, which, unlike the Bitcoin
algorithm, hashes not only the new block header, but also a dataset generated from previous
block headers. The Ethereum consensus process is currently a purely proof-of-work-based
system. The Ethereum community has announced plans to introduce the concept of bonded
validators, which would require miners to hold a deposit of Ether in order to mine. Such efforts
have yet to prove successful, and their introduction has been delayed several times. If
successful, Ethereum could create the first proof-of-stake-based consensus system (Wood,
2014).
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5

3rd Generation Blockchain Technology

The evolution of blockchain technology follows a logical progression in which the original
concept, the Bitcoin blockchain, serves as a foundation, one that has been built upon and
improved. In its infancy, the problem of scalability was not considered a big issue. However,
as the user base has grown, and the volume of transactions has skyrocketed, scalability has
become the number one factor restricting further user adoption. The reason is that as the volume
increases, the less efficient it becomes to maintain the ledger (Eyal, Gencer, Sirer, & Munro,
2016).
The Bitcoin blockchain is known as a first generation blockchain, and a proof-of-work
mechanism is used to validate transactions and update the Bitcoin ledger. Ethereum works in
a similar way, using a proof-of-work algorithm to provide consensus, but with the addition of
smart contracts (Buterin, 2014). Both first and second generation blockchains suffer from the
same fundamental flaw of not being fully scalable. What that means is that proof-of-workbased blockchains will never be able to handle the enormous volume of transactions that
centralized systems such as Visa or MasterCard are able to process (Cascarilla, 2015).
Additionally, first and second generation blockchains are not compatible with one another and
exist in entirely separate virtual universes. Third generation blockchains, which are currently
being developed, aim to solve these problems.
The limited scalability of current blockchains stems from the fact that the difficulty of
providing consensus increases exponentially as the network grows larger. Eventually, the
network reaches a point where each incremental transaction increases the difficulty of
providing consensus beyond the point where it makes financial sense to do so. At that point,
the value of the added security does not justify the high transaction costs. To solve this problem,
a new and more efficient way of providing consensus needs to be invented, one that doesn’t
sacrifice transaction security in the process. The trade-off between security and cost is
prevalent in almost all aspects of life. For example, some people prefer to deposit their money
in a savings account that yields very low interest but offers guaranteed safety of principal,
whereas others prefer to invest in equities that offer higher expected returns but do not
guarantee safety of principal. An equilibrium is reached when cost equals the aggregate utility
of security (Ometoruwa, 2018).
Interoperability is another problem that blockchain enthusiasts are eager to solve. The
goal is to create a platform which facilitates the transfer of value between different blockchains
with minimal friction. An accurate description would be that it is a blockchain of blockchains.
Currently, one cannot transfer value between different blockchains without either transacting
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directly with another person or using a cryptocurrency exchange. The need for intermediation
services creates centralized weak-points that threaten the security of the system. The result is
that, although each individual blockchain is fully secure and decentralized, the overall system
is neither secure nor decentralized. Additionally, the exchanges charge fees to both sellers and
buyers the service they provide.
Example: John owns some money, approx. $10,000, and has chosen to store his
wealth on the Bitcoin blockchain. To do that, he bought 1 BTC, which is the
bitcoin blockchain’s native digital currency.
John’s cousin, Alice, wants to start a business and has created a crowdfunding
application on the Ethereum blockchain.
John wants to invest $1,000 dollars in Alice’s business. To do that, John needs
to convert a portion of his Bitcoins to the Ethereum blockchain’s native
digital currency, Ether.
To perform the transaction, John can either find someone he knows and trusts that
currently owns Ethers and is willing to sell them in exchange for Bitcoin, or he can use a
cryptocurrency exchange. Option number one requires John to completely trust the person he
transacts with, otherwise he could be exposed to the possibility that the other person does not
hold up his/her end of the deal. He could end up losing his money if he sends his Bitcoins and
does not receive the agreed upon number of ethers for them. The reason is that transactions on
both the Bitcoin and Ethereum blockchains are 100% irreversible and exist in completely
separate virtual universes. The other option John has is to use a cryptocurrency exchange to
sell his Bitcoins to in exchange for Ethers. These exchanges exist because they greatly increase
efficiency by matching sellers with buyers. John could then take his Ethers and deposit them
in Alice’s crowdfunding smart contract.
To move from one blockchain to another, one typically has to go through a “trusted
third-party” (a cryptocurrency exchange). When using a cryptocurrency exchange there is a
risk, however small, that the exchange may be hacked and the money stolen. There have
already been a number of incidents where crypto-exchanges have lost their customers’ money
due to negligent breaches of security protocol and inadequate security systems. Hackers
explicitly target the exchanges because of the high volume of cryptocurrencies they have in
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their accounts at any given time. 3rd generation blockchains will allow money to flow from one
blockchain to another without having to pass through a centralized institution, such as a
cryptocurrency exchange. If successful, 3rd generation blockchains will eliminate the need for
crypto-exchanges and put them out of business. The benefits of this would be increased security
in terms of flow of money, as well as lowered transaction costs for sellers and buyers (Vasek,
Thornton & Moore, 2014).
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6

Scenarios

6.1

Scenario – Supply chain management

A supply chain may be defined as an integrated process wherein a number of various business
entities. The supply chain is an important factor of running a business. The supply chain is the
network between a company and its suppliers to produce a product, it represents the process
from raw material to a finished product for customers. Supply chain management is a very
important process because an optimized supply chain results in lower costs and faster
production. In large businesses the supply chain can be very complex and difficult to manage.
Although the supply chain is comprised of a number of business components, the chain itself
is viewed as a single entity. It may be spread across a few countries or even continents. By
having an efficient supply chain companies can maximize customer value and gain a
competitive advantage in the market. There are many things that can go wrong in the supply
chain, which will then slow down the rest of the chain (Beamon, 1998). That is why it is crucial
to have a smooth and efficient supply chain. Across a horizontal blockchain there are many
different participants who don’t all have the same database. It therefore becomes increasingly
difficult as the supply chain grows to manage it, because the information needed to do so
adequately is spread across many different databases.
However, now there is a possibility of combining all these databases. Allowing each
participant in the supply chain to interact and share information with one another through a
shared database, the blockchain. By conducting supply chain management through blockchain
technology, it is possible to make the supply chains of today even more efficient. Many
documents and large amounts of information make up supply chain management; it can be
difficult to synchronize everything because the necessary information can in a few different
places. If blockchain technology were used in supply chain management, everything you
needed to know would be accessible on the blockchain – every piece of information, from the
raw material stage to the finished goods stage. By having all of this information in one place
that can be opened anywhere throughout the supply chain, each step of the supply chain could
by much better synchronized with the others. The supply chain would run faster, more
efficiently and more inexpensively; this would result in lower costs and greater profits.
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6.2

Scenario – Online identity

Facebook has become the equivalent of your passport or your driver’s licence when you are
online. You log into many different kinds of applications through your Facebook account. By
doing this, these applications gather information about you and can start building your profile
around things that might interest you.
However, if Facebook decides to close your account for some reason, which has
happened to many people, you will consequently lose your identity online and possibly lose
access to all of the other applications you were connected to through Facebook. This problem
could be solved by storing your online identity as a singular digital file on the blockchain. By
doing this, your online identity is in your possession rather than in Facebook’s possession. You
could control how you used it and who you gave access to. This means that you can selectively
reveal the attributes about yourself that are necessary to facilitate the interaction. For example,
if a counterparty in an interaction needs confirmation that you have reached 21 years of age,
the national registry could provide you with confirmation of that, which you could share with
the counterparty to prove you are telling the truth about your age without revealing any more
information about yourself.
By using blockchain, in the event that you lost your Facebook account, you wouldn’t
have to start all over again as a person online. You could just grant other applications access to
your online identity and then the applications could provide you with the best service possible
right from the start. The applications would no longer need to learn about you through
Facebook, and figure out what interests you and what doesn’t. You could decide what part of
your identity you wanted to share with the company or application. A good example of a service
that uses this sort of information is Netflix.
If Netflix decides to raise the prices, their consumers aren´t as price-sensitive as they
should be because they know that Netflix has built up their profiles and now knows their likes
and dislikes. If Netflix consumers were to switch to Hulu or Amazon Prime they would have
to give these companies time to analyse their behaviour and get to know them just like Netflix
did. However, if you could take the part of your identity that Netflix had been using to build
your profile and move it over to Hulu or Amazon using the blockchain, these companies could
instantly provide you with the same or even better service than Netflix did. This example can
be compared to the way the telecoms businesses worked a few years ago when you had to
change phone numbers if you were going to switch from one service provider to another.
People were more hesitant to change companies and this resulted in poor service. After it
became possible to change service providers as often as you wanted and still keep the same
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phone number, the quality of service in the telecom business improved greatly. Hopefully
people will see a similar change in other fields through the use of blockchain technology. By
being able to control the information you reveal about yourself through the use of blockchain
technology application services and the application experience could be much better.
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6.3

Scenario – Real estate investment with smart contracts

John is a citizen of the United States of Blockchains (USB). The national currency of the USB
is a cryptocurrency called Federal Tokens (FT). Additionally, all government records are
digitalized and stored on the national blockchain, including real estate certificates of title
(COT).
John wants to buy a house, and has 10 million FT in capital saved up. He is considering
buying a house worth approximately 30 million FT. He soon finds a house that fits his
requirements and price range. He submits an offer on the house for 30 million FT with a
financing contingency of 20 million FT for 45 days. Additionally, the offer states that the seller
has to transfer full ownership of the house to the buyer within 60 days of the date that the
purchase is fully financed.
The owner of the house, Alice, accepts the offer on the condition that John posts 500
thousand FT as collateral in the event of failed financing. John agrees to the condition, but in
return, demands that Alice also post 500 thousand FT as collateral in the event that she fails to
transfer ownership within the 60-day deadline. Alice agrees.
In the USB, all legally binding agreements are created using the smart contract platform
of the national blockchain. To initiate the transaction, John and Alice draw up a smart contract
where the conditions of the contract are defined. The conditions are as follows:

John

Alice

Obligations
- Post 500.000 FT of collateral.
- Finance the purchase within
45 days of contract being
made.

Obligations
- Post 500.000 FT of collateral.
- Transfer ownership of the house
into the contract within 60 days of
financing being completed.

Entitlements
- John is entitled to Alices
collateral if she fails to deliver
the ownership within 60 days of
financing being completed.
- John is entitled to the
ownership of the house if he
suceessfully finances the
purchase.

Entitlements
- Alice is entitled to Johns collateral if
he fails to finance the purchase within
45 days.
- Alice is entitled to the 30.000.000 FT
is she transfers ownership of the house
within 60 days of financing being
completed.
- Alice is entitled to receiving her
collateral payment back if she holds up
to her end of the contract.

Figure 11: The obligations and entitlements of each party in the smart contract.
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In his search for financing, John finds a private investor named Steve who agrees to lend him
10 million FT with first seniority claim on the underlying asset in case of default. Due to John’s
relatively high down payment, and the seniority of Steve’s claim, he agrees to lend John the
money at a favorable interest rate of 4% per annum. The loan is to be paid back in equal
monthly installments over a 7-year period. Steve deposits the 10 million FT into the smart
contract 15 days after the contract was signed by John and Alice. John now has 30 days
remaining to finance the remaining 10 million.
To finance the remaining 10 million, John applies for a mortgage at his local bank. The
bank agrees to lend him 10 million in exchange for a second seniority claim on the house. The
loan carries an interest rate of 6% per annum and has a maturity of 15 years. The loan is to be
paid back in equal monthly installments. The mortgage is finalized exactly 30 days after the
contract was signed.
On the day they sign the contract, both Alice and John deposit 500FT each. Once both
parties have posted their collateral, the agreement becomes legally binding. John also deposits
an additional 9.5 million, completing his down payment of 10 million in total. If John fails to
acquire financing, he will receive his 9.5 million back and Alice will be compensated with his
collateral deposit of 500K. Conversely, if Alice fails to deliver the COT within 60 days of the
financing being completed, her deposit will be used to first pay Steve and the bank 60 days of
accrued interest, and the remainder will be paid to John as compensation.

Figure 12: The amount of money each party deposits in the smart contract.
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After having successfully financed the purchase, John has fulfilled all of his requirements as
stated in the contract. Alice now has 60 days to complete the transaction and successfully
transfer ownership of the house. Alice has in her possession the digital certificate of title, which
proves that she is the legitimate owner of the house. All COTs are, in their own right, smart
contracts. Alice has an outstanding mortgage of 10 million FT, which she owes to a bank. The
bank has first seniority claim on the asset and Alice has a second seniority claim. This means
that if the house is sold, the bank will first be paid the full amount of 10 million FT, and Alice
will receive the rest. Alice has full authority to sell her house at any price she pleases, as long
as the selling price is greater than, or equal, to the outstanding debt (homeowner equity has to
be positive). This rule is in place to ensure that a homeowner with negative equity does not
have the authority to transfer ownership of an asset and determine the selling price.
Exactly 60 days after John completes his financing, Alice deposits the COT into the
contract. Both Alice and John have now fulfilled all of their responsibilities according to the
purchase agreement, and the transaction is executed. The COT becomes a new smart contract,
in which there are now 3 parties (John, Steve, and John’s bank). The funds are then
automatically paid out to the previous owners of the COT, (in this case Alice and the bank) in
accordance with the seniority. Additionally, Alice receives her collateral deposit back as per
the agreement.

Figure 13: The transaction of COT and funds.
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After having completed the transaction with Alice, the ownership of the house is now in John’s
hands. John takes possession of the house and currently owns 1/3 of the value of the house in
equity. He has two creditors to whom he owes 10 million FT each. The creditors have a claim
on the house if John fails to meet his payment schedule. All of the payments John makes
towards paying down the principal and interest must be deposited into the smart contract (smart
contract B), which then delivers the funds to the creditors in order of seniority. Because Steve
has a first seniority claim, he has first priority on all payments made to the contract. Only after
Steve has been paid the full amount that he is owed each month will the bank receive their
payment. This ensures that the priority of claims is respected, and makes it impossible to
discriminate against creditors.
The figure below shows Smart contract – B, the three parties of that contract are John,
Steve and the bank. The contract shows in what order the seniority claims are.

Figure 14: Smart contract – B. Showing the order of seniority claims.
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7

In depth interviews

7.1

Methodology

Qualitative research is designed to reveal a target audience’s range of behavior and the
perceptions that drive it with reference to specific topics or issues. The results of qualitative
research are descriptive rather than predictive. The data collected is peoples own written or
spoken words and their observable behaviour. An in-depth interview is a type of qualitative
research method which researchers use to elicit information in order to achieve a better
understanding of the interviewee’s point of view or situation. This type of interview involves
asking participants predetermined open-ended questions and then asking probing questions to
obtain information deemed useful by the researcher. In-depth interviews are very flexible oneon-one interviews, one participant is interviewed at a time and they are generally quite long.
(Taylor, Bogdan & DeVault, 2015).

7.2

Purpose of in-depth interviews

In order to increase the researchers’ understanding of the research topic, in-depth interviews
were conducted with three individuals. The researchers wanted to interview individuals with
knowledge of the blockchain, cryptocurrencies and cyber security. The research topic is such
a complex issue that the researchers deemed it would be necessary to interview more than one
person to answer all the questions that they wanted to ask.

7.3

Participants

Three in-depth interviews were conducted with individuals which had different knowledge
about the subject topic. The first person interviewed was Pétur Árnason, a member of the
Auroracoin team. Auroracoin is the first Icelandic cryptocurrency, so the researchers felt that
Pétur could provide answers regarding the function and possible future of cryptocurrency. The
interview was conducted on the 6th of March 2018.
The second interviewee was conducted with Gísli Kristjánsson, one of the co-founders
of Monerium, a FinTech company that is developing a solution for transacting fiat currencies
over blockchains. The Ministry of Finance and Economic Affairs in Iceland recently asked
Gísli to present a lecture to the ministry on the research topic. The researchers felt that
interviewing Gísli could provide them with deeper knowledge of the Blockchain and its
possible future functions. The interview was conducted on the 10th of April 2018.
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The third interview was with Hákon Lennart Aakerlund, who works as head of cyber
security in Landsbankinn’s IT department. The researchers felt that interviewing Hákon could
provide them with useful information about the future of blockchain technology with regard to
banking, security and cyber fraud issues. The interview was conducted on the 4th of May 2018.

7.4

Data collection tools

A questionnaire was created by the researchers for each individual. The questionnaire for Pétur
and Gísli was similar because both interviews were intended to provide information on the
blockchain and cryptocurrencies. However, the third interview with Hákon was intended to
provide information on the security aspect of the technology, so this questionnaire was more
security based. The questionnaire for each interview can be found in appendix A.

7.5

Procedure

Emails were sent to Pétur Árnason, Gísli Kristjánsson and Hákon Lennart Aakerlund
expressing the researchers’ interest in getting their views on the research topic and through
email communications a date, time and place for the interviews was set. Before each interview,
the researchers asked for permission to record the interview.
The first interview was with Pétur Árnason. The researchers met with him at his
workplace and the interview was conducted in one of the conference rooms. The interview took
83 minutes. One of the researchers asked the questions while the other recorded the interview.
The second interview was with Gísli Kristjánsson. The researchers met with him at his
workplace, and the interview was conducted in a seating area that was available. The interview
took 76 minutes and, as in the previous interview, one researcher took the role of the
interviewer while the other recorded it.
The third interview was with Hákon Lennart Aakerlund. The researchers met with
him at Landsbankinn, his place of work, and the interview was conducted in a conference
room. The interview took 64 minutes like in the other two interviews, one researcher took the
role of the interviewer while the other recorded the interview.

7.6

Data analysis

The three interviews were all conducted in Icelandic and recorded to maintain a natural flow
of conversation. Afterwards, they were processed into a text document and translated into
English.
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7.7

Results

7.7.1

Pétur Árnason

The interview with Pétur Árnason was intended to provide the researchers with a better
understanding of cryptocurrencies and how they could affect finance.
First, the researchers asked Pétur what had first interested him about cryptocurrencies.
Pétur said that he was drawn to cryptocurrencies through mining, but that he also felt that the
current monetary system is flawed, that the banks had way too much power and that he wanted
to see a change in the monopoly held by the banks.
When asked what he considered the most important factors about cryptocurrencies
Pétur said: “There are two main factors. There is a fixed money supply and the
decentralization.” Pétur said that in the current monetary system used by the central banks can
affect their money supply by creating more money, which can lead to inflation, and therefore,
your money may lose value. By having a fixed money supply, no one can create more money
at will. Pétur feels that the central banks are a major problem, that they know the system is
flawed and they can’t control the banks but the central banks try to do so by for example
creating more money which has a negative impact on consumers.
According to Pétur, inflation is an abnormal condition and he thinks cryptocurrencies
will give people the solution to this condition. Cryptocurrencies need to become the new
monetary system because they do not mix with the current monetary system as it is inflation
based.
After that statement the researchers asked Pétur whether he felt that cryptocurrencies
were a threat to the banking system. Pétur answered: “No, not necessarily the banking system
but it is a threat to the whole monetary system which affects the banks.” According to Pétur
banks would function differently than they do today if cryptocurrencies were to become the
dominant monetary system. We are, however, a long way away from this happening;
cryptocurrencies are still at a very early stage and could not service the whole world.
Finally, Pétur said that as the technology and currencies evolve and people become
more open to the idea of using cryptocurrencies, we will begin moving in the right direction
and possibly have a better option than today’s monetary system, one that is worth fighting for.
7.7.2 Gísli Kristjánsson
The interview with Gísli Kristjánsson was mainly intended to provide the researchers a deeper
understanding of the blockchain and what its possible use cases might be in the future.
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When asked about the main advantages of the blockchain, Gísli said that this is the first
time that people have ever had the ability to transfer money across the world without third party
interference, as if they were sending an email. He spoke about the many things that can go
wrong with the current system of transferring money. He felt that there is too much need for
human interaction in the system, which creates a greater possibility of mistakes being made.
He also spoke about the possibilities that the blockchain offers to newcomers on the market. It
lowers the threshold for people entering the market to innovate and build on the blockchain.
He compares this new possibility to the time when the Internet was new and anyone could take
the Internet and use it to do what they wanted it to do, whether that was creating a search
engine, or something else. You didn’t require the consent of everyone using the Internet. This
will be a major factor in this system evolving faster than the initiatives of fintech companies
who are trying to innovate within the old system, since the fintechs always have to cooperate
with a bank or credit card company.
The third factor is that lowering the threshold of innovation offers the possibility of
what he referred to as “de-bundling the banks”, or splitting the functions that banks handle
today into smaller pieces that are spread out over more organizations, therefore decreasing the
likelihood of a bank becoming too big to fail. Gísli predicts that in the next five to ten years’
companies like Facebook, Google, Amazon or Apple will start competing with the banks to
offer payment systems that are free of charge. The blockchain could decentralize the banks’
business model.
Gísli thinks we will see a big change not only in the financial system, but also in the
creation of new companies. With this new technology, where newcomers can take existing
components and bundle them together to create a new business, we will see a lot more
businesses emerging using components created on the blockchain. Today the way you can
create companies is similar to the way you can create software. Gísli then went on to say that
the blockchain is not very far along in its evolution; he feels it has far more potential than
people currently recognize.
When asked about the biggest disadvantages and barriers that the blockchain needs to
overcome, Gísli spoke mainly about the scalability of the system. For example, the bitcoin
blockchain is capable of handling 4 to 7 transactions per second worldwide, but at the same
time, Visa is capable of thousands of transactions per second. There will have to be some kind
of a trade-off with respect to security versus transaction speed. Scalability is still an unsolved
problem, but all over the world people are attempting to solve this problem from many different
angles, one of which is the Lightning network. The Lightning network is basically a layer on
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top of the blockchain where you open a payment channel between two parties, and then send
only the settlement transaction via the blockchain. By using the Lightning network one could,
for example, connect to a Wi-Fi router and create a payment channel between your phone and
the router. While you are using Wi-Fi, payments are sent to the router over the Lightning
network, but as soon as you stop using the Wi-Fi connection and walk away, the transaction is
settled and broadcast on the blockchain. Gísli predicts that we will see a lot of different
blockchains that are used for different purposes. For example, one blockchain could be a real
estate blockchain and another could be a health care blockchain All of these blockchains will
then be synced to the main blockchain, and settlement transactions from each blockchain will
be broadcast a few times daily on to the main blockchain. Gísli said this is one of many possible
solutions to the problem of making the blockchain a more scalable technology. It is, however,
still far from being scalable enough to compete with the current payment transaction system.
When asked about fields that the blockchain could possibly be implemented in, other
than finance, he said the possibilities were endless. The blockchain is so versatile that it could
be used in many different fields in many different ways, all due to the fact that anyone could
take existing components from the blockchain and pair them with new components or other
existing components to create something new. Gísli mentioned that the blockchain could be
used in the health care system, for identity theft prevention, by the government, in the insurance
system, in supply chain management and in the real estate business. Using the blockchain in
these fields they could make them more efficient, and could therefore cut costs which would
lead to lower prices and greater consumer welfare. For example, it is difficult to coordinate
everything in supply chain management when you are sourcing many different products to use
in your production from many different countries. The blockchain could coordinate this in a
much easier way than this is done today.
Gísli spoke about the effect that Facebook has had on identity and how the blockchain
could prevent people from losing their identities online. Your Facebook account has become
your identity online, but Facebook owns the information behind it, so you are providing
Facebook with valuable information about yourself, which the company can use to its
advantage. If you could become the one who controls this information, who it is shared with
and what part of it is shared, your Internet experience could become much more streamlined
according to Gísli. The use of blockchain technology could make this possible.
He then went on to talk about the influence that the blockchain could have in trading
and how it could eliminate a problem that occurs in the current trading system. When you are
using high frequency trading there are multiple trades happening per second. But at the end of
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the day even though you have traded your shares and the trade transaction has gone through,
the ownership of the share has not changed. The ownership can often take up to three days to
change because the trade has to be validated and checked before the shares change ownership.
By using the blockchain this problem can be solved because the trade and the ownership change
are synchronized and go through at the same time. Gísli also spoke about the effect the
blockchain could have on private equity deals. In these types of deals, lawyers and banks are
often used as an escrow service, in which both parties deliver the payment and the product to
the service provider. When both parties have delivered, they both receive their cut of the deal,
but the escrow service charges a service fee. By using the blockchain you eliminate the need
for the third party service and thus the service fee, which makes the transaction more efficient.
Gísli said these were only a few of the possibilities that the blockchain offers; people are always
coming up with new ways of utilizing it.
When asked about whether he felt that a major disruption, like a financial crisis or
hyperinflation, would help the blockchain, Gísli said it would be a good catalyst for
implementing blockchain technology. People are always more hesitant to change something
that works, and therefore a catalyst could speed up the process of blockchain implementation.
Gísli then pointed out that this may already be happening, for instance in the case of Facebook
leaking personal data. This could be the incentive for people to want to use the blockchain in
order to secure their personal data more effectively.
The effect that regulation could have on the blockchain has been a hot topic in the
media, so the researchers asked Gísli his opinion on regulation and its effects. Gísli said that
he felt it was naive to think that; he feels that as this technology becomes more mainstream, it
will remain unregulated. If the technology were to ever get off the ground and reach its full
potential, there would have to be regulation so people who were sceptical about it could start
trusting the technology. However, Gísli felt that the need for regulation would not be as great
as it is in the current financial system. The blockchain could make it easier to enforce the
regulations that would be set and that supervising these regulations would become easier. Gísli
said it was possible that the loss of the anonymity factor would have to be a trade-off for
regulation. He also said it was possible that there would be many blockchains serving different
purposes and that they would vary in terms of regulation. One blockchain could be used for
large, highly secure transactions, another for fast micro transactions, and another for very
private transactions. However, even if regulations were established, there would still always
be a group of people who used the blockchain for criminal activities just as they do in the
current financial system.
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Another factor that could affect the growth of the technology is energy consumption,
and the researchers asked Gísli what his thoughts were on this topic. Gísli said this was a
serious problem that many people around the globe were trying to solve. Proof of work is very
wasteful, and people are trying to find an algorithm that provides the same security as proof of
work. One possibility is proof of stake. However, proof of stake is not as secure as proof of
work, so many have said that the solution is to use a combination of the two in the financial
system. Proof of stake would be used as a method of verification, and then pegged to a
backbone blockchain that uses proof of work, thus providing the security. Maybe once per day
a hash would be sent to the proof-of-work blockchain, and in the worst-case scenario someone
could tamper with the transactions that are created after the hash was broadcast on the proofof-work blockchain. Gísli said there were many ideas like this floating around and that
hopefully one of them would solve the problem.
7.7.3 Hákon Lennart Aakerlund
In order to gain a deeper understanding of security in the banking system and the dark side of
cryptocurrencies, the researchers conducted an interview with Hákon Aakelund, a cyber
security expert at Landsbankinn.
First, the researchers asked Hákon whether or not Landsbankinn had been looking into
the possibility of using of blockchain technology and cryptocurrencies. He said that he was
aware that foreign financial companies had been looking into moving more of their operations
into virtual currencies. Paper money is becoming outdated, and everything is moving towards
virtual currency. It is only a matter of time until financial companies abroad start offering
virtual currencies; whether these currencies will be Bitcoin or something else is uncertain.
Hákon said that he doubts the virtual currency will be Bitcoin, and that here in Iceland things
are moving a bit more slowly than elsewhere. Banks have mainly been looking into the cyber
fraud aspects of Bitcoin, because Bitcoin is the largest cryptocurrency and it is a currency that
has been widely used in criminal activities. However, nowadays criminals are migrating to
other more anonymous and untraceable cryptocurrencies, such as Monero.
Bitcoin is the main currency of the dark web. On the dark web you can purchase drugs,
weapons, hormones, pornography, fake IDs, fake passports, fake money, and stolen items; you
can even buy services such as money laundering, human trafficking, terrorism, murder,
prostitution, rape and hacking. All of these things can be bought and sold using Bitcoin. Hákon
says that since Bitcoin is so strongly linked to all these illegal activities, it would be difficult
for a bank to back Bitcoin as a currency. Banks do not want to be linked these kinds of
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activities, and while Bitcoin is still being used in so many illegal activities it is unlikely that
banks will want to do business with Bitcoin.
When asked whether Landsbankinn had ever received a threat demanding payment in
Bitcoin and claiming the sender would follow through on the threat if the bank didn’t pay,
Hákon said that this happened a lot. Landsbankinn has received numerous threats demanding
payment in Bitcoin that claimed their servers would be hacked if they didn’t pay, but Hákon
says they have ways of monitoring these threats and whether they should be taken seriously.
There is a website called Blockchain.info on which you can look up Bitcoin addresses, so when
Landsbankinn receives a threat demanding payment to a certain Bitcoin address they look up
that address. If there are no transactions and no balance associated with the address, they don’t
take the threat seriously; however, if there is a substantial amount of money on the account,
they do take the threat more seriously. Landsbankinn has never paid any one who threatened
them with a cyber-attack and has a strict policy not to do so. Hákon said that if these individuals
were paid, it would give them an incentive to attack again and do more damage; this is why
they never consider paying them off. Hákon says that there are a few large hackers or groups
of hackers who could cause severe damage if they wanted to, so every threat has to be looked
into and monitored. Hákon mentioned the hacking of Sony Pictures as an example of a cyberattack that caused a lot of damage. Sony Pictures was hacked in late 2014; intellectual property,
private emails, and sensitive material were stolen and used to cause further damage (“Sony
Cancels ‘Interview’ Release,” 2014).
When asked about the anonymity and traceability of Bitcoin Hákon said that analysts
are always getting better at tracing and mapping who is behind the transactions; this is why
criminals have started migrating to other currencies. Hákon feels that this is a good thing, and
even though Bitcoin is losing some of its characteristics, this could prevent criminals from
using the currency. Hákon then said that when the use of quantum computers starts things will
change; everything that is encrypted now is unlikely to be considered sufficiently encrypted in
the future. Quantum computers can crack these encryptions because they are substantially more
powerful than today’s computers; they will make everything faster and easier to solve.
The researchers then asked what the biggest security threats are in banking today.
Hákon said that all of the biggest threats are cyber threats. It is very unlikely that someone
would try to commit a bank robbery in Iceland. One of these cyber security threats is business
email compromise; this is where the fraudster creates an email that looks exactly like an email
sent from within a company. The email is then sent to lower ranking staff from their boss and
they are told to transfer money to an account – the fraudster’s account.
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Another type of cyber threat occurs when hackers threaten to take down the bank’s
servers and cause damage to their service. Then there are phishing websites, on which they try
to get people’s usernames and passwords to log onto their online bank accounts. Trojan attacks
are also something that banks need to worry about; these occur when a Trojan virus infects a
bank client’s computer or smartphone and takes over the device. From there the fraudster can
log into the client’s online bank account and transfer all of the money out while the client is
unable to do anything to stop it.
On the subject of whether banking would become more secure if banks started using
blockchain technology, Hákon said that he was certain that it would be more secure. According
to Hákon, banks will definitely start using blockchain technology sooner or later; blockchain
is the future of banking. Blockchain technology will make everything simpler and more
efficient.
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Discussion

There are many factors that determine the success or failure of any new technology. The
journey from proof-of-concept to widespread user adoption is rarely, if ever, an easy one. Truly
groundbreaking innovations are ones that have such far-reaching implications that they
eventually affect all aspects of society. The Internet is an example of a technology that has
transformed every aspect of society. It has forever changed how we exchange information and
communicate with one another. Although the original version of the Internet could only be
used for a limited set of tasks, like sending and receiving emails, it was first and foremost a
proof-of-concept. The Internet proved that it was possible to create a web of interconnected
computers that were able to exchange digital information over vast distances in a short period
of time. The early adopters of the Internet could see that the true potential of the Internet went
far beyond electronic messages.
Blockchain technology is still in its infancy. The intended purpose of blockchains was
to solve the double-spending problem for digital currencies. By solving the double-spending
problem, a digital currency could be created that did not require a central authority to control
it. Bitcoin was essentially a proof-of-concept for direct digital transactions. Following the
release of Bitcoin, it quickly became apparent that the potential for blockchain technology went
far beyond the field of digital currency. At its core is the blockchain’s ability to eliminate both
counterparty risk and the need for financial intermediation in digital transactions.
The blockchain is at a critical stage of development where it needs to transition from
the proof-of-concept stage to become a full-fledged reality. In order for that to happen, a
collective effort among all stakeholders will be needed. Like owning a car where there are no
roads to drive it on, blockchains are only as valuable as the infrastructures that support them.
Many of the potential use-cases for blockchain technology require the participation of
government entities in order to be viable. For example, in Scenario 6.3 where the certificates
of ownership (Certificate of Title) need to be digitalized in order for the scenario to work.
Currently, the main source of blockchain development is investments from the private
sector, where businesses are constantly searching for a competitive advantage. Multinational
logistics and manufacturing companies have taken a keen interest in blockchains as a tool for
supply chain management. By managing supply chains in an integrated system that can
transcend all borders, efficiency and accuracy of records could be increased dramatically. With
the promise of increased efficiency and lower costs in managing their supply chains, some of
the world’s leading logistics and manufacturing firms have invested heavily in blockchain
related development.
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As with all new technology, only time will tell what the long-term impacts will be. The
success of any technological innovation depends on its capacity to create value. The future of
the blockchain depends on it being able to successfully deliver the promise of greater efficiency
and lower cost for users. If blockchains can successfully create value and increase social
welfare, increased user adoption and further investment will inevitably follow. It would be
unfair to assume that any blockchain would be flawless at such an early stage. There are still a
lot of problems that need to be solved before blockchain technology can achieve its full
potential. It will require the cooperation of all relevant stakeholders to solve these problems,
and the process will likely take some time. Adoption of blockchain technology poses a great
threat to the existence of businesses in the financial services industry. It would be naïve to
assume that there will be no resistance from those who benefit from the status quo. The
financial services industry has shown itself to be a very powerful lobbying force in politics
worldwide. The conclusion of this paper is that we are at the beginning of a new technological
revolution – the blockchain revolution. It may take some time and have its fair share of ups and
downs, but ultimately its impact will be comparable to the impact of the Internet itself.
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Appendix
Appendix A: Questionnaires from the in-depth interviews.
In depth interview with Hákon Lennart Aakerlund, head of cybersecurity at Landsbankinn’s
IT department.
1.   What is your educational and professional background, and what role do you play in
the cybersecurity department at Landsbankinn?
2.   In your opinion, what are the biggest cybersecurity threats that the commercial
banking industry currently faces?
3.   In your opinion, do cryptocurrencies offer a solution to any of the cybersecurity
threats that the commercial banking industry faces?
4.   In your opinion, are the legacy based systems that are currently in use more/less
secure than using blockchain technology?
5.   In your opinion, does blockchain technology present a threat to the business model of
the financial services industry.
In-depth interview with Gísli Kristjánsson, co-founder of Monerium ehf.
1.   What is your educational background and how did you become involved with
cryptocurrencies and blockchain technology?
2.   In your opinion, what are the main advantages of blockchain technology?
3.   I your opinion, what are the main disadvantages of blockchain technology?
4.   In your opinion, what are the main alternative use cases for blockchain technology
outside cryptocurrencies?
5.   In your opinion, what are the main advantages of using Bitcoin for financial
transactions?
6.   In your opinion, what are the main disadvantages of using Bitcoin for financial
transactions?
7.   In your opinion, are the current blockchains high energy consumption a prohibitive
factor in scalability and increased user adoption?
8.   In your opinion, what are the likely regulatory restrains on use of cryptocurrencies
going to be?
9.   In your opinion, does blockchain technology pose a threat to the financial services
industry’s long-term profitability?
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10.  In your opinion, what are the biggest challenges hindering further user adoption of
cryptocurrencies?
In-depth interview with Pétur Árnason, member of Auroracoin core development team.
1.   What is your educational background and how did you become involved with
cryptocurrencies and blockchain technology?
2.   How is the cryptocurrency that you are involved in developing, Auroracoin, different
from other cryptocurrencies such as Bitcoin?
3.   In your opinion, what are the main advantages of blockchain technology?
4.   I your opinion, what are the main disadvantages of blockchain technology?
5.   In your opinion, what are the main alternative use cases for blockchain technology
outside cryptocurrencies?
6.   In your opinion, what are the main advantages of using Bitcoin for financial
transactions?
7.   In your opinion, what are the main disadvantages of using Bitcoin for financial
transactions?
8.   In your opinion, what are the likely regulatory restrains on use of cryptocurrencies
going to be?
9.   In your opinion, does blockchain technology pose a threat to the financial services
industry’s long-term profitability?
10.  In your opinion, what are the biggest challenges hindering further user adoption of
cryptocurrencies?
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