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Abstract 

New Fundamental Status of the EU Right to the Protection of Personal Data: 

Challenges and Side Effects 

 

In recent decades, we have been living in a digitally driven transformation. We spend 

most of our time in using and searching for information on websites or online platforms, for 

various reasons, be it work, travel, shopping, entertainment, social media, etc., where our 

personal data are used, processed, collected or even transferred through internet search engines, 

with or without our consent. Obviously, personal data is a part of our private life, which needs 

to be protected and guaranteed. Thus, data protection laws have been adopted in many countries 

worldwide. The European Union has gone further and recognized the right to protection of 

personal data with a new fundamental status, in addition to the right to privacy. There are close 

links between these two fundamental rights, which are examined by the Court of Justice of the 

European Union (CJEU) in its landmark cases. The role of the CJEU is crucial in framing the 

data protection right with a fundamental status. The EU law framework in this field aims to 

protect personal data from any interference of public or private institutions. 

Moreover, since 2018, when the new General Data Protection Regulation 2016/679 

(GDPR) entered into force, the fundamental status of data protection has been strengthened. 

The legal principles of data protection and data subject rights have been broadened and 

improved. However, there are challenges and side effects. This thesis aims to enunciate the 

increasing need for the digital society to recognise the fundamental status of data protection 

right, at the same level as the right to privacy. The challenges of the EU primary laws, the 

CJEU’s case-law on data protection, and GDPR will be analysed. The side effects expressed 

by the impact of data protection rules on the internal market and consumer data will be 

discussed, in order to identify whether they threaten or affect the fundamental status of the data 

protection right. Moreover, the controversial issue of whether the data protection right is a 

consumer right or a fundamental one will be considered. 
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Útdráttur 

Ný grundvallarstaða réttarins til verndar persónuupplýsinga í Evrópurétti: Áskoranir 

og áhrif 
  

 

Undanfarnir áratugir hafa einkennst af starfrænt knúninni umbreytingu. Við eyðum 

miklum tíma í að nota og leita að upplýsingum á vefsíðum eða vefsvæðum, af ýmsum ástæðum, 

hvort sem það er vinna, ferðalög, innkaup, afþreying, samfélagsmiðlar o.s.frv., þar sem 

persónuupplýsingar okkar eru notaðar, unnar, þeim safnað eða jafnvel fluttar í gegnum 

leitarvélar, með eða án samþykkis okkar. Augljóslega eru persónuupplýsingar hluti af einkalífi 

fólks, sem þarf að vernda og tryggja. Því hafa lög um persónuvernd verið samþykkt í mörgum 

löndum víða um heim. Evrópusambandið hefur gengið lengra og viðurkennt réttinn til verndar 

persónuupplýsingum sem grundvallarréttindi, til viðbótar við réttinn til einkalífs. Það eru náin 

tengsl á milli þessara tveggja grundvallarréttinda, sem fjallað hefur verið um í nokkrum 

mikilvægum dómum Evrópudómstólsins (CJEU). Hlutverk CJEU hefur skipt sköpum við að 

ramma inn grundvallarstöðu persónuverndar- réttinda. Lagaumgjörð ESB á þessu sviði miðar 

að því að vernda persónuupplýsingar meðförum opinberra stofnanna og einkarekinna aðila. Þar 

að auki, frá því nýja almenna persónuverndarreglugerðin 2016/679 (GDPR) tók gildi árið 2018, 

hefur grundvallarstaða persónuverndar verið styrkt. Meginreglur um persónuvernd og réttindi 

skráða hafa verið rýmkaðar og bættar. Hins vegar hafa einnig fylgt þessu áskoranir og 

aukaverkanir. Markmið þessarar ritgerðar er að draga fram mikilvægi þess í hinu stafræna 

samfélagi að viðurkenna grundvallarstöðu réttarins til gagnaverndar, með sama hætti og 

rétturinn til friðhelgi einkalífs er viðurkenndur. Greindar verða helstu áskoranir 

grundvallarlaga ESB, dómaframkvæmd CJEU um persónuvernd skoðuð, og helstu ákvæði 

GDPR. Fjallað verður um áhrifum persónuverndarreglna á innri markaðinn og neytendagögn, 

til að greina hvort þær ógni eða hafi áhrif á grundvallarstöðu persónuverndarréttar. Ennfremur 

verður litið á hið umdeilda sjónarmið um hvort persónuverndarréttur sé- neytendarétturindi eða 

hvort hann skuli teljast sjálfstæður grundvallarréttur. 
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1. Introduction 

“The fundamental right to personal data protection should 

be considered a promise […] [such as] habeas corpus, 

[that] should be renewed and shifted from the physical body 

to the electronic body. The inviolability of the person must 

be reconfirmed and reinforced in the electronic dimension, 

according to the new attention paid to the respect for the 

human body. All forms of reductionism must be rejected.”1

                           

                                                          Rodotà S 

In our digitalized era, the protection of personal data is essential and has become a 

human right, albeit not yet a universal one. From the 2000s, the European Charter of 

Fundamental Rights (EU Charter)2,  in Article 8, recognizes and guarantees the right to data 

protection as a new fundamental human right. Human rights are generally acknowledged as 

inalienable, i.e., “inherent in a human being and should not be taken away, except in a specific 

situation and according to due process of law”.3 The Preamble to the Universal Declaration of 

Human Rights stipulates “recognition of the inherent dignity and the equal and inalienable 

rights of all members of the human family is the foundation of freedom, justice, and peace in 

the world”. 4  Therefore, data protection right may be considered as inalienable and it has human 

dignity in nature.5 In the EU, human dignity is recognized as an absolute fundamental right.6 

Fundamental rights are designed to protect individuals from the most severe forms of attacks 

on their personal dignity, regardless of the origin of such invasion.7 

The right to data protection is a quite new fundamental right enshrined in the EU 

Charter, being embedded in preceding instruments, including in Article 8 of the European 

Convention om Human Rights (ECHR).8 Nevertheless, enshrining data protection with a new 

fundamental right in Article 8 of the EU Charter has raised some challenges.9 The right to data 

 
1 Stefano Robotà, ‘Data Protection as Fundamental Human Right,’ in S Gutwirth and others. (eds), Reinventing 
Data Protection? (Springer, 2009), 81. 
2 Charter of Fundamental Rights of the European Union, [2000] OJ C364/1 (EU Charter). 
3 ‘OHCHR | What Are Human Rights’ <https://www.ohchr.org/en/issues/pages/whatarehumanrights.aspx> 
accessed 13 December 2020. 
4 Universal Declaration of Human Rights [1948] UNGA Res 217 A(III) (UDHR), Preamble Section 1. 
5 Orla Lynskey, The Foundations of EU Data Protection Law’ (Oxford Studies in European Law 2015), 242. 
6 European Data Protection Supervisor ‘Data Protection' <https://edps.europa.eu/data-protection_en> 
accessed 5 September 2020. 
7 Elisa Muir ‘The Fundamental Rights Implications of EU Legislations: Some Constitutions Challenges’ (2014) 51 
Common Market Law Review 222. 
8 Convention for the Protection of Human Rights and Fundamental Freedoms (European Convention on Human 
Rights, as amended) (ECHR) [1950] ETS 5. 
9 Gloria González Fuster and Raphaël Gellert, ‘The Fundamental Right of Data Protection in the European 
Union: Search of an Uncharted Right’ (2012) 26:1 International Review of Law, Computers & Technology 73, 
73-82. 
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protection derives and closely interferes with the right to respect private life or privacy. The 

new European rules on data protection, like GDPR10, have disputed the fundamental nature of 

the data protection right, while setting limits and conditions for its application. Even the CJEU 

challenged the new fundamental status of this right in its case-laws, recognizing it more as a 

constituent or ‘closely connected’, or inherent to the right to privacy11 rather than a new 

independent right. 

The debate on the fundamental status of the right to data protection raises a lot of 

questions. Why was it necessary to recognize the protection of personal data with new 

fundamental status, established in addition to the right to privacy? What was the role of the 

CJEU there? How do the European protection rules (GDPR) challenge this new fundamental 

right? Are there some side effects and how do they affect the fundamental status of the right to 

data protection? This thesis aims to answer all these questions. The thesis is divided into four 

main chapters.  

The first chapter will hold the introduction. The second chapter will explore the origins 

and evolution of the right to protection of personal data and how it achieves its fundamental 

status. A correct understanding of the concept of data protection rights can only be achieved 

through an overview of its legal roots. Further, the European primary law on data protection 

will be analyzed, to determine whether there are challenges and whether they affect the 

fundamental status of data protection right. 

The third chapter will be focused on the assessment of the CJEU’s case-law on the data 

protection right and its role in shaping it. EU data protection rules have been developed through 

CJEU’s case -law.  Big tech giants like Google and Facebook changed their data policy12 13 

following CJEU’s landmark cases such as Google Spain14 and Schrems I15 and Schrems II.16 

This analysis aims to determine whether the jurisprudence of the CJEU has shaped or 

circumvented the fundamental status of the right to data protection. 

 
10 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data and 
repealing Directive 95/46/EC (General Data Protection Regulation), [2016] OJ 2016 L 119 (GDPR). 
11 González Fuster and Gellert (n 9), 79. 
12 Dave Lee ‘Google Sets up “right to Be Forgotten” Form after EU Ruling' (BBC News, 2014) 
<https://www.bbc.com/news/technology-27631001> accessed 8 September 2020; 
13 Natasha Lomas ‘Max Schrems on the EU Court Ruling That Could Cut Facebook in Two' (TechCrunch, 2020) 
<https://techcrunch.com/2020/08/25/max-schrems-on-the-eu-court-ruling-that-could-cut-facebook-in-two/> 
accessed 8 September 2020. 
14 Case C-131/12, Google Spain SL v. Agencia Española de Protección de Datos (AEPD) (GC) [2014], E.C.R. 317. 
15 Case C-362/14, Maximillian Schrems v Data Protection Commissioner [2015], ECLI:EU:C:2015:650. 
16 Case C-311/18, Data Protection Commissioner v Facebook Ireland Limited and Maximillian Schrems [2020], 
ECLI:EU:C:2020:559. 
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The fourth chapter will give a general overview of the general requirements set out by 

the GDPR. The challenges of data protection rules to the fundamental rights of data subjects 

will be analyzed. An attention will be drawn to their conditions and limitations and how they 

affect the fundamental status and the true value of the right to data protection. 

The fifth chapter will assess whether and what kind of side effects EU data protection 

laws create. The impact of the data protection rules on the internal market and customer rights 

will be described. Personal data protection rules on the internal market may create some 

difficulties. For example, extra costs, trade barriers, and price raising may restrict competition. 

It, may delay, and impede the introduction of new products, and it, also may affect the 

consumer rights. The consumer data is tradable and views about ownership of personal data 

widespread. The idea of a simple consumer right of data protection emerges, rather than 

fundamental. Thereby I will delineate the enunciated side effects to identify whether they 

threaten the fundamental status of the right to data protection. Finally, I will provide some 

conclusions. 

 

2.      New Fundamental Status of the EU Right to Data Protection 

“Only by overtly placing the regulation of personal data 

protection under the scope of the new fundamental right 

(…)  can the EU ensure progress towards the substantiation 

of personal data protection in the EU.”17 

 

             González Fuster G and Gellert R 

 

        

At the outset, it is essential to establish the similarities and differences between privacy 

and data protection concepts for a good understanding of these two overlapping fundamental 

rights. Also, this chapter will analyze the evolution and origins of the right to data protection 

for a comprehensive acknowledgement of the need to proclaim its fundamental status in the 

EU Charter. Further, the challenges raised by the EU Charter to this status will be examined to 

realize whether the new fundamental status of the right to data protection is threatened or 

strengthened by the EU Charter. 

 

2.1      Data Protection and Privacy 

Concerns about protecting personal information from media dissemination through 

“instantaneous photographs and newspaper enterprise that had invaded the sacred precincts of 

 
17 González Fuster and Gellert (n 9), 81. 
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private and domestic life”18…, arose in the late nineteenth century in the U.S.19 and were 

considered interference with the right to privacy.  In their article, ‘Right to privacy’, U.S. 

lawyers Warren and Brandeis identified the protection of personal information as the right to 

privacy, specifically as ‘the right to be let alone’.20 The right to privacy or private life is a 

fundamental right preserved in the majority of the constitutions across the world and all 

international and regional human rights instruments. Clarke R. identified four categories of 

privacy: (i) ‘privacy of person (bodily privacy) referred to as physical integrity; (ii) privacy of 

personal behavior (media privacy)’ referred to in sensitive matters, such as political activities, 

religious practices or sexual preferences;  (iii) privacy of ‘personal communication 

(interception privacy)’  referred to with regards to communication issues and (iv) ‘privacy of 

personal data (data privacy or information privacy)’ referred to with regards to data protection 

issues.21 Westin A. defined the concept of control over personal information outlining privacy22 

as “the claim of individuals, groups, or institutions to determine for themselves when, how, and 

to what extent information about them is communicated to others”.23 Thereby, data protection 

originates from the right to privacy24, being perceived as a late privacy ‘spin-off’, and as such, 

both rights are ‘interchangeable’.25  However, the right to privacy protects private and sensitive 

data, such as personal data pertaining to racial or ethnic origin, political opinions, religious or 

philosophical beliefs, genetic data, biometrics, health data, trade-union membership, data 

concerning a person sex life or sexual orientation. 

In contrast, the right to data protection is wider, including also public and non-sensitive 

data, the processing of which must be controlled to be lawful, reasonable and fair.26 Nowadays, 

the right to data protection is one of the core fundamental rights in the EU. Also, data protection 

is seen as a safeguard of the fundamental right to privacy and is defined as a ‘law designed to 

 
18 S D Warren and L D Brandeis ‘The Right to Privacy’ (Harvard Law Review, Vol.4, No.5, 1890) 193-220,195. 
19 Yuliia Schaslivtseva ‘Informational Self-Determination of Europe and Its Importance – Legal Dialogue’ 
<https://legal-dialogue.org/informational-self-determination-of-europe-and-its-importance> accessed 13 
September 2020. 
20 Warren and Brandeis (n 18). 
21 Clarke Roger ‘Introduction to Dataveillance and Information Privacy, and Definitions of terms’ (1997)  
<http://www.rogerclarke.com/DV/Intro.html#Priv> accessed 19 September 2020. 
22 Lisa M. Austin ‘Re-reading Westin’ (2019) Theoretical Inquiries in Law 20, 53. 
23 Allan Westin ‘Privacy and Freedom’ (Atheneum, 1967), 7. 
24 European Data protection Supervisor ‘Data Protection’ <https://edps.europa.eu/data-protection/data-
protection_en> accessed 19 September 2020. 
25 Paul De Hert and Serge Gutwirth, ‘Data Protection in the Case Law of Strasbourg and Luxemburg: 
Constitutionalisation in Action’, in S Gutwirth and others (eds), Reinventing Data Protection? (Springer,2009), 
4. 
26 Bart van der Sloot, ‘Legal Fundamentalism: Is Data Protection Really a Fundamental Right?’ in R Leenes and 
others (eds), Data Protection and Privacy: (In)visibilities and Infrastructures, 36 (Springer International 
Publishing 2017), 3. 

http://www.rogerclarke.com/DV/Intro.html#Priv
http://www.rogerclarke.com/DV/Intro.html#Priv
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protect your personal data’.27 The European Data Protection Supervisor explains “Data 

protection is about protecting any information relating to an identified or identifiable natural 

(living) person, including names, dates of birth, photographs, video footage, email addresses, 

and telephone numbers. Other information, such as ID addresses and communications content 

… are also considered personal data.”28 Cambridge Dictionary defines data protection as “laws 

and regulations that make it illegal to store or share some types of information about people 

without their knowledge or permission”.29 Oxford Learner’s Dictionaries defines data 

protection as “legal controls that keep information stored on computers private and that limit 

who can read it or use it”.30  

 

2.2       The Origins and Evolution of Data Protection 

The occurrence of the right to the protection of personal data and its recognition as a 

separate fundamental right arose in the era of computers and digital technologies when personal 

data is collected, exchanged, stored, and processed around the world through various networks. 

At the outset, the need for privacy (data) protection in Europe arose as “a desire to prevent the 

government from using personal data for the purpose of executing malicious policies, as 

happened in Nazi Germany and other totalitarian states”.31 Therefore, European countries 

sought to recognize and guarantee, first in their national laws, and then in their constitutions, 

this vital right. However, in the early stages, data protection instruments have been closely 

linked to the right to privacy. The right to data protection has been seen either as part of privacy 

interests or as a dual right.32 This rationale has rooted from the jurisprudence of the European 

Court of Human Rights (ECtHR), which recognized that ‘informational privacy’ is protected 

by the right to private life (right to privacy) provided for in Article 8 of ECHR.33  The 

 
27 Privacy International ‘The Keys to data Protection. A Guide for Policy Engagement on Data Protection’ 
(Privacy International, 2018) , 4,9 < https://privacyinternational.org/sites/default/files/2018-
09/Data%20Protection%20COMPLETE.pdf>  accessed 19 September 2020. 
28 ‘Data Protection | European Data Protection Supervisor’ (n 24). 
29 ‘DATA PROTECTION | Meaning in the Cambridge English Dictionary’ 
<https://dictionary.cambridge.org/dictionary/english/data-protection> accessed 18 September 2020. 
30 Oxford Advanced Learner’s Dictionary ‘Data-Protection Noun - Definition, Pictures, Pronunciation and Usage 
Notes | Oxford Advanced Learner’s Dictionary at OxfordLearnersDictionaries.Com’ 
<https://www.oxfordlearnersdictionaries.com/definition/english/data-protection> accessed 18 September 
2020. 
31 Lucas Bergkamp, ‘EU Data Protection Policy. The Privacy Fallacy: Adverse Effects of Europe’s Data Protection 
Policy in an Information-Driven Economy’ (2002) 18 Computer Law&Security Report, 31-32. 
32 van der Sloot (n 26), 3. 
33 Antoainette Rouvroy and Yves Poullet ‘The Right to Informational Self-Determination and the Value of Self-
development: Reassessing the Importance of Privacy for Democracy’ in S Gutwirt and others Reinventing Data 
Protection? (Springer 2009), 69. 

https://privacyinternational.org/sites/default/files/2018-09/Data%20Protection%20COMPLETE.pdf
https://privacyinternational.org/sites/default/files/2018-09/Data%20Protection%20COMPLETE.pdf
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Scandinavian states were pioneers in the adoption of such laws on the protection of personal 

data. Sweden was the first European state to pass a data protection law in 1973. Then, in 1978, 

Denmark and Norway passed special data protection processing laws.34 The founding EU 

Member States, Germany in 1977 and France in 1978, also adopted processing data protection 

acts.35 In 1976, Portugal was the first European country to provide ‘The use of data processing’ 

with fundamental status in its Constitution, followed in 1978 by Austria and Spain. However, 

this was closely related to the right to privacy.36  

Moreover, since 1983, a related right to the processing of personal data,37 i.e. the right 

of ‘informational self-determination’, has been identified and developed by the German 

Federal Constitutional Court in its remarkable decision Volkszählungsurteil (Act of Census).38 

The Court declared unconstitutional the Federal German Act of Census that allowed for 

collecting and sharing of personal data between administrative and local institutions without 

the consent of data subjects.39 The German Court established that the ‘informational self-

determination’ has a basis on German constitutional rights on human dignity and personality 

provided for in Articles 1(1) and 2 (1) of the German Federal Constitution.40 The German Court 

held that “[...] in the context of modern data processing, the protection of the individual against 

unlimited collection, storage, use and disclosure of his/her personal data is encompassed by the 

general personal rights of the German constitution. This basic right warrants in this respect the 

capacity of the individual to determine in principle the disclosure and use of his/her personal 

data. Limitations to this informational self-determination are allowed only in case of overriding 

public interest”.41 Thus, the German Court found that the right to ‘informational self-

determination’ enables individuals to decide autonomously which of their personal data can be 

processed.42 However, the German Court recognized the non-absolute nature of the right of 

informational self-determination, which made it possible to justify limitation for public 

interests. Noteworthy, the German Court identified the key elements of the right to data 

 
34 Gloria González Fuster, 'The Emergence of Personal Data Protection as a Fundamental Right of the EU Law' 
(Springer International Publishing Switzerland, 2014), 58-66. 
35 ibid, 59-65. 
36 ibid, 67-70. 
37 González Fuster (n 34), 177. 
38 Urteil des Bundesverfassungsgerichts vom 15. Dezember 1983, Az.: 1 BvR 209/83, 1 BvR 269/83, 
1 BvR 362/83, 1 BvR 420/83, 1 BvR 440/83, 1 BvR 484/83. 
39 Kyung-Sin Park, ‘Do we need to separate privacy and reputation? USA, Europe and Korea.’  In Koltay Andras 

and Wragg Paul eds. Comparative Privacy and Defamation, (Edward Elgar Publishing Limited 2020), 135. 
40 Rouvroy and Poullet (n 33), 45. 
41 Park (n 39), 135. 
42 González Fuster (n 34), 177. 

https://en.wikipedia.org/wiki/German_constitution
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protection, such as consent, processing of personal data in a legitimate interest and for a strict 

purpose, from which it cannot deviate.43 The subsequent international and European data 

protection instruments adopted these crucial elements. Therefore, the concept of 

“informational self-determination’ is deemed to be the essence of the right to data 

protection”.44 

Consequently, being enshrined in the Constitutions of the European states, the right to 

the protection of personal data began to obtain a European fundamental status. The Meriem-

Webster e-dictionary defines the fundamental right as a “right that is considered by a court (as 

the U.S. Supreme Court) to be explicitly or implicitly expressed in a constitution (as the U.S. 

Constitution)”.45 The constitutional recognition of the right to data protection by European 

states which later became EU member states (Portugal and Spain in 1986; Austria in 1995), 

was the basis for the recognition of the fundamental status of this right in the EU.  

At the international level, several international instruments have resulted in the 

harmonization of the European national personal data laws. 

Thereby, on 23 September 1980, the Organisation for Economic Co-operation and 

Development (OECD) adopted the Guidelines on the protection of Privacy and Transborder 

Flows of Personal Data.46 The Preface of the OECD Guidelines, specified, at that time, that 

privacy protection laws have been enacted already by some of OECD European member 

countries such as Austria, Denmark, France, Germany, Norway, Luxembourg, Sweden, and 

also by the United States (U.S). While, Belgium, Iceland, the Netherlands, Spain, and 

Switzerland have prepared draft acts “to prevent what are considered to be violations of 

fundamental human rights such as the unlawful storage of personal data, the storage of 

inaccurate personal data, or the abuse or unauthorized disclosure of such data”.47 

The scope of the OECD Guidelines covers any “personal data, whether in the public or 

private sector, which because of the manner in which they are processed, or because of their 

nature or the context in which they are used, pose a danger to privacy and individual liberties”.48 

 
43 ibid. 
44 Gabriela Zanfir, ‘The Right to Data Portability in the Context of the EU Data Protection Reform’ (2012) 
International Data Privacy Law, 1-14, 7. 
45 Merriam-Webster Law Dictionary ‘Fundamental Right Legal Definition' <https://www.merriam-
webster.com/legal/fundamental%20right> accessed 11 September 2020. 
46 OECD, Recommendation of the Council concerning Guidelines Governing the Protection of Privacy and 
Transborder Flows of Personal Data, OECD/LEGAL/0188 (OECD Guidelines). 
47 OECD Guidelines, Preface. 
48 ibid, Article 2. 
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The OECD Guidelines were applied not only to automatically processed personal data but also 

to manually.49 

The OECD Guidelines defines personal data as ‘any information relating to an 

identified or identifiable individual (data subject)’.50 Also, OECD Guidelines sets out seven 

important principles on data protection, such as (i) notice –notification of the individual when 

his/her personal data is collected; (ii) purpose – the unique purpose of collected data; (iii) 

consent – permission of individual for disclosure of his/her collected personal information; (iv) 

security – preservation of security from any abuses; (v) disclosure – information to the 

individual about who is collecting his/her data; (vi) access – right to access and correction to 

the collected data; and (vii) accountability – remedy in case of non-compliance with this 

principles.51 Although the OECD Guidelines had a significant impact on the development and 

adoption of data protection laws around the world, including in Europe, they were not legally 

binding.52 

Therefore, the Council of Europe in collaboration with European Community (now EU) 

institutions, OECD, non-European countries (Australia, Canada, Japan, and the U.S.) drafted 

and adopted the Convention on data protection53 known as Convention 108.54 

Contrary to OECD Guidelines, the scope of the Convention 108 is extended only to 

automatically processed personal data.55 Convention 108 provides an identical definition of 

personal data as the OECD guidelines.  

The Convention 108 sets several essential principles to follow, referred to the quality 

of data,56 which means that the personal data needs to be “obtained and processed fairly and 

lawfully, stored for specified and legitimate purposes and not to be used in a way incompatible 

with those purposes, adequate, relevant and not excessive in relation to the purposes of data 

storage, ‘accurate and, where necessary, kept out of date, and preserved in a form allowing for 

identification of the data subjects’ for a period necessary for the purposes of data storage”.57 

Convention 108 also sets out some essential safeguards to enable any person to establish the 

 
49 ibid, Article 3 (c). 
50 ibid, Article 1(b). 
51 Anna E Shimanek, ‘Do You Want Milk with Those Cookies?: Complying with the Safe Harbour Privacy 
Principles’ (2001) 26:2 Journal of Corporation Law 455. 
52 González Fuster (n 34) 80-81. 
53 ibid, 87. 
54 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, 
Strasbourg, [1981[, ETS 108. 
55 ibid, Article 3(1). 
56 ibid, Article 5. 
57 ibid, Article 5 (a)-(e). 
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existence of an automated personal data file; to obtain information about the personal data 

stored; to obtain rectification or erasure of such data and to have a remedy.58 

However, Convention 108 lacked an enforcement mechanism.59 Therefore, in 2001, an 

Additional Protocol was signed, requiring the creation of supervisory authorities, and ensuring 

the protection of cross-border data flows.60 Convention 108 is open for accession to the third 

parties.61  

Within the EU, the European Parliament adopted three Resolutions in 1975, 1976, and 

1979, all called ‘Resolution on the protection of the rights of the individual in the face of 

developing technical progress in the field of automatic data processing’.62 The Resolutions 

stressed the pressing need of issuing a Directive or EC legislation on data processing.63 

The fundamental status of the data protection right was first declared by the European 

Commission in 1981, in its Recommendation when advocating the ratification of Convention 

108.64 

Consequently, based on the stringent necessity to harmonize data protection 

legislation,65 Directive 95/46/EC66 -, also known as Data Protection Directive, was adopted in 

1995. The Data Protection Directive gave substance and amplified the principles of Convention 

108.67 This Directive broadened the definition of personal data. It gave a detailed description 

to an identifiable person, as “one who can be identified, directly or indirectly, in particular by 

reference to an identification number or one or more factors specific to his physical, 

physiological, mental, economic, cultural or social identity”.68 The Data Protection Directive 

 
58 ibid, Article 8. 
59 Berkay Karadogan, ‘GDPR and COnvention 108 Article’ (ResearchGate, 2019) 
https://www.researchgate.net/publication/336512782_GDPR_and_COnvention_108_Article2 accessed 19 
September 2020. 
60 Additional Protocol to the Convention for the protection of individuals with regard to automatic processing 
of personal data regarding supervisory authorities and transborder data flows [2001] ETS No. 108. 
61 Council of Europe ‘Full List’ <https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/223> 
accessed 19 October 2020. 
62 Resolution of the European Parliament on the protection of the rights of the individual in the face of 
developing technical progress in the field of automatic data processing [1975] OJ C60/48; Resolution of the 
European Parliament on the protection of the right of the individual in the face of developing technical 
progress in the field of automatic data processing [1976] OJ C100/27; Resolution of the European Parliament 
on the protection of the right of the individual in the face of developing technical progress in the field of 
automatic data processing [1979] OJ C140/34 . 
63 González Fuster (n 34), 115-122. 
64 Commission Recommendation of 29 July 1981 relating to the Council of Europe Convention for the 
protection of individuals with regard to automatic processing of personal data [1981] OJ L246/31, recital 2 
65 Karadogan (n 59), 1. 
66 Directive 95/46 on the protection of individuals with regard to the processing of personal data and on the 
free movement of such data [1995] O.J., L 281/31 (Data Protection Directive). 
67 ibid, Preface 11.  
68 ibid, Article 2 (a). 
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had two objectives: ‘to protect the fundamental rights and freedoms of natural persons, and in 

particular their right to privacy with respect to the processing of personal data’,69 and to ensure 

the free flow of personal data.70 The Data Protection Directive did not distinguish the right to 

data protection from the right to privacy, in order to comply with Convention 108.71 Thus, the 

Data Protection Directive follows the stance of the Convention 108 “that can be summarized 

in the formula ‘data protection serves (in particular) privacy”.72 However in substance, the Data 

Protection Directive was in particular aimed to provide a “shape to a fundamental right”73 and 

it “has an impact on the scope of application of the EU fundamental right to data protection”.74 

Later, in 2018, the Data Protection Directive was superseded by the GDPR, a direct action 

regulation that excluded any reference to the right to privacy and explicitly provided for the 

fundamental status of data protection right. 

The Data Protection Directive set out an advisory body named ‘The Working Party on 

the Protection of individuals with regard to the Processing of Personal Data’, also called the 

Article 29 Working Party, composed of a representative of the supervisory authority(ies) 

designated by each country; a representative of the authority(ies) established for the EU 

institutions and bodies; and a representative of the European Commission. 75  The 29 Working 

Party was replaced by the European Data Protection Board (EDPB) on 25 May 2018 by 

entering into force of the GDPR.76 The EDPB is an independent European body, which 

contributes to the consistent application of data protection rules throughout the EU, and 

promotes cooperation between the EU’ DPAs.77 

In 1997, the Treaty of Amsterdam (EC Treaty)78 introduced a new Article 286  which 

provided: “From the 1 January 1999, Community acts on the protection of individuals with 

regard to the processing of personal data and the free movement of such data shall apply to the 

institutions and bodies set up by, or on the basis of the EC Treaty”.79 This right to data 

 
69 ibid, Article 1 (1). 
70 ibid, Article 1 (2). 
71 González Fuster (n 34), 131. 
72 ibid, 156. 
73 Muir (n 7), 226. 
74 Maja Brkan, ‘The Unstoppable Expansion of the EU Fundamental Right to Data Protection. Little Shop of 
Horrors’ (2016) 23:5 Maastricht Journal of Europe and Comparative law 812. 
75 Data Protection Directive (n 66), Article 29. 
76 GDPR (n 10), Preface 139. 
77 European Data Protection Board ‘About EDPB <https://edpb.europa.eu/about-edpb/about-edpb_en> 
accessed 9 November 2020. 
78 Treaty of Amsterdam amending the Treaty on European Union, the Treaties establishing the European 
Communities and certain related acts (97/C 340/01) [1997] OJ C340/1. 
79 ibid, Article 286 (1). 
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protection clause is the first binding primary EU legislation and does not make reference to the 

right to privacy, although it only applies to Community acts. Article 286 provided for the 

creation of an independent supervisory body responsible for monitoring the application of such 

Community acts.80 To implement the obligations laid down in the Article 286 EC Treaty has 

been adopted the Regulation (EC) no 45/200181 that requires for the protection of fundamental 

rights and freedom of natural persons and in particular their right to privacy, with respect to 

the processing of personal data.82 This Regulation again links data protection with the right to 

privacy and does not treat it as an individual right. 

In 2000, the EU Charter was adopted, which provided for in Article 8 the right to 

personal data protection as a fundamental right. However, until the 2009’ Lisbon Treaty,83 the 

EU Charter had no binding effect. 

At that time, the Data Protection Directive, Article 286 of the EC Treaty and Article 8 

of the ECHR84 constituted one of the primary sources to promote data protection right to the 

status of a fundamental right in the EU Charter.85 

From 2009, the Lisbon Treaty entered in force and introduced considerable 

achievements to the data protection right recognized it as fundamental, by making the EU 

Charter legally binding. Article 6 (1) of the Lisbon Treaty, gives the EU Charter the same legal 

value as the Treaties.  

Article 16 of the TFEU86 and Article 39 of the TEU87 replaced Article 286 of the EC 

Treaty and require EU institutions to lay down rules on data protection when processing 

personal data.88 Article 16 (1) of the TFEU stipulates: “Everyone has the right to the protection 

of personal data concerning them”. Article 16 of the TFEU also signaled the separation of the 

 
80 ibid, Article 286 (2). 
81 Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000 on the 
protection of individuals with regard to the processing of personal data by the Community institutions and 
bodies and on the free movement of such data [2001] OJ L8/1. 
82 González Fuster (n 34), 144. 
83 Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the European 
Community [2007] OJ C306/01. 
84 Article 8 of the ECHR provides for the Right to respect for private and family life: 1. Everyone has the right to 
respect for his private and family life, his home and his correspondence. 2. There shall be no interference by a 
public authority with the exercise of this right except such as is in accordance with the law and is necessary in a 
democratic society in the interests of national security, public safety or the economic well-being of the 
country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of 
the rights and freedoms of others. 
85 Brkan (n 74), 815 with regard to the Explanation on Article 8 – Protection of personal data in Explanation 
Relating to the Charter of Fundamental Rights, 
86 Consolidated version of the Treaty on the Functioning of the European Union [2008] OJ C 115/47.  
87 Consolidated version of the Treaty on European Union [2008] OJ C 115. 
88 ibid, Article 16 (1). 
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right to data protection from the right to privacy and included it independently on the EU’s 

core list of human rights.89 Article 39 of the TEU, constitutes a ‘specification’ of the legal basis 

applying to the data protection in the Common Foreign and Security Policy (CFSP) sector, 

which regulates the processing of personal data and the movement of such data in this particular 

area. 90  

Currently, due to new challenges to data protection, and due to the need to strengthen 

its implementation and to ensure its consistency and compatibility with the EU legal 

framework,91 i.e. GDPR, Convention 108 is being modernised. On 18 May 2018, the Council 

of Europe adopted a Protocol92 amending Convention 108, which was opened for signature 

from 25 June 2018.93 The Protocol will enter in force (i) when all Parties ratify the Convention 

108, or (ii) on 11 October 2023 if there are 38 Parties to the Protocol at this date. The Protocol 

is signed now by 38 Member States of the Council of Europe, including all EU Member States, 

except Denmark. From them, only seven were ratified, last by Cyprus on 21.09.2020. Four of 

the third countries have signed the Protocol, one of which has ratified it, that is, Mauritius.94 

Thus, the EU, through GDPR, gave the tone and influenced the recognition of data protection 

right with fundamental status worldwide.  

Thereby, the evolution of the EU primary and secondary data protection legal 

framework has led to the separation of the right to data protection from the right to privacy, as 

an independent fundamental right, recognized even internationally.  

However, the EU core legal framework on fundamental rights, i.e. EU Charter raised 

many challenges to the fundamental status of the right to protection of personal data. The next 

section will examine these challenges to determine whether there are weaknesses or strengths, 

in particular, compared to the right to privacy. 

 

 

 
89 Paul De Hert, ‘The Right to Protection of Personal Data Incapable of Autonomous Standing in the Basic EU 
Constituting Documents’ (2015) 31 Utrecht Journal of International and European Law 01. 
90 Franco Pizzetti ‘Article 39.TEU [Protection of Individuals with Regard to the Processing of Personal Data by 
the Member States’ in H J Blanke and others (eds.) The Treaty on European Union (TEU): A Commentary 
(Springer -Verlag Berlin Heidelberg, 2013), 1160. 
91 Karadogan (n 59), 3. 
92 Protocol amending the Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data, [2018] CETS 223. 
93 Council of Europe ‘Convention 108+: The Modernised Version of a Landmark Instrument - Newsroom’ Press 
Release <https://www.coe.int/en/web/data-protection/-/modernisation-of-convention-108> accessed 19 
October 2020. 
94 Council of Europe ‘Full List’ (n 61). 
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2.3      Challenges of the EU Charter to Data Protection Right 

The EU Charter has no reference to human rights, only to fundamental rights. The term 

‘fundamental rights’ is often used to refer to the special status granted to rights by a certain 

legal order.95 In contrast, ECHR does not refer to fundamental rights, but instead to human 

rights. González Fuster quotes: “In the EU Context, the idiom of fundamental rights commonly 

designate rights recognized in international law.”96 Moreover, the ECHR does not provide for 

the right to data protection.  

In contrast, the EU Charter distinguishes data protection in Article 8 from privacy in 

Article 7 and recognize them as closely related but separate fundamental rights.97 Article 7 of 

the EU Charter reads as follows: “Everyone has the right to respect for his or her private and 

family life, home and communications’. While Article 8 of the EU Charter states: ‘1. Everyone 

has the right to the protection of personal data concerning him or her. 

2. Such data must be processed fairly for specified purposes and on the basis of the consent of 

the person concerned or some other legitimate basis laid down by law. Everyone has the right 

of access to data which has been collected concerning him or her, and the right to have it 

rectified. 3. Compliance with these rules shall be subject to control by an independent 

authority”. However, the EU Charter does not clarify the distinction and relations between 

these two fundamental rights.98  

There is also no general constitutional tradition, according to which the protection of 

personal data is a fundamental right in the different EU member states.99 Therefore, the 

cohabitation of Articles 7 and 8 of the EU Charter is seen as a concession to various national 

constitutional provisions of the EU Member States.100  

The right to data protection is stipulated in the first chapter with two titles of the EU 

Charter, where classic rights and freedoms are. Therefore, all fundamental rights there are 

considered human rights. Consequently, Article 8 of the EU Charter that grants everyone the 

 
95 Pérez Luño, Antonio Enrique ‘Derechos Humanos, Estado de Derecho y Constitución’ (2010, Madrid Technos) 
10th ed., 569 in González Fuster (n 34), 164  
96 González Fuster (n 34), 172 
97 European Parliament ‘Personal Data Protection | Fact Sheets on the European Union’ 
<https://www.europarl.europa.eu/factsheets/en/sheet/157/personal-data-protection> accessed 18 
September 2020. 
98 González Fuster (n 34), 200. 
99 González Fuster and Gellert (n 9), 75. 
100 Dolores F Martínez Martínez, ‘Una aproximación crítica a la autodeterminación informative’ (2004), 
Thomson Civitas 219; in González Fuster (n 34), 199. 
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right to the protection of personal data101 embodies a new human right or an equivalent to 

that.102 

By recognizing the right to data protection, the EU Charter itself has questioned its 

fundamental status, mainly in contrast to the right to privacy.  

Firstly, there is a ‘tension’ in Article 8 of the EU Charter between the first two 

sections.103 The first section of this Article set up the ‘general basic rule’, such as the right to 

the protection of personal data, regarded as a “general prohibition of processing of personal 

data, while the second section institutes the possible exceptions to that rule”,104 such as (i) the 

fairness of the processing of the personal data: (ii)  the specified purposes; (iii) the consent 

of the person concerned; (iv) legitimate basis laid down by law; (v) right of access of person 

concerned, and (vi) the right to have it rectified. González Fuster and Gellert suggest that the 

first two sections of Article 8 of the EU Charter have ‘dual construction’. The processing of 

personal data granted in Article 8 (2) is ‘opposite’ to the protection of personal data embedded 

in Article 8 (1). The later can be defined as ‘non-processing of personal data’. However, the 

authors argue that any limitation to the right to data protection under Article 8 (1) of the EU 

Charter which is carried out under Article 8 (2) of the EU Charter will not affect the basic 

substance of this right.105 In order to clarify this aspect, the authors emphasized the opinion of 

Advocate General Siegbert Alber in his Opinion for Case C-369/98 noting that “there would 

be no need for data protection if there were a general prohibition of information disclosure.”106 

I agree with Advocate General Siegbert Alber opinion. The legislator had no intention to 

establish a ‘general prohibition rule on data protection’. Article 8 of the EU Charter does not 

set up a ‘dual construction’ between its first two sections. The intention was to grant a 

legitimate purpose to the processing of personal data and to strengthen the fundamental rights 

of data subjects. 

Secondly, Article 8 of the EU Charter provides for acceptable interferences to data 

protection.107 The data protection can be interfered with if the conditions under Article 8 (2) of 

the EU Charter are respected. While as regards other fundamental rights governed by the EU 

 
101 EU Charter (n 2) Article 8 (1). 
102 van der Sloot (n 26), 11. 
103 González Fuster and Gellert (n 9), 77-78. 
104 ibid. 
105 ibid. 
106 Case C-369/98, The Queen vs. Minister of Agriculture, Fisheries and Food, ex parte Trevor Robert Fisher and 
Penny Fisher, ECR-I 06751, Opinion of AG Alber, para. 41 in González Fuster and Gellert (n 9), 78. 
107 Juliane Kokott and Christoph Sobotta, ‘The Distinction between Privacy and Data Protection in the 
Jurisprudence of the CJEU and the ECtHR’ (2013) 3 International Data Privacy Law 222, 226. 
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Charter, the limitations to all rights are provided in Article 52.108 Under this provision, 

limitations (i) must be provided for by law, (ii) must respect the essence of the affected right, 

and subject to the principle of proportionality, (iii) must generally be and genuinely meet the 

objectives of general interest recognized by the EU or the need to protect the rights and freedom 

of others.  Concerning the right to data protection, the interference must directly comply with 

the guarantees set out in Article 8 (2) of the EU Charter, and only then it has to be considered 

the possible general limitations provided in Article 52 of the EU Charter. Thus, Article 52 (1) 

of the EU Charter being a “bedrock for fundamental rights, [is] a basis for data protection that 

would serve the interests of constitutional democracies”.109 

Thirdly, the EU Charter provides for the presumption of lawfulness in the processing 

of personal data by public or private individuals.110 Therefore, data protection right leads to a 

positive obligation aimed at ensuring the fairness, clearness, and adequateness of data 

processing activities. In contrast, essential human rights, such as the right to privacy, are based 

on absolute and conditional prohibitions,111 which leads to a negative obligation, to protect 

from arbitrary interferences.  

Fourthly, the EU Charter provides for the right to data protection as a compromise 

between divergent interests of private and public persons to process data, which is 

fundamentally different from human rights. In contrast, the right to privacy aims to protect 

individual interests subject to specific conditions, that imply the interference caused by the 

 
108 EU Charter (n 2), Article 52 named Scope and Interpretation, states: 1. Any limitation on the exercise of the 
rights and freedoms recognised by this Charter must be provided for by law and respect the essence of those 
rights and freedoms. Subject to the principle of proportionality, limitations may be made only if they are 
necessary and genuinely meet objectives of general interest recognised by the Union or the need to protect the 
rights and freedoms of others. 2. Rights recognised by this Charter for which provision is made in the Treaties 
shall be exercised under the conditions and within the limits defined by those Treaties.3. In so far as this Charter 
contains rights which correspond to rights guaranteed by the Convention for the Protection of Human Rights 
and Fundamental Freedoms, the meaning and scope of those rights shall be the same as those laid down by the 
said Convention. This provision shall not prevent Union law providing more extensive protection.4. In so far as 
this Charter recognises fundamental rights as they result from the constitutional traditions common to the 
Member States, those rights shall be interpreted in harmony with those traditions.5. The provisions of this 
Charter which contain principles may be implemented by legislative and executive acts taken by institutions, 
bodies, offices and agencies of the Union, and by acts of Member States when they are implementing Union 
law, in the exercise of their respective powers. They shall be judicially cognisable only in the interpretation of 
such acts and in the ruling on their legality.6. Full account shall be taken of national laws and practices as 
specified in this Charter.7. The explanations drawn up as a way of providing guidance in the interpretation of 
this Charter shall be given due regard by the courts of the Union and of the Member States. 
109 Marc Rotenberg ‘Schrems II, from Snowden to China: Toward a New Alignment on Transatlantic Data 
Protection' (2020) European Law Journal, 1-12 <https://onlinelibrary.wiley.com/doi/epdf/10.1111/eulj.12370> 
accessed 19 September 2020. 
110 van der Sloot (n 26), 16-17. 
111 ibid. 
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direct or indirect actions of public authorities. Thus, data protection rules differ from the nature 

of human rights.112  

Fifthly, Article 8 (3) of the EU Charter provides for the obligation for Member States 

to establish an independent supervisory authority to monitor the application of the 

implementing EU secondary rules. This kind of supervision authority is not provided for with 

regards to other classic fundamental rights. The Supervisory Authority is also called Data 

Protection Agency (DPA). DPA is vested with broad powers, including authorization, 

consultation, investigation, and remediation, that overstep the pure protection of human 

rights.113 However, these powers could not threaten the fundamental status of data protection 

right. Since the processing is presumed lawful, it must carefully monitor to ensure a high level 

of personal data protection, including legal safeguards and guarantees.  

Sixthly, Article 16 of the TFEU and Article 8 of the EU Charter require the 

implementation of its provisions. Thereby, only the right to data protection is governed by a 

detailed Regulation (GDPR), while other classical fundamental rights are not. Otherwise, EU 

Member States might “claim the right to interpret such rights according to their national 

traditions in their legislative framework”.114 In contrast, all other fundamental rights enshrined 

in the EU Charter are exercised by the EU Member States through a directive, which gives 

them an interpretive margin for implementing it, as opposed to a data protection regulation 

with direct effect. 

Seventhly, Article 8 of the EU Charter is based inter alia on EU secondary laws on data 

protection, i.e. GDPR which replaced Data Protection Directive, and its application and 

interpretation depend on the conditions and limitations set by them. 115 As a fundamental right, 

data protection must be interpreted under Article 6 (1) TEU, also with due regard to the 

explanations to the EU Charter.116 The Explanation on Article 8 – ‘Protection of personal data’ 

refers to the conditions and limitations envisaged in the provisions of EU secondary law for 

the exercise of the right to the protection of personal data. These restrictions attempt “to 

question the exact added value of having personal data protection recognized as a fundamental 

right”.117 More reflections on this aspect will be discussed in Chapter 4 of this thesis, where 

 
112 ibid. 
113 ibid, 18 see Article 57 GDPR. 
114 ibid. 
115 Explanation on Article 8 – Protection of personal data Explanation Relating to the Charter of Fundamental 
Rights [2017] OJ C 303/17. 
116 ibid. 
117 González Fuster and Gellert (n 9), 75-76. 
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the challenges of the GDPR to the fundamental status of the right to data protection will be 

considered. 

At final, I will highlight the wider scope of the right to data protection in relation to the 

right to privacy. In essence, EU Charter and secondary protection rules grant protection to the 

personal data in general, and not only to the data contained in the right to privacy.118 Therefore, 

data protection right has a wider scope then right to privacy granted by ECHR and common 

constitutional traditions of the EU Member States.119 A detailed explanation of the wide scope 

of the right to data protection will be given in the next chapter when discussing the role of the 

CJEU in shaping the fundamental status of the right to data protection. 

 

2.4      Summary 

The right to the protection of personal data is one of the core fundamental rights 

embedded in Article 8 of the EU Charter. Data protection as a fundamental right has origin in 

its ‘constitutionalization’ by the European countries. The evolution of the right to data 

protection has separated it from the right to privacy (private life) placing these two 

fundamental rights on the same footing within the EU. The need for harmonization of data 

protection laws across the EU led to the adoption of the Data Protection Directive which was 

subsequently replaced by the GDPR. Since 2018, the data protection right is regulated at a 

higher level within the EU, through a directly applied Regulation. The EU data protection rules 

have provided the basis for a worldwide recognition of the fundamental status of data 

protection. The Council of Europe’ Convention 108 and its new Protocol is open to the third-

party ratification, are an eloquent example of this rationale. 

Article 8 of the EU Charter challenged the fundamental status of the right to data 

protection. Chapter 2 identifies seven challenges: 1) ‘dual construction’ – protection of 

personal data (non-processing) and processing of personal data; 2) acceptable interferences; 

3) presumption of lawfulness; 4) a quasi-human right; 5) monitoring by a supervisory 

authority; 6) implementation through a Regulation (GDPR); and 7) conditions and limitation 

set out by the GDPR. However, these challenges cannot circumvent the fundamental status of 

data protection right. Data protection is quite a new right that is adjusted to the evolution of 

modern digital technologies. There would be no need for data protection if there were a general 

 
118 Brkan (n 74), 816 about the Case C-131/12 Google Spain and Google EU:C:2014:317 (CJEU recognised the 
right to erasure the search of the name from search engine) and Węgrzynowski and Smolczewski v. Poland 
Judgment [2013] ECHR 779 (ECtHR found no violation in refusal to remove the article from the newspaper and 
struck a fair balance between freedom of expression and right to respect private life). 
119 González Fuster (n 34), 205. 
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prohibition on the processing of personal data. Therefore, the answer to the first research 

question is that the recognition of the right to data protection with fundamental status was 

paramount in our digitalized world where the processing of personal data must be protected 

and safeguarded. Data protection requires different standards, including monitoring of 

processing of personal data, which must be applied in the online world and be shifted from the 

physical body to the ‘electronic body’120 of a human being.   

 

3.      Challenges of the CJEU case-law on Data Protection  

 

“The essence of the right to data protection is not 

an objective of that right (such as privacy 

protection or control over personal data), but 

rather it is the means of achieving data protection 

that constitutes the essence of the right.”121 

 

                                                                                               Lynskey O 

Initially, before the Amsterdam Treaty and the EU Charter entered into force, within 

the framework of its jurisprudence, the CJEU was the guardian of the protection of fundamental 

rights in the EU. The CJEU proclaimed that “the respect for fundamental rights forms an 

integral part of the general principles of Community law protected by the Court”.122 

However, for a long time, even after the adoption of the EU Charter, the CJEU was 

reluctant to recognise the fundamental status of the right to data protection. In the earlier period 

of its data protection jurisprudence, the CJEU did not mention the EU Charter, mainly due to 

its lack of binding force. During its case-law on data protection right, the CJEU raised a lot of 

challenges to this status. Therefore, this chapter aims to analyse and discover which role was 

played by the CJEU in shaping the data protection rules and whether its jurisprudence has 

circumvented or strengthened the fundamental status of the right to data protection. 

 

3.1      The Shape of the Fundamental Status  

This section considers the evolution of CJEU’s case-laws from the first shaking steps 

of the data protection review, albeit as an integral part of the privacy right to the revolutionary 

acknowledgement of its own fundamental status. Initially, the CJEU has been questioned on 

the interpretation of the Data Protection Directive, which had two objectives: to ensure the free 

 
120 Robotà (n 1). 
121 Lynskey (n 5), 172, (a suggestion to the analysis of Digital Rights Ireland case). 
122 Case C- 11/70 Internationale Handelsgesellschaft [1970] ECR I-1125, para.4; Craig, de Burca, EU Law: Text 
Cases and Materials (6th Ed., Oxford, 2015).  



 

19 
 

flow of personal data in the internal market and to protect fundamental rights. The legal basis 

of the Data Protection Directive was what is recently Article 114 TFEU (then Article 100a EC), 

which provided for the adoption by the legislature of measures to approximate national law, 

regulation or administrative action in the Member States “for the creation and functioning of 

the internal market” as their objective. Therefore, at the outset of its rulings on data protection, 

the CJEU stressed the Data Protective Directive’s first objective on market integration. 123  The 

CJEU, further emphasised the importance of the second objective of the Data Protection 

Directive to protect fundamental rights, in particular of one’s to data protection. During its 

jurisprudence, the CJEU identified the wider scope of data protection rules, determined its 

extraterritoriality scope, and invalidated a Directive and two EU Commission Decisions which 

was contrary to the fundamental right to data protection.  

 

3.1.1 The wider scope 

It was only in 2003 when the CJEU first addressed data protection issues in its case-

law in Österreichischer Rundfunk124 and Lindqvist125 cases when interpreting the provisions of 

the Data Protection Directive,126 albeit in the light of Article 8 of the ECHR. In both cases, 

Article 8 of the EU Charter is not mentioned, and the fundamentalist nature of the new right 

proclaimed is not directly examined. 

Österreichischer Rundfunk case concerned the publicity of salaries of Austrian public 

employees and compliance with the Data Protection Directive. In this case, it is noteworthy 

that the CJEU emphasized the wider scope of the Data Protection Directive, recognising its 

application to internal issues without cross-border elements.127 Furthermore, the CJEU 

specified that the provisions of the Data Protection Directive “govern the processing of 

personal data liable to infringe fundamental freedoms, in particular the right to privacy, must 

necessarily be interpreted in the light of fundamental rights, which according to settled case-

law, form an integral part of the general principles of law observance the Courts ensure”.128 

Thus, the CJEU takes the first shaking step towards identifying data protection right with 

fundamental status, albeit as an inherent to the right to privacy. Accordingly, the CJEU 

 
123 Lynskey (n 5) 51. 
124 Joined cases C-465/00, C-138/01 and C-139/01 Österreichischer Rundfunk and Others [2003] ECR I-4989. 
125 Case C-101/01 Bodil Lindqvist v Åklagarkammaren i Jönköping [2003] ECR I- 12971. 
126 Orla Lynskey, ‘From Market-Making Tool to Fundamental Right: The Role of the Court of Justice in Data 
Protection’s Identity Crisis’, European Data protection: Coming of Age (Springer science+Business Media 
Dordrecht 2013), 66. 
127 Brkan (n 74), 817. 
128 Joined cases C-465/00, C-138/01 and C-139/01 Österreichischer Rundfunk and Others (n 124), para. 68. 
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emphasized that the collection of personal data relating to an individual’s professional income, 

for the purpose to communicate to the third parties, falls within the scope of Article 8 of the 

ECHR,129 referring to the rulings of the ECtHR in the cases Amann v. Switzerland130 and Rotaru 

v. Romania131.  However, the CJEU left to the discretion of national courts to establish whether 

national legislation was incompatible with Article 8 of the ECHR, and respectively whether 

satisfy the proportionality requirement laid down in the Data Protection Directive.132  

The Lindqvist case concerned the processing of personal data, on the private website 

created by a volunteer catechist for the Swedish church. The paramount significance of this 

case is that the CJEU defined the processing of personal data for the first time. The CJEU 

considered that “the act referring, on an internet page, to various persons and identifying them 

by name or by other means constitutes ‘the processing of personal data wholly or partly by 

automatic means”.133 Furthermore, the CJEU explained that the reference to a person’s state of 

health constitutes the processing of personal data within the meaning of the Data Protection 

Directive.134 The CJEU stressed the importance to have control over the flow of personal data 

via the internet, even when data disclosed is not private ‘per se’.135 Thereby, the CJEU 

identified the wider scope of the right to data protection and separated it from the right to 

privacy. 

Consequently, in both, Österreichischer Rundfunk and Lindqvist cases, the CJEU by 

defining a wide scope of the secondary data protection legislation, shaped the broad scope of 

data protection as a fundamental right.136 Brkan believes that “the wider scope of the 

fundamental right to data protection will not disproportionate or distort the EU’s system of 

fundamental rights”.137 However, this assumption remains to be analysed in the future, since 

the right to data protection has suppressed a wide range of information flows via the internet 

worldwide and within EU, where the new GDPR becomes ‘the law of everything’.138  

 
129 ibid, para. 73. 
130 Amann v. Switzerland [2000] ECHR 88, para.65. 
131 Rotaru v.Romania [2000] ECHR 192, para 43. 
132 Joined cases C-465/00, C-138/01 and C-139/01 Österreichischer Rundfunk and Others (n 124), para. 91 
133 Case C-101/01 Bodil Lindqvist (n 125), para.27. 
134 ibid, para.51. 
135 Lynskey (n 5), 146. 
136 Brkan (n 74), 818. 
137 ibid, 819. 
138 Nadezhda Purtova, ‘The Law of Everything. Broad Concept of Personal Data and Future of EU Data 
Protection Law’ (2017) 10:1 Tilburg Institute of Law, Technology, and Society 40. 
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Both cases emphasised the market integration objective of the Data Protection Directive 

ensuring its “uniform application throughout the internal market and therefore are integrationist 

judgments”.139 

The CJEU recognised the wider scope of the right to data protection also in the 

Bavarian Lager case.140 Bavarian Lager case concerned a request under Regulation 

1049/2001(Access Regulation)141 for disclosure of documents issued by the European 

Commission in a ceased infringement procedure initiated against the United Kingdom. The 

Commission released the requested documents but concealed the access of five names of the 

meeting participants, who did not consent to the disclosure of their names. Grand Chamber 

overturned the decision of the Court of First Instance142 against the European Commission. The 

relevance of the Court of First Instance decision lies in the fact that it defined both concepts of 

‘personal data’ which encompasses surnames and forenames and of ‘processing of personal 

data’ that includes the communication of personal data in response to a request to disclose a 

document.143 The Grand Chamber maintained these concepts.144 Furthermore, the Court of 

First Instance emphasized that, although the concept of ‘private life’ is broad one, following 

the case-law of the ECtHR, and that the right to  protection of personal data may constitute one 

of the aspects of the right to respect private life …, does not mean that all personal data 

necessarily fall within the concept of ‘private life’.  Consequently, the Court of First Instance 

explained that not all personal data might affect the private life and integrity of the person. 

Therefore, the provisions of the Access Regulation were not applicable. 145 However, on appeal, 

Grand Chamber upheld the Commission’s decision. The Grand Chamber ruled that the Court 

of First Instance neglected the provisions of the Access Regulation, namely Article 4(1) (b), 

which is an “indivisible provision and requires that any undermining of the privacy and the 

integrity of the person must always be examined and assessed under EU legislation on personal 

data protection”.146 In addition, the Grand Chamber found unacceptable to consider the 

processing of personal data under two categories, namely one in the light of Article 8 of the 

ECHR and the case-law of the ECtHR and the other under the provisions of the Access 

 
139 Lynskey (n 5), 54. 
140 Case C-28/08 Commission v Bavarian Lager (GC) [2010] ECR I-6055; See, on this ruling González Fuster (n 
34) 224 - 225. 
141 Regulation (EC) No 1049/2001 of the European Parliament and of the Council regarding public access to 
European Parliament, Council and Commission documents [2001] OJ L145/43 Access Regulation). 
142 Case T-194/04 Bavarian Lager Company Ltd. v Commission [2007] ECR II-4523. 
143 ibid, para. 104–105. 
144 Case C-28/08 Commission v Bavarian Lager (n 140), para.68–69. 
145 Case T-194/04 Bavarian Lager Company Ltd. v Commission, para.118-119. 
146 Case C-28/08 Commission v Bavarian Lager (n 140), para.59. 
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Regulation.147 Therefore, this case expresses significant progress towards a slight delimitation 

of the right to data protection from the right to privacy and its different protection rules which 

must be duly complied. Notably, in this case, the CJEU favoured the right to data protection 

instead of the right to access information due to the lack of consent to disclose the name.148 

Here we can see how the right to data protection prevails over other essential rights.  Lynskey, 

referring to this ruling, notes that data protection enables individual control over personal data 

even when the right to privacy is not at stake.149  

Similarly, to the cases mentioned above, in the Bavarian Lager case, the CJEU did not 

make any reference to Article 8 of the EU Charter, despite that the Advocate General Sharpston 

referred to it and highlighted the ‘fundamental importance’ of the protection of personal 

data.150 

It was only in 2008, in the Promusicae case151, that the CJEU took an innovative 

approach by first mention the fundamentalist aspect of the right to data protection proclaimed 

in the EU Charter.152 The CJEU referred to the preamble to the Directive 2002/58 (E-Privacy 

Directive)153 that ensure the respect of the fundamental rights, including full respect for the 

rights set out in Articles 7 and 8 of that EU Charter. The CJEU emphasized that Article 7, 

‘substantially reproduces’ Article 8 of the ECHR, while Article 8 of the Charter ‘expressly 

proclaims the right to protection of personal data’.154 However, this reference did not have 

much impact on the settlement of the case. Thus, the CJEU again challenged the fundamental 

status of the right to data protection and analysed it as inherent to the right to privacy. 

Promusicae case concerned a reference to a preliminary ruling that questioned whether the 

disclosure for the purpose of civil proceedings of the IP addresses holder’s data allegedly 

infringing copyrights, was in accordance with EU secondary legislation on data protection, 

copyright, and property EU secondary legislation. The CJEU included as personal data names 

and physical service, whose IP address and date and time of connection were known.155 

 
147 ibid, para.61. 
148 Lynskey (n 5), 143. 
149 ibid. 
150 Case C-28/08 Commission v Bavarian Lager, ECLI:EU:C:2009:624, Opinion of AG Sharpston, para 11; See, on 
this opinion González Fuster, (n 34), 225. 
151 Case C-275/06 Productores de Música España (Promusicae) [2008] ECR I-271, para. 64. 
152 González Fuster, (n 34), 226-227. 
153 Directive 2002/58/EC of the European Parliament and of the Council concerning the processing of personal 
data and the protection of privacy in the electronic communications sector [2002], OJ L 201 (E-Privacy 
Directive). 
154 Case C-275/06 Productores de Música España (n 151), para.64. 
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Thereby, the CJEU identified the wider scope of data protection but still viewed it as an integral 

part of the right to privacy. The CJEU ruled that it must be reconciled ‘the right to respect 

private life on the one hand and the rights to protection of property and an effective remedy on 

the other,’156 and thus left to the national authorities and courts to strike a fair balance between 

those fundamental rights.157 

 

3.1.2 The acknowledgment of the fundamental status 

Since 2009, when the EU Charter became legally binding, the CJEU began to 

acknowledge the fundamental status of the right to data protection separately from the right to 

privacy and shaped it more convincingly through its jurisprudence. 

In April 2014, in the landmark Digital Right Ireland case158, the CJEU first clearly 

acknowledged the fundamental status of the data protection right and ‘placed it to the center 

stage of EU Law’.159 From the very beginning of the decision, the CJEU emphasised the object 

of the Data Protection Directive set out in Article 1 (1) that is “to protect the fundamental rights 

and freedoms of natural persons and in particular their rights to privacy with regard to the 

processing of personal data.”160 Thus, the CJEU in Digital Right Ireland case ascertained and 

ensured the Data Protection Directive's second objective to protect fundamental rights. 

The Digital Right Ireland case concerned the legality of the Data Retention Directive161 

and its compatibility with Articles 7 and 8 of the EU Charter. The CJEU noted that Data 

Retention Directive enabled governments to collect and retain all means of electronic 

communication to fight serious crimes, for a period of six months to two years, in a generalised 

manner, without any differentiation, limitation, or exception.162 Thereby, the CJEU verified the 

proportionality of such interference,163 by assessing whether a fair balance is struck between 

 
156 ibid, para. 65. 
157 ibid, para.70. 
158 Joined Cases C-293/12 and C-594/12 Digital Rights Ireland Ltd v Minister for Communications, Marine and 
Natural Resources [2014] ECR I-238. 
159 Kristina Irion, ‘A Special Regard: The Court of Justice and the Fundamental Rights to Privacy and Data 
Protection’ 2016–04 Institute for Information Law Research Paper 13, 1. 
160 Joined Cases C-293/12 and C-594/12 Digital Rights Ireland Ltd v Minister for Communications, Marine and 
Natural Resources (n 158), para.4. 
161 Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2016 on the retention of 
data generated or processed in connection with the provision of publicly available electronic communications 
services or of public communications networks and amending Directive 2002/58/EC, [2006] OJ L 105/54 (Data 
Retention Directive). 
162 Joined Cases C-293/12 and C-594/12 Digital Rights Ireland Ltd v Minister for Communications, Marine and 
Natural Resources (n 158), para.56. 
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fundamental rights to privacy and data protection on one side and public security on the 

other.164 The CJEU accepted that data retention could be satisfied for public security purposes, 

such as the fight against serious crime.165 However, the CJEU emphasized that the Data 

Retention Directive failed to lay down any objective criterion to justify such interference with 

fundamental rights enshrined in Articles 7 and 8 of the EU Charter.166 Moreover, CJEU ruled 

that the Data Retention Directive “entails a wide-ranging and particularly serious interference 

with those fundamental rights in the legal order of the EU, without such an interference being 

precisely circumscribed by provisions to ensure that it is actually limited to what is strictly 

necessary”.167  

Finally, the CJEU concluded that by adopting Data Retention Directive, “EU legislature 

has exceeded the limits imposed by compliance with the principle of proportionality in the light 

of Articles 7, 8 and 52 (1) of the Charter168.”  Consequently, the CJEU declared Data Retention 

Directive invalid.169  

One of the most critical aspects of this case is that the CJEU recognised the fundamental 

status of the right to data protection and assessed it in parallel with the right of privacy and not 

as inherent to the latter. However, Lynskey considers that the CJEU overlapped these too rights 

and “that the outcome of the proceedings would have been identical had the case been decided 

on the basis of the privacy alone”.170 I would disagree with Lynskey, emphasizing the reasoning 

of the CJEU when it assessed separately whether the essence of the rights to privacy and data 

protection under Article 7 and Article 8 of the EU Charter had been adversely affected. Hence, 

the CJEU held that the essence of the right to privacy was not adversely affected, since the 

Data Retention Directive did “not permit the acquisition of knowledge of the content of the 

electronic communications as such”.171 Likewise, the essence of the right to data protection 

was not affected upon, as the Data Retention Directive required compliance with certain 

principles of data protection and data security, also to ensure the adoption of the appropriate 

technical and organisational measures for this purpose.172 Therefore, in my opinion, the CJEU 

 
164 Brkan (n 74), 825. 
165 Joined Cases C-293/12 and C-594/12 Digital Rights Ireland Ltd v Minister for Communications, Marine and 
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intended to distinguish these two fundamental rights. However, as regards both fundamental 

rights, the Court considered that interference with them did not meet the criteria of necessity 

and proportionality.  

Regarding the second argument about the outcome of the proceedings, I would point 

out the CJEU’s reasoning when it ruled that Data Retention Directive “does not provide for 

sufficient safeguards, as required by Article 8 of the EU Charter, to ensure effective protection 

of the data retained against the risk of abuse and against unlawful access and use of data”.173 

Thereby, the CJEU emphasized the fundamental nature of the data protection right by finding 

that there were insufficient safeguards to enforce it. If such safeguards existed, then the 

interference to the right to data protection would be justified, and the outcome of the decision 

could be the opposite. 

 

3.2      The Extraterritoriality Scope  

This section analyses the influential primary rulings of CJEU which shaped the EU data 

protection rules and cemented the fundamental status of data protection right and its 

extraterritoriality scope, such as Google Spain, Schrems I and Schrems II case. These rulings 

outlined the essence of this right and the stringent need for safe heaven even outside the EU. 

 

3.2.1 Google Spain – ‘Right to be forgotten’ 

In May 2014, a month after the Digital Rights Ireland case, the CJEU issued another 

landmark case Google Spain, on the right to data protection that interpreted the ‘Right to be 

forgotten’ within the EU legal framework. Professor Weber identified that the ‘Right to be 

forgotten’ reflects the claim of an individual to have certain data deleted so that the third 

persons can no longer trace them.’174 The Google Spain case concerned the issue of whether 

obsoleted information about a person’s strain financial situation should be deleted from the 

Google search engine’s list result. When Costeja’s name was searched on Google, the search 

engine had referred to a link to an old newspaper article that held the alleged prejudicial 

information.175 The proceedings first were brought against the decision issued by the Spanish 

Data Protection Authority (AEPD). AEPD upheld a complaint of  Costeja González (Costeja) 

 
173 ibid, para.66. 
174 R H Weber ‘The Right to be Forgotten: More Than a Pandora’s Box?’ (2011) JIPITEC 120-130, 121.  
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against Google Spain SL and Google inc. to delete personal data relating to Costeja from its 

index and to prevent the access to the data in a future.176 Google Spain was a subsidiary of 

Google inc., with a separate legal personality, established in Spain to promote the sale of 

advertising space generated on the website ‘www.google.com’.177 The Google companies 

brought actions against the decision of AEPD.178 The Spanish National High Court referred the 

preliminary proceedings to the CJEU concerning the interpretation of the provisions of the Data 

Protection Directive and Article 8 of the EU Charter.179 The main issue faced by the CJEU was 

whether a search engine is obliged to protect personal data published or posted on the internet 

by third persons when storing or indexing such data that concerned persons wish to be 

forgotten. The CJEU considered three main questions: (1) the territorial scope of the Data 

Protection Directive; (2) its material scope regarding the activity of the search engine; and (3) 

the Right to be Forgotten.180 CJEU considered answering first to the second question. 

Respectively, the CJEU has identified the search engine as a ‘controller’ that processing 

personal data within the meaning of the Data Protection Directive, when the information is 

searched on the internet by browsing automatically, constantly, and systematically.181  

From the outset, the CJEU ruled that Google Spain was an establishment of Google inc. 

being sets up in a Member State as a subsidiary to promote and sell advertising space, which 

is an activity-oriented towards the population of that Member State.182 Thus, innovative, the 

CJEU has identified the extraterritorial scope of the EU Data Protection rules when a branch 

or a subsidiary is set up in a Member State, and its data processing activity is decided or 

occurred beyond the EU borders and affects the EU population.183  

The CJEU then assessed the rights of the subject to access, rectify, erase, or block184 

and the right to object185 provided for in the Data Protection Directive in the light of the right 

to be forgotten.186  The CJEU held that the fundamental rights to data protection and privacy, 
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under certain conditions, such as nature and sensitivity of the private life, override the 

economic interest of the operator of the search engine and general public interest. It is referred 

to when the subject request to delete the information linked to his name unless the individual 

has a public life.187 However, the right to be forgotten can only be claimed where data 

processing is inaccurate, inadequate, irrelevant, or excessive within the meaning of the Data 

Protection Directive.188 Moreover, when assessing each request to delete, the search engine is 

required to strike a fair balance between the rights to privacy and the protection of personal 

data, on one side, and the legitimate interest of internet users on the other.189 Hence, the CJEU 

“provided guidance on this balancing of rights exercise”.190 Criticism is brought to this 

balancing exercise, which is left to the discretion of the search engine provider, i.e. Google.191 

Therefore, according to the Guidelines of Article 29 Working Party,192 data protection 

authorities (DPAs) are competent to deal with the complaints against the refusal of a search 

engine to delist certain links.  

In the Google Spain case, the CJEU again challenged the fundamental status of the right 

to data protection, continuing to interplay the rights to data protection and privacy.193 The 

CJEU’s ruling only points to the future role of the right to data protection in the EU legal 

order.194  

However, the Google Spain case created a hierarchy between various fundamental 

rights and other interests, such as freedom of information, balancing more in favour of data 

protection.195 Brkan considers that “a further expansion of the right to data protection in weight 

could disrupt balanced protection of fundamental rights within the EU”.196 Here, can be 

observed the contradictory approach of Brkan to her own thinking set out above in the first 

section of this part (p.20), where she indicated that the “wider scope of the fundamental right 

to data protection will not disproportionate or distort the EU’s system of fundamental rights”. 
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However, these contradictory approaches may be explained by the “alleged CJEU’s failure to 

reconcile the right to data protection with the competing rights to receive and impart 

information”.197 Nowadays, the importance of different fundamental rights has increased 

together with the development of the digital society. Therefore, CJEU was in a difficult position 

having to reconcile them. Also, it was hard to address the situation considering the EU data 

protection rules from 1995, when the internet was in its infancy.198  

Notably, the Google Spain case implicitly endorse the acknowledgement of ‘individual 

control over personal data’ as a fundamental aspect of the right to data protection.199 The 

impact of the CJEU’s reasoning on this issue is that the control of natural persons on their own 

personal data is established in the current GDPR as an important principle.200  

Following this judgment, Google changed its data protection policy and launched a 

form to implement the individual’s right to be forgotten where an individual can request for 

personal data to be removed from online search results.201 

 

3.2.2 Schrems I – ‘Safe Harbour principles’ 

In October 2015, the CJEU ruled its famous Schrems I case which involved a very 

fundamental data protection issues 202 and concerned the protection of personal data transferred 

to third countries, in this case, the United States (U.S.).  

The Data Protection Directive allowed the transfer of personal data only to third 

countries that ensure an adequate level of protection.203 Some derogations to this rule were 

stipulated.204 While U.S. legislation did not provide for such a level of protection,205 it was set 

out the so-called ‘Safe Harbour principles’, to comply with, when transferring personal data to 

U.S.206 ‘Safe Harbour principles’ were laid down in the Commission Decision 2000/520/EC of 

26 July 2000 (Safe Harbour Decision),207 which enabled U.S. companies to transfer personal 
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data from EU to the U.S. by a simple self-certification, confirming that they will comply with 

EU data protection rules.208  

Schrems, an Austrian lawyer, lodged a claim to the High Court of Ireland against the 

refusal of the Irish Data Protection Commissioner to investigate his complaint concerning the 

transfer of his personal data by Facebook incorporated in Ireland to the U.S., where data were 

stored on servers located in that country.209 Schrems referred to the revelations made by 

Edward Snowden regarding U.S. surveillance activities, in particular those of the National 

Security Agency, emphasising the lack of adequate protection of personal data in U.S. law and 

practice.210 Therefore, Schrems challenged the validity of the Safe Harbour Decision,211 

claiming the violation of his fundamental privacy rights, to the right to protection of personal 

data, and a right to a fair trial enshrined in the EU Charter.212 

Thus, the CJEU, by a reference to a preliminary ruling, was questioned whether the 

Safe Harbour Decision prevents a Member State’s supervisory authority from considering a 

claim regarding the protection of personal data transferred to a third country, whose law and 

practice do not ensure an adequate level of protection.213 

The CJEU regarded the legislation permitting the governments to have access on a 

general basis to the content of electronic communications “as compromising the essence of the 

fundamental right to respect for private life”, as guaranteed by Article 7 of the EU Charter.214 

Similarly, the CJEU ruled that the legislation which not laid down the possibility of legal 

remedies in order to have access, rectify, or erase the personal data, does not respect the essence 

of the fundamental right to effective judicial protection as guaranteed by Article 47 of the EU 

Charter.215  

Moreover, the CJEU emphasised the fundamental aspect of data protection right when 

held that persons whose personal data has been or could be transferred to the third country 

would be denied the right guaranteed by Article 8 (1) and (3) of the EU Charter, i.e. “to lodge 

with national supervisory authorities a claim for the purpose of protecting their fundamental 

rights”.216 Therefore, the CJEU perceived that the Data Protection Directive implements the 
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fundamental requirements set out in Article 8 of the EU Charter.217 Thus, the CJEU ruled that 

“Article 25(6) of Directive 95/46 [Data Protection Directive] implements the express obligation 

laid down in Article 8(1) of the Charter to protect personal data and … is intended to ensure 

that the high level of that protection continues where personal data is transferred to a third 

country”.218 Moreover, the CJEU held that “the high level of protection guaranteed by Directive 

95/46 [Data Protection Directive] read in the light of the Charter could easily be circumvented 

by transfers of personal data from the European Union to third countries for the purpose of 

being processed in those countries”.219 

Consequently, the CJEU held that the Safe Harbour Decision did not restrict the 

competencies of a supervisory authority granted by the Data Protection Directive and EU 

Charter to consider a claim concerning the protection of his personal data transferred to a third 

country.220  

Next, the CJEU examined the validity of the Safe Harbour Decision. The CJEU held 

the claimed system of self-certification not in itself contrary to the Data Protection Directive. 

However, the CJEU ruled that “the reliability of such a system, in the light of that requirement, 

is founded essentially on the establishment of effective detection and supervision mechanisms 

enabling any infringements of the rules ensuring the protection of fundamental rights, in 

particular the right to respect for private life and the right to protection of personal data, to be 

identified and punished in practice”.221 Moreover, the CJEU held that the ‘Safe Harbour 

principles’ are intended for use solely by U.S. organisations receiving personal data from the 

EU and that U.S. public authorities are not required to comply with them.222  

Furthermore, the CJEU considered that the third country is not required to ensure a 

level of protection identical to that guaranteed in the EU legal order. However, the term of 

‘adequate level of protection’, must be understood that the third country, i.e. the U.S. because 

of its domestic law or international commitments must ensure a level of protection of 

fundamental rights and freedoms essentially equivalent to that guaranteed in the EU legal 

order.223  
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This significant concept has been implemented and strengthened in the recent GDPR.224 

Thus, the CJEU continued as in the Google Spain case, to fulfil its primary role in shaping and 

establishing the data protection concepts and principles embedded in the current EU’s data 

protection framework.  

Moreover, the CJEU again as in the Google Spain case ascertained the extraterritoriality 

scope of the EU data protection framework to a third country, when requiring the foreign 

companies and public authorities to provide an essentially equivalent level of protection to that 

guaranteed by EU legal order. 

Finally, the CJEU concluded that the Safe Harbour Decision was invalid,225 since (i) it 

permitted for government interference without proper rules,226 (ii) it did not provide for legal 

remedies to enable individuals to access, rectify or erase their data,227 and (iii) it restricted 

supervision authorities in exercising their competencies.228  

By following this ruling, the Big Tech Giants, such as Facebook and Google were 

forced to follow the EU protection data rules and to change their data protection policy. Thus, 

they could “not rely longer on self-certification and must seek to adhere to ‘model contract 

clauses’ in each case.”229 

In Schrems I case, the CJEU stressed the importance of both the fundamental right to 

respect for private life guaranteed by Article 7 of the [EU] Charter and the fundamental right 

to the protection of personal data, guaranteed by Article 8 of the [EU] Charter by referring to 

its case-law Österreichischer Rundfunk, Digital Ireland and Google Spain.230 Thereby, the 

CJEU reaffirmed the importance of the fundamental right to protection of personal data, as 

enshrined in the EU Charter, including when such data is transferred outside the EU.231  
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3.2.3 Schrems II – ‘Privacy Shield’ 

Recently, a few months ago, on 16 July 2020, the CJEU reinforced the fundamental 

role of data protection in the EU legal order and transatlantic relations in another landmark case 

Schrems II,232 concerning the transfer of personal data by Facebook Ireland to the U.S.  

The issue had been challenged by the Irish High Court based on the reformulated 

complaint of the same lawyer Schrems. During the Irish Supervisory Authority’s investigation, 

Facebook Ireland explained that most of the personal data had been transferred to Facebook 

inc. established in the U.S., according to the standard data protection clauses laid down in the 

annex to the Commission Decision 2010/87/EU (SCC Decision)233. For this reason, the Irish 

Supervisory Authority asked Schrems to reformulate his complaint.234 In his reformulated 

complaint, Schrems argued that under U.S. laws, Facebook inc. is required to make available 

to the National Security Agency (NSA) and Federal Bureau of Investigations (FBI) the personal 

data transferred to it. Therefore, he argued that SCC Decision was contrary to Articles 7, 8, and 

47 of the EU Charter and asked for a prohibition or suspension of the transfer of his personal 

data to Facebook inc.235  

Consequently, the Irish Supervision Authority brought the case before the Irish High 

Court, which submitted several questions to the CJEU for a preliminary ruling. The main 

questions concerned (i) whether the transfer of personal data to a third country complies with 

the Data Protection Directive when such data can be processed for public safety, defence, or 

national security purposes; (ii) whether the SCC Decision represents sufficient guarantees for 

the protection of the personal data of the EU population and (iii) whether SCC Decision violates 

the rights of individuals under Articles 7, 8 and 47 of the EU Charter.236 

Although the Irish High Court has not questioned directly the validity of the new 

adequacy decision of the European Commission, namely Decision 2016/1250 (Privacy Shield 

Decision)237 authorising the transfer of personal data from the EU to the U.S., the CJEU decided 
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to behold this issue.238 Notably, this latest approach struck the Advocate General’s point of 

view, expressed in his opinion, that advised CJEU not to tackle this matter, since the question 

was not addressed directly by the referring court.239 However, the Advocate General agreed 

with the position of the Irish High Court, which called indirectly into question the validity of 

the Privacy Shield. The Advocate General suggested that although the questions posed by the 

Court might be helpful in considering the validity of the Privacy Shield, it would be premature 

to do so within the context of the case at issue.240 

Some authors consider the CJEU’s decision on Schrems II case unsurprising. It mostly 

follows the reason behind the invalidation of the Safe Harbour Decision, as the Privacy Shield 

was a kind of ‘repackaging’ of the Safe Harbour.241 

The Privacy Shield Decision has been adopted following the previous CJEU’s ruling 

on the Schrems I case, which invalidated the Safe Harbor Decision. After this ruling, it became 

necessary to adopt a new instrument to legalize data transfer from the EU to the U.S. Therefore, 

on February 2, 2016, the EU and U.S. agreed on a new framework for transatlantic data flows 

EU-U.S. Privacy Shield. On this occasion, the EU Commission declared that “this new 

framework will protect the fundamental rights of Europeans where their data is transferred to 

the United States and ensure legal certainty for businesses”.242 

 Respectively, in July 2016, EU Member States approved the final version of the EU – 

U.S. Privacy Shield and, as a consequence, it adopted the Privacy Shield Decision. On this 

occasion, the Vice-President and Commissioner Jourova declared that “The EU-U.S. Privacy 

Shield will ensure a high level of protection for individuals and legal certainty for business. It 

is fundamentally different from the old ‘Safe Harbour’. It imposes clear and strong obligations 

on companies handling the data and makes sure that these rules are followed and enforced in 

practice”.243 

In contrast, the EDPS expressed his concern about the adequate protection of personal 

data provided by the EU -U.S. Privacy Shield and declared that it “is not robust enough to 
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withstand future legal scrutiny before Court [CJEU]”.244 Subsequently, the Privacy Shield 

Decision did not pass the judicial review of the CJEU.  

At the outset, the CJEU held that the questions referred for a preliminary ruling must 

be answered in the light of the provisions of the GDPR that had replaced Data Protection 

Directive.245 This consideration was a major CJEU’s achievement on addressing data 

protection as a fundamental right enshrined in Article 8 of the EU Charter, since the GDPR has 

no reference to the right to privacy, unlike the Data Protection Directive. Thus, the CJEU held 

that the transfer of personal data to a third country for commercial purposes, where it is liable 

to be processed for public security, defence or State security, falls within the scope of GDPR.246  

Moreover, the CJEU considered that the interpretation of EU law and examination of 

the legality of EU legislation must be carried out in the light of the fundamental rights 

guaranteed by the EU Charter.247 

The CJEU held that the third country must ensure a level of protection essentially 

equivalent to that guaranteed within the EU ensured by GDPR, including when the public 

authorities of third countries have access to the transferred data. 248 Thus, the CJEU reaffirmed 

the extraterritoriality scope of EU data protection rules, especially of the GDPR when a third 

country has access to the transferred personal data of the EU population. Here, the CJEU has 

again manifested its proactive role in shaping the meaning and scope of the most important EU 

data protection rule, now the GDPR, which consolidates the fundamental status of the data 

protection right enshrined in the EU Charter.  

Innovatively, the CJEU has extraterritorially extended the powers of the DPA of the 

EU Member State.  DPAs are empowered to prohibit or suspend data transfer to a third country 

under certain conditions (i) if in the latter view the standard protection clauses of a valid 

Commission decision are not or cannot be complied with in that third country and (ii) the 

guarantees of protection of transferred personal data, which are required by EU law, cannot be 

ensured by other means.249  
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Further, the CJEU held that under GDPR, the controller or the processor established in 

the EU has the responsibility to verify, together with the recipient of the data, whether the third 

country where data is transferred ensures adequate protection under EU law according to 

standard data protection clauses, and where necessary to provide for additional safeguards to 

those offered by those clauses.250 Then, where the controller or processor failed to provide such 

adequate measures, the competent DPA, is obliged to end or suspend the transfer of personal 

data to the third country.251 

Thereby, the CJEU continued to demonstrate its active role in shaping data protection 

rules. The CJEU interpreted the extraterritorial powers of the DPA, which is obliged to assess 

the laws of a third country, and contractual clauses between commercial parties, in light of 

compliance with the GDPR and the EU Charter, when an irregular transferring of data to the 

third country is claimed by a concerned individual.  

The CJEU considered the validity of the SCC Decision. It held that the standard data 

protection clauses contained therein are intended to provide contractual guarantees that apply 

uniformly in all third countries to controllers and processors established in the EU, regardless 

of the level of protection ensured by each third country. Where the controller or processor may 

take additional measures to ensure compliance with the required level of protection by EU legal 

order, the SCC Decision does not infringe the GDPR or the EU Charter.252 Thus, the CJEU 

validated the SCC Decision, affirming that the established mechanism allows, in practice to 

ensure compliance with the level of protection required by EU law, since transfers of personal 

data under this mechanism are suspended or prohibited by DPAs, where such clauses are 

breached.253 

At the final, the CJEU reviewed the validity of the Privacy Shield Decision. The CJEU 

held that this Decision enables interference with the fundamental rights enshrined in Articles 7 

and 8 of the EU Charter. Such interference is based on the national security of public interest 

or U.S. laws. It is performed by U.S. public authorities through the surveillance programs when 

it accesses or uses the personal data transferred from the EU to the U.S.254  
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The CJEU has again challenged the fundamental status of data protection right, 

continuing to interplay the rights to privacy and to the protection of personal data, when 

personal data are processed through access, use, or storage, however making a slight 

differentiation and emphasizing the wider scope of the right to data protection in relation to the 

right to privacy.  

Thus, the CJEU held that ‘the access to an individual’s personal data with the view to 

its retention or use affects the fundamental right to respect private life guaranteed in Article 7 

of the [EU] Charter, which concerns any information relating to an identified or identifiable 

individual. The processing of personal data also falls within the scope of Article 8 of the [EU] 

Charter because it constitutes the processing of personal data within the meaning of that article 

and, accordingly must necessarily satisfy the data protection requirements laid down in that 

article.’255  

Furthermore, the CJEU held ‘that the rights enshrined in Article 7 and 8 of the [EU] 

Charter are not absolute rights but must be considered in relation to their function in society.’256 

In this connection, the CJEU distinctly emphasised the fundamental aspect of the data 

protection right provided for in Article 8 (2) of the EU Charter that requires the consent of the 

concerned person or other legitimate bases for the processing of personal data.257  

The CJEU applied the proportionality principle, considering the essence of the data 

protection right, whether the interference under Privacy Shield Decision could be justified and 

is limited to what is strictly necessary.258 Therefore, the CJEU held that U.S. legislation, which 

entails the interference, through the surveillance programs, “not imposing minimum safeguards 

and cannot be regarded as limited to what is strictly necessary”.259 Furthermore, the CJEU held 

that the limitations on the protection of personal data imposed by U.S. legislation which entails 

the access and use by U.S. public authorities of such data transferred from the EU to the U.S. 

“not satisfies requirements that are essentially equivalent to those required, under EU law”.260  

In addition, the CJEU ruled that the U.S. ombudsman mechanism referred to in Privacy 

Shield Decision did not provide for an effective judicial review and did not contain guarantees 

essentially equivalent to those required by Article 47 of the EU Charter.261 
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Consequently, the CJEU invalidated the Privacy Shield Decision as being incompatible 

with GDPR read in the light of Articles 7, 8, and 47 of the EU Charter.262 Thus, the CJEU 

strengthened the fundamental status of the data protection right primarily through its 

implementing act, i.e. the GDPR. 

EDPS welcomed CJEU’s landmark Schrems II case and reaffirmed the importance of 

maintaining a high level of protection of personal data transferred from the EU to third 

countries. It stated that in its judgment CJEU confirmed “the criticisms of the Privacy Shield 

repeatedly expressed by EDPS and EDPB”. Moreover, EDPS expressed its belief that the 

protection of personal data is “more than a “European’ fundamental right – it is a fundamental 

right widely recognized around the globe”.263  

The CJEU’s rulings in the Schrems I and II shape a deeper foundation for modern 

privacy [i.e. data protection] law. It strengthens fundamental rights and the EU legal order, and 

“provides a model for effective data protection for other democratic nations in an era of 

growing cyber risk”.264 

Following the Schrems II ruling, in September 2020, the Irish Supervisory Authority 

has issued a preliminary order to Facebook to suspend any personal data transfer from the EU 

to the U.S. In response, Facebook Ireland filed a judicial action against this order.265 

Meanwhile, such companies, as Facebook and Google, will need to look for other legal 

grounds for transfers of personal data under the GDPR and the SCC Decision, such as 

contractual clauses between controller/processor and recipient of data, approved by DPAs.266 

 

3.3       Summary 

Initially, addressing data protection issues, in Österreichischer Rundfunk, Lindqvist and 

Bavarian Lager cases, the CJEU identified the wider scope of the right to the protection of 
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personal data and as thus laid the foundation for future recognition of its new fundamental 

status. 

 The first acknowledgement by the CJEU of the fundamental status of the data 

protection right came with the Digital Ireland case, however, assessed in close connection with 

the right to privacy.  

The CJEU’s jurisprudence shaped the EU legal framework on data protection by 

establishing the core definitions, elements, and principles of the right to data protection which 

have been embedded in the modernised EU legal framework, i.e. GDPR. In Promusicae and 

Digital Ireland cases, the CJEU applied the principle of proportionality when it assessed the 

balance between different fundamental rights. Also, in the Schrems I case, the CJEU reiterates 

that the right to the protection of personal data is not an absolute right and should be considered 

in relation to its function in society. EU lawmakers placed the CJEU’s statements mentioned 

above in Recital 4 of the GDPR which states: “…The right to the protection of personal data is 

not an absolute right; it must be considered in relation to its function in society and be balanced 

against other fundamental rights, in accordance with the principle of proportionality”. 

The rationale of CJEU’s ruling in the Google Spain case on the right to be forgotten 

has been strengthened in GDPR’s provisions, in particular, in Article 17 which grants to the 

data subject the right to the erasure of personal data. 

The CJEU had often used the judicial power to overturn some of the EU data protection 

rules when it considered them to be contrary to the EU legal order. Thus, in the Digital Rights 

Ireland case, CJEU invalidated the Data Retention Directive, which allowed for government 

collection and access to personal data for fighting against serious crimes. The CJEU held that 

the essence of fundamental rights to data protection and privacy were not affected. However, 

unlimited retention of personal data concerning private life and communications of individuals 

constituted ‘a wide-ranging and serious interference’ with fundamental rights enshrined in 

Article 7 and 8 of the EU Charter and is unjustified to what is strictly necessary.267 By 

invalidating the Data Retention Directive, the CJEU reaffirmed its role as a guarantor for the 

protection of fundamental rights within the EU, in particular of the right to protection of 

personal data. 
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 In Schrems I and Schrems II cases, the CJEU invalidated two European Commission’s 

Decisions on Safe Harbour and Privacy Shield agreements, which authorised the transfer of 

EU personal data to a third country, i.e. the U.S.  

Thus, the CJEU challenged the European Commission to identify a new data protection 

mechanism which would meet the CJEU’s ‘expectations’ and EU framework requirements and 

safeguards when EU personal data would be transferred to third countries. Moreover, following 

its landmark decisions on the Google Spain, Schrems I and Schrems II cases changed the data 

policy of Big Tech Giants, such as Google and Facebook. 

In addition, the CJEU, first in Google Spain case, continuing in the subsequent Schrems 

I  case identified and consolidated the extraterritorial scope of the right to data protection, which 

has been inserted clearly in the modernised GDPR. In its Recital 115, GDPR declares that “… 

Transfers should only be allowed where the conditions of this Regulation for a transfer to third 

countries are met”.268 Pursuant to Article 3 of the GDPR, a controller or a processor is subject 

to the GDPR if it is established within the EU, even if the processing of personal data takes 

place outside the EU.269 Moreover, a controller or a processor is subject to the GDPR if it is 

established outside the EU, but offers goods or services to EU data subjects270 or monitors their 

behaviour if such behaviour occurs within the EU.271 

Thus, by answering the second research question, I would point out that CJEU played 

a proactive role in consolidating the fundamental status of the right to data protection within 

the EU legal order, by strengthening it. In its earlier case-law on protection data issues the 

CJEU raised many challenges to the fundamental status of this right, being reluctant and 

addressing it as an integral part of the right to privacy, mostly influenced by ECHR 

jurisprudence on the interpretation of Article 8 of the ECHR. However, the progress in the 

evolution of data protection jurisprudence is evident once the CJEU has taken decisive paces 

to defend the fundamentalist nature of the right to data protection which prevails over other 

fundamental rights as confirmed in the Google Spain case. 

 

 

 

 

 
268 GDPR (n 10), Recital 115. 
269 ibid, Article 3(1). 
270 ibid, Article 3(2)(a). 
271 ibid, Article 3(2) (b). 
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4.      Challenges of the GDPR to Data Subject Rights 

 

“The fundamental right to the protection of personal data 

faces the challenge of a flow of personal cross-border data 

on an unprecedented scale fostered by rapid technological 

evolution and globalization”272 

 

                                 Martínez-Martínez D.F. 

From its adoption in 1995, the Data Protection Directive was the main EU data 

protection legislative act that ensured the protection of individuals concerning the processing 

of personal data and the free movement of such data in the EU legal system. However, in 

accordance with Article 288 TFEU, the Directive was not directly applicable and needed to be 

transposed into the national laws of each Member States. 273 The Member States have a margin 

of discretion in transposing a Directive. Therefore, the Data Protection Directive has been 

implemented differently in the national laws, which provided for various data protection rules 

and sanctions.274 Meanwhile, the digital world changed cardinally, and the necessity for 

uniform data protection laws within the Member States increased significantly. The Data 

Protection Directive became mostly obsolete, as primarily reflected the procedural obligations 

of controllers, rather than the protection of fundamental rights of data subjects.275 Moreover, 

this Directive had no references to the fundamental right to data protection. Therefore, in 2009, 

the European Commission started a new reform to modernise the EU data protection field and 

in 2012 presented a proposal for an updated Regulation.276 The GDPR entered into force on 25 

May 2018 and repealed the Data Protection Directive. In its first Recital, the GDPR states 

explicitly that “the protection of a natural person in relation to the processing of personal data 

is a fundamental right”277 enshrined in Article 8 (1) of the EU Charter and has no reference to 

the right of privacy, old Directive did.  

In order to examine the conditions and limitation of the GDPR to the fundamental status 

of the right to data protection, it is essential to provide an overview of its leading legal 

principles and certain concepts. 

 

 

 
272 Dolores F Martínez Martínez ‘Unification of Personal Data Protection in The European Union: Challenges 
and Implications’ (2018) Profesional de la Informacion, 27(1), 185-194. 
273 EUR-Lex ‘EUR-Lex - L14527 - EN - EUR-Lex’ <https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=legissum:l14527> accessed 27 October 2020. 
274 Council of Europe and others (n 190), 29-30. 
275 van der Sloot (n 26). 
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4.1.     The Main Principles and Concepts of the GDPR 

The GDPR, in its second Recital, declares that the principles and the rules with regard 

to the processing of individual’s personal data, “should respect their fundamental rights and 

freedoms, in particular, their right to the protection of personal data”.278 Article 1 (2) of the 

GDPR states: “This Regulation protects fundamental rights and freedoms of natural persons 

and in particular their right to the protection of personal data”.279 Thus, the GDPR is “seen as 

an implementation of the fundamental right to data protection”.280 Therefore, “data protection 

is regulated in detail on the highest level possible in the EU”.281 The GDPR has 173 recitals 

and 99 articles. The articles hold normative provisions, while the recitals form the statements 

of the reasons for the act.282  

The GDPR fulfils its tasks, on the one hand, by strengthening the already well-

established principles of data protection specified in the Data Protection Directive, such as 

consent and limitation purpose, and other, by incorporating new data subject rights, such as the 

right to be forgotten and the right to data portability among other new principles.283 

The basic principles of the right to data protection are enunciated in the Article 8 (2) 

and (3) of the EU Charter, such as fairness, purpose limitation, consent, legitimate basis, the 

right to access, the right to rectification and the control of an independent authority. 

The GDPR ensures these principles and expands them. The main principles of data 

processing safeguarded by the GDPR are (i) lawfulness, fairness, and transparency; (ii) purpose 

limitation (‘collected for specifies, explicit and legitimate purposes’) ; (iii) data minimization 

(‘adequate, relevant and limited to what is necessary); (iv) accuracy (‘accurate, and where 

necessary, kept up to date’); (v) storage limitation (‘kept in a form which permits identification 

of data subjects for no longer than is necessary’), (vi) integrity and confidentiality (appropriate 

security of processing)284 and (vi) accountability (the responsibility of the controller to 

demonstrate the compliance with above principles).285 The principles reflect the ‘spirit’ of the 

 
278 ibid, Recital 2. 
279 ibid, Article 1(2). 
280 van der Sloot (n 26), 7. 
281 ibid. 
282 EUR-Lex ‘Joint Practical Guide’ <https://web.archive.org/web/20110317071726/http://eur-
lex.europa.eu/en/techleg/10.htm> accessed 31 October 2020. 
283 Eugenia Politou, Efthymios Alepis and Constantinos Patsakis ‘Forgetting personal data and revoking consent 
under the GDPR: Challenges and Proposed Solutions’ (2018) Journal of Cybersecurity 1-20. 
284 GDPR (n 10), Article 5 (1) (a-f). 
285 ibid, Article 5 (2). 
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GDPR.286 However, neither the GDPR nor any EU institution or body has provided 

explanations on the meaning of these principles and technicalities of their implementation by 

technologies.287 It can be explained by the fact that we are living in a digitally driven society, 

where techniques and methods are changing fast. Therefore, the GDPR’s lawmakers aimed to 

establish the main principles and rules applied, while the methods of their implementation were 

left to a case-based approach. 

Moreover, the responsibilities of the controller are diverse and extensive. Pursuant to 

Article 4 (7) of the GDPR “controller’ means the natural or legal person, public authority, 

agency or other bodies which, alone or jointly with others, determines the purposes and means 

of the processing of personal data; where the purposes and means of such processing are 

determined by Union or Member State law, the controller or the specific criteria for its 

nomination may be provided for by Union or Member State law. The processor is a natural or 

legal person, public authority, agency or other body which processes personal data on behalf 

of the controller”.288 

In order to enhance the protection of personal data, in addition to the main principles 

enunciated above, the GDPR provides for few more principles which are placed on the 

responsibility of controllers, such as data protection by design (implementation by the 

controller of appropriate technical and organisational measures, such as pseudonymisation289, 

which are designed to implement main principles); data protection by default (only personal 

data which are necessary for each specific purpose of the processing are processed);290 keeping 

of internal records of processing activities in writing or electronic forms;291 designation of a 

Data Protection Officer by the company (controller/processor);292 the carrying out of a data 

protection assessment of the envisaged processing of personal data, if it is likely to result in a 

 
286 Moritz Böhmecke-Schwafert and Crispin Niebel‘The General Data Protection’s (GDPR) Impact on Data-
Driven Business Models: The Case of the Right to Data Portability and Facebook’ (2018) International 
Telecommunication Union (2), 3. 
287 Daniela E Cvik, Radka Pelikánová MacGregor and Michal Malý ‘Selected Issues from the Dark Side of the 
General Data Protection Regulation’(2018)  Review of Economic Perspectives 18 (4), 387-407. 
288 GDPR (n 10), Article 4 (8). 
289 ibid, Article 4 (5) - ‘pseudonymisation’ means the processing of personal data in such a manner that the 
personal data can no longer be attributed to a specific data subject without the use of additional information, 
provided that such additional information is kept separately and is subject to technical and organisational 
measures to ensure that the personal data are not attributed to an identified or identifiable natural person’. 
290 ibid, Article 25. 
291 ibid, Article 30. 
292 ibid, Article 37. 
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high risk to the rights and freedoms of individuals;293 adherence to approved codes of conduct 

and approved certification mechanisms.294 

The above principles aim to avoid any interference to the right to data protection and 

as such, to strengthen its fundamental status. 

For a comprehensive view on the fundamental nature of the right to data protection and, 

in particular, the data subject rights, it is important to understand what is meant by personal 

data under the GDPR. The GDPR broadened the definition of personal data as “any information 

relating to an identified or identifiable natural person (‘data subject’); an identifiable natural 

person is one who can be identified, directly or indirectly, in particular by reference to an 

identifier such as name, an identification number, location data, an inline identifier or to one 

or more factors specific to the physical, physiological, genetic, mental, economic, cultural or 

social identity of that natural person”.295 Any information can be a cookie (one of many forms 

of online identifies), a name, an email address, a biometric element (facial recognition, 

fingerprint) used for identity verification, a person’s location occupation, gender, a physical 

factor, a health-related data element, etc.296 

For the protection of personal data, the GDPR grants to data subjects 8 ‘fundamental 

rights’297: the right to be informed, the right to access, the right to erase, the right to 

rectification, the right to object, the right to restrict processing, the right to data portability and 

certain rights relating to automated-decision making.298 The GDPR intends to enhance data 

subjects with more control of their own data.299 

 

4.2       Conditions and Limitations of the GDRP to Data Subject Rights  

The GDPR sets out conditions and limitations for the exercise of the right to data 

protection. Thus, its fundamental status, may be limited, and these restrictions seem to curtail 

its substance.300  

 
293 ibid, Article 35. 
294 ibid, Article 24, 40-42. 
295 GDPR (n 10), Article 4 (1). 
296 I-Scoop ‘The Right to Erasure or Right to Be Forgotten under the GDPR Explained’ <https://www.i-
scoop.eu/gdpr/right-erasure-right-forgotten-gdpr/> accessed 3 November 2020. 
297 Böhmecke-Schwafert and Niebel (n 286), 3. 
298 Lydia F de La Torre ‘Data Subject Rights under EU Data Protection Law' (2019) Golden Data, Medium 
<https://medium.com/golden-data/data-subject-rights-under-eu-data-protection-law-7d4e1713099f> 
accessed 1 November 2020. 
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     This section analyses separately each data subject rights, and the conditions and 

limitations set up by GDPR to them, to determine, whether it impedes or reinforces the 

fundamental status of the right to data protection. 

 

4.2.1   The right to be informed  

The right to be informed is granted by Articles 13 and 14 of the GDPR and concerns 

the key transparency requirement under EU data protection law.301 Data subjects must know 

who is collecting, using, or otherwise processing their personal data. Moreover, data subjects 

must be aware of risks, rules, safeguards, and rights regarding the processing of their personal 

data, as well as how to exercise those rights.302 In particular, the specific purposes for which 

the personal data are processed must be explicit, legitimate, and determined at the time of the 

collection.303 The personal data should be adequate, relevant, and limited to what is necessary 

for processing purposes.304 The information about the processing of an individual’s personal 

data must be provided by the controllers, regardless of whether there is a request or interest 

from a concerned person.305 The controller is required to inform data subject at the time when 

personal data is obtained, with regard to (i) the identity and the contact of the controller; (ii) 

the contact details of the data protection office; (iii) the purposes and legal basis of the 

processing; (iv) the legitimate interest pursued by the controller or a third party; (v) the 

recipients of the personal data; (vi) in the cases of transfer of personal data to a third country 

or international organization, reference to the appropriate or suitable safeguards and the means 

by which to obtain a copy of them or where they have been made available.306  

Furthermore, in order to ensure fair and transparent processing, the controller is obliged 

to inform data subject with regard to (i) storing period of personal data; (ii) the existence of the 

rights to access, to rectification or erasure of personal data, or the rights to restriction or to 

object to processing, as well the right to data portability; (iii) where applicable, the existence 

of the right to withdraw consent at any time; (iv) the right to file a complaint with DPA; (v) 

whether the provision of personal data is a statutory or contractual requirement, or a 

requirement necessary to enter into a contract, as well as whether the data subject is obliged to 

 
301 Lydia F de la Torre, ‘What Is the “Right to Be Informed” under EU Data Protection Law? (2019) Medium, 
Golden Data, <https://medium.com/golden-data/what-is-the-right-to-be-informed-under-eu-data-protection-
law-9e943e28af7b> accessed 1 November 2020 and GDPR (n 10), Recital 58. 
302 GDPR (n 10), Recital 39. 
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305 Council of Europe and others (n 190), 207. 
306 GDPR (n 10), Article 13(1)(a-f). 
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provide the personal data and of the possible consequences of failure to provide such data; (vi) 

the existence of automated decision-making.307  

The controller is required to use clear and plain language when providing information 

which must be concise, transparent, intelligible, easily accessible, and, additionally, where 

appropriate, visualization be used.308 Given that children merit specific protection, any 

information and communication, where processing is addressed to a child should be in such a 

clear and plain language that the child can easily understand.309 

The information can be provided by the controller using a combination of different 

methods such as layering, dashboards, and just-in-time notices.310 The right to be informed 

must be exercised fairly in such a way to comply with GDPR and to get the data subject’s trust; 

otherwise, the controller can be fined and suffer reputational damage.311 

The right to be informed is limited by the conditions provided by GDPR, which 

challenges the fundamental status of the right to data protection. 

Article 13 (4) and Article 14 (5) of the GDPR stipulates for exceptions to provide 

information when the data subject had already been informed. 

In addition, when the personal data is obtained from other sources then directly from 

the data subject, the controller is also exempt to inform the later if: (i) the provision of 

information is impossible or disproportionate, in particular for processing for archiving 

purposes in the public interest, scientific or historical research or statistical purposes; (ii) the 

provision of information would render impossible or seriously impair the achievement of the 

objectives of the processing; (iv) the controller is obliged by law to obtain or disclose personal 

data; (v) the personal data is subject of confidentiality or professional secrecy.312 

 

4.2.2    The right to access 

The right to access is foreseen in Article 15 of the GDPR. It is also designed as an 

inherent element of the fundamental right to data protection in Article 8 (2) of the EU 

Charter.313Among other data subject rights, “the right of access constitutes a cornerstone of 
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308 ibid, Article 12 (1), Recitals 39 and 58. 
309 ibid. 
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data subjects’ informational empowerment”314 and “constitutes an essential first step toward 

the exercise of other prerogatives granted to data subjects”.315  Article 15 of the GDPR grants 

to individuals the right to obtain the confirmation of processing and to have access to the 

personal data.316 The data subject is empowered to obtain and other supplementary information 

regarding (i) the purposes of the processing; (ii) the categories of personal data concerned; (iii) 

the recipients, including those from third countries; (iv) the foreseen period for personal data 

to be stored; (v) the existence of the right to rectification or to the erasure of personal data; (vi) 

the right to file a claim; (v) the source of collecting data; (vii) the existence of automated 

decision-making, including profiling.317 The right is exercised through subject access requests 

(SARs), which can be submitted verbally or in writing.318 Usually, the SARs is free of 

charge.319 The data subjects have the right to obtain a copy of the personal data undergoing 

processing.320 In addition, the data subject has the right to be informed of the appropriate 

safeguards, where personal data are transferred to a third country.321 

Article 15 (4) of the GDPR establishes a condition to the right to obtain a copy of the 

personal data, so as not to adversely affect the rights and freedoms of others. This assessment 

is left to the discretion of the controller, who must balance the data subjects right of access, 

including against his/her rights (for instance, trade secret or professional duty of 

confidentiality). 322  

 

4.2.3 The right to rectification  

Article 16 of the GDPR affords individuals the right to rectification of inaccurate 

personal data, without any delay. The personal data must be completed by the controller when 

the data subject considers them incomplete, including supplementary information.323 The right 

to rectification of personal data is enshrined in Article 8 of the EU Charter, having a strong 

fundamental nature which completes the right to data protection. 
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The Recital 65 of the GDPR states that “A data subject should have the right to have 

personal data concerning him or her rectified and ‘right to be forgotten’ where the retention of 

such data infringes [GDPR and EU or Member States’ law to which the controller is subject. 

In particular, a data subject should have the right to have his or her personal data erased and no 

longer processed where the personal data are no longer necessary in relation to the purposes 

for which they are collected or otherwise processed, where a data subject has withdrawn his or 

her consent or objects to the processing of personal data [or where the processing of personal 

data does not comply with GDPR]”.324 

 

4.2.4 The right to erasure – ‘The right to be forgotten’ 

The right to erasure or ‘right to be forgotten’ has indeed become part of EU data 

protection law with the Google Spain case. The GDPR details expand and defines the scope of 

the ‘right to be forgotten’, making it a fundamental right and requiring controllers to enable EU 

data subjects to exercise the right.325  

Article 17 of the GDPR grants to individuals the right to erasure (‘right to be 

forgotten’), i.e to obtain from the controller the erasure of personal data without undue delay.326 

The controller is obliged to erase personal data without delay if: (i) the personal data is no 

longer necessary in relation to the processed purposes; (ii) the data subject withdraws consent; 

(iii) the data subject objects to the processing; (iv) the personal data have been unlawfully 

processed; (v) the personal data have to be erased to comply with EU or Member State’ law; 

(vi) personal data was processed in relation to the offer of information society services directly 

to a child.327  

The GDPR provides for conditions and limitations to the right to erasure, given to the 

controllers the possibility to refuse to comply with it, in certain circumstances, where 

processing is necessary: (i) for exercising the right of freedom of expression and information; 

(ii) for comply with a legal obligation; (iii)  for a performance of a task carried out in the public 

interest or the exercise of official authority; (iv) for reasons of public interest in the public 

health sector; (v) for archiving purposes in the public interest, research or statistical purposes 

where is likely to render impossible or seriously impair the achievement of the objectives of 

that processing; (vi) for the establishment, exercise or defence of legal claims.328 
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4.2.5 The right to object  

Article 21 of the GDPR grants to the data subject the right to object to the processing 

of personal data carried out in the public interest or the exercise of official authority or for the 

purposes of the legitimate interests.329 However, this right is limited to the discretion of the 

controller to deny objection on compelling legitimate grounds for the processing which 

overrides the interests, rights, and freedoms of the data subject or for the establishment, 

exercise, or defence of civil claims.330 The GDPR does not provide any explanation of what 

would be considered compelling legitimate grounds. Pursuant to the Explanations of the Article 

29 Working Party, the controller is obliged to demonstrate a balancing exercise between his/her 

competing interests and the basis for the data subject’s objection (which may be for personal, 

social, or professional reasons). The burden of proof to show compelling legitimate grounds 

lies with the controller rather than the data subject.331  

Moreover, the data subjects are limited in their right to object to the processing for 

scientific or historical research purposes or statistical purposes, when the processing is 

necessary for the performance of a task carried out in the public interest.332 

The data subjects also are empowered with the right to object to the processing of their 

personal data for marketing advertising purposes.333 This category of the right to object is 

absolute.334 Suppose data subjects are faced with the option to accede to an online platform’s 

services only if they do not object to the processing of personal data. In that is a violation of 

EU data protection rules.335 There is no need for any balancing test; the controller must respect 

the individual’s wishes without questioning the reasons for the objection.336 

The controllers must clearly and separately from any other information inform data 

subjects about their right to object.337 When data subjects exercise their right to object, and 

there are any grounds to refuse it, the controller is obliged to stop processing.338  
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4.2.6 The right to restrict processing 

Article 18 of the GDPR grants to the data subject the right to restrict processing of their 

personal data, and limits it in the following cases: (i) where they contested the accuracy of data; 

(ii)  where the processing is unlawful (iii) where data subjects ask to store the processing of 

personal data for the purposes of a legal claim; (iv) where data subjects objected to 

processing.339 Afterwards, the controller has the discretion to lift the restriction of the 

processing.340 The controller is obliged to store restricted personal data.341 

However, the right to restrict processing is not absolute342 , and the controller can limit 

it where: (i) data subject consent; (ii) for the establishment, exercise, or defence of legal claims; 

(iii) for the protection of the rights of another natural or legal person or (iv) for reasons of 

important public interest.343  

 

4.2.7    The right to data portability  

The right to data portability is innovative in the GDPR, which was not regulated by the 

Data Protection Directive. Notably, the right to data portability “represents the first theoretical 

step towards a default ownership of personal data to data subjects”.344 The data portability 

foundations lie in the free development of human personality, which has gained a digital 

personality in the online world.345  

Article 20 of the GDPR ensures the right to data portability, which enables 

interoperability, i.e. to receive the personal data, which data subject provided to the controller, 

in a structured, commonly used, and machine-readable format and to transmit those data to 

another controller, without hindrance.346 The data subjects shall have the right to transmit 

directly personal data concerning them from one controller to another, where technically 

feasible.347 The right to data portability is not absolute.348 It is applied only where data subjects 
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give their consent, or personal data is processed for the performance of a contract. In both 

situations, the processing is carried out by automated means.349 It should not apply where 

processing is based on a legal ground other than consent or contract.350 This right is not applied 

where another person provides data than the data subject.351 The right to data portability shall 

not adversely affect the rights and freedoms of others.352 This consideration is left to the 

discretion of the controller to consider whether the rights and freedoms of others may be 

adversely affected, and consequently deny data portability. 353  However, the decision to refuse 

must be justified based on legitimate reasons and the absence of any ‘hindrance’ to the data 

portability.354 

Article 29 Working Party (replaced by EDBD) stated “The new right to data portability 

aims to empower data subjects regarding their own personal data, as it facilitates their ability 

to move, copy or transmit personal data easily from one IT environment to another.”355 

The data portability right gives data subjects a quasi-right to ownership of their personal 

data. De Hert and Gutwirth expressed the opinion that “data subjects do not own their data, but 

the protection is required to prevent any unlawful and/or disproportionate data processing.”356 

They based their argument on the fact “that controllers (actors who process personal data) have 

the right to process data pertaining to others,”357 such as the medical data records which are 

collected, stored, possessed and detained by a physician who is a controller, and not by a patient 

who is a data subject. Their assessment can be rebutted by the fact that it was made in 

accordance with the old provisions of the Data Protection Directive, which does not grant this 

innovation right to the data subject. Thus, the EU framework on data protection, through GDPR 

extends and enriches the rights of data subjects with the right to data portability. Under this 

new right, data subjects acquire quasi ownership of their personal data, such which can be 

transferred, by ‘trading, exchanging, or selling data’,358 from one to another controller at their 

request. Moreover, even under the old provisions, data subjects have been enabled to consent 
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on processing and to exercise their other individual rights to erasure, rectification, etc., which 

also gives them the ability ‘to control over their personal data’,359 which is strengthened by 

GDPR. Thus, ‘the GDPR tries to put data subject “in control of their personal data through 

ownership.”360 The right to data ownership and its side effects will be discussed in Chapter 5. 

 

4.2.8 The right to automated individual decision-making 

Article 22 of the GDPR empowers the data subjects the right not to be subjected to a 

decision based solely on automated processing.361 Automated processing, includes profiling 

and occurs where is conducted without human involvement, such as the automatic refusal of 

an online credit application or e-recruiting practices, and produces legal effects or significantly 

affects the data subject.362 Profiling is the automated processing of personal data to evaluate, 

in particular, to analyse or predict certain personal aspects related to an individual regarding 

performance at work, economic situation, health, behaviour, etc.363 

However, there are limitations to this right, where the controller can decide to apply 

automated decision-making (i) for the performance of a contract ; (ii) where is authorised by 

law; (iii)where is based on the data subject’s explicit consent.364 In those situations, the 

controller must ensure to data subjects the suitable safeguards.365 In addition, where processing 

is automated for a performance of a contract or as a result of consent, the controller must ensure 

to data subjects the right to obtain human intervention, to express their point of view, and to 

contest the decision.366 

 

4.3       General Restrictions and Derogations  

The GDPR raise more challenges, setting a lot of different derogations and restriction 

applied to the exercise of all data subject rights.  

Firstly, the uncertainty created is further exacerbated by the sheer volume of 

controllers’ responsibility,367 especially with regard to any request of the data subject. 
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Thus, the controller has the discretion to decide whether a request to any of the subject 

data’ rights are manifestly unfounded or excessive, mostly due to their repetitive character, and 

can charge a reasonable fee or refuse to act upon the request.368 However, the controller’s 

decision must be justified.369 Furthermore, suppose the controller does not consider the request. 

In that case, the data subject must be informed without any delay, but no later than one month 

after receipt of the SARs, on: (i) the reasons for not taking action, (ii) the right to file a 

complaint to DPA and (iii) judicial remedies.370 

Secondly, derogations to the prohibition of processing special category data, i.e. 

sensitive data, are applied. Pursuant to Article 9 (1) of the GDPR, the processing of sensitive 

data shall be prohibited.371 However, section 2 of the same provision provides that the 

processing of such data can be carried out in following cases: (i) the data subject explicitly 

consent, except where the data subject cannot lift the prohibition; (ii) in employment and social 

security purposes and social protection provides for appropriate safeguards for the fundamental 

rights and the interests of the data subject; (iii) for the protection of vital interests or the 

individual is physically of legally incapable of giving consent; (iv) in legitimate interests with 

appropriate safeguards by a foundation, association or any other not-for-profit body with 

political, philosophical, religious or trade union aim; (v) data subject manifestly made public 

the processing of personal data; (vi) for the establishment, exercise or defence of legal claims; 

(vi) for reasons of substantial public interest, which shall be proportionate to the aim pursued, 

respect the essence of the right to data protection and provide for suitable and specific measures 

to safeguard the fundamental rights and interests; (vii) for purposes of preventive or 

occupational medicine; (viii) for reasons of public health; (ix) for archiving purposes in the 

public interest, scientific or historical research purposes or statistical purposes.372  

Pursuant to the Recital 52 of the GDPR “ Derogating from the prohibition on processing 

special categories of personal data should also be allowed when provided for in Union or 

Member State law and subjects to suitable safeguards, to protect personal data and other 

fundamental rights, where it is in the public interest to do so, in particular processing personal 

data in the field of employment law, social protection law including pensions and for health 

security, monitoring, and alert purposes, the prevention and other serious threats to health”.373 
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Supplementary, Member States may stipulate new conditions, including limitations if they 

relate to the processing of genetic data, biometric, or data concerning health.374 

Thirdly, the data subject rights can be imposed with restrictions established by the 

Member States laws under specific situations, where it is necessary and proportionate measure 

in a democratic society to safeguard national security, defence, public security, the prevention, 

investigation, detection, or prosecution of criminal offences or the execution of criminal 

penalties, the protection of judicial independence and proceedings, the protection of economic 

and financial interests, or the protection of private interests which overrides those of data 

protection, such as the enforcement of civil law claims, the protection of data subject or the 

rights and freedom of others.375  

The restrictions must respect the essence of the fundamental rights and freedoms,376 

even in a state of emergency imposed by a Member State for public health, such as today’s 

Covid- 19 pandemic.  

Since the beginning of 2020, due to increasing threats to public health, almost all 

Member States have declared a state of emergency in the fight against Covid-19, imposing 

various restrictions on some fundamental rights, including data protection. For instance, the 

Hungarian government has set a severe restriction on the fundamental right to data protection 

by Decree 179/2020, suspending the GDPR’ data subject rights.377 

On 2 June 2020, the EDPB made a statement according to which expressed 

disagreement with the Hungarian Decree 179/2020 of 4 May 2020 on the derogations from 

certain data protection and access to information provisions during the state of emergency 

relating to Covid -19 pandemic. This Decree suspended the subject data rights under Article 

15 to 22 of the GDPR until the end of the state of emergency.378  

The EDPB maintained that even in these exceptional times, the protection of personal 

data must be upheld with regard to all emergency measures, thus contributing to the respect of 

the overarching values of democracy, the rule of law and fundamental rights on which the 

Union is founded. Any measure taken by the Member States must respect the general rule of 
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law, the essence of fundamental rights and freedoms.379 Thereby, the restrictions cannot be 

imposed for an unlimited period, retroactively or on undefined conditions. The existence of a 

pandemic or any other emergency in itself is not a sufficient reason to restrict the rights of data 

subjects. Data subject rights are the core of the fundamental right to data protection. Data 

subject rights can be restricted but not denied. The EDPB reaffirmed that the GDPR remains 

applicable and allows for an efficient response to the pandemic, while at the same time 

protecting fundamental rights and freedoms.380 Consequently, in June 2020, the Hungarian 

government lifted the state of emergency, including the effect of Decree No. 179/2000.381 

The EU data protection rules provide for a high degree of shield for the fundamental 

status of the right to data protection. Therefore, a Member State must respect the essence of the 

fundamental right to data protection even in an emergency for public health or other public 

interest. 

 

4.4 Summary  

The GDPR ensures the main principles and reinforces the right to data protection 

granting 8 fundamental rights to subject data. The right to access and rectification are enshrined 

by Article 8 (2) of the EU Charter. Except for the right to object to the processing of their 

personal data for marketing advertising purposes, all other data subject rights are not absolute 

and are subject to certain limitations, conditions, and restrictions.  

However, those conditions and limitations left to the controllers’ discretion, cannot 

override the suitable and appropriate safeguards guaranteed by EU Charter and GDPR. The 

controllers’ decisions must be made with the proper observance of the law and not by exceeding 

the power vested to them. The strict rules and principles are applied under the GDPR to the 

controller’s competencies, especially those regarding the processing of sensitive data. They can 

restrict or limit the data subject’s rights under certain conditions expressly provided by law. 

Thus, the fundamental status of the right to data protection is not undermined. 

Moreover, the restrictions on data subject rights imposed by the Member State’s law 

cannot jeopardize the subject data right which is “the core of the fundamental right to data 

protection and their application should be a general rule” even during the state of emergency.382 
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Consequently, the answer to the third research question, is that although the conditions, 

limitations, derogations or restrictions on the rights of data subjects challenge the right to data 

protection, it does not denounce its fundamental status. 

 

5.      Side effects of the GDPR on Internal Market and Consumer Rights 

 
 

“Personal data is the new oil of the internet and  
the new currency of the digital world”383 

 

             Kuneva M. 

Unquestionably the impact of the GDPR on the internal market, businesses, and 

consumer rights are huge and inevitable it incurs some side effects which may shadow the 

fundamental status of data protection right. In our digital era, personal data become ‘tradable 

consumer data’ and the idea about the ownership of personal data is widespread. Some views 

are inclined to consider the right to data protection a consumer right rather than a fundamental 

right.  

Beyond the scope of this master’s thesis is to reflect the detailed impact of data 

protection rules on the internal market and consumer rights.  

This chapter aims to analyze a few side effects of GDPR on these areas and to identify 

whether they jeopardize the fundamental status of the right to data protection.  

 

      

5.1       Side Effects on Internal Market  

The internal market’s aim to enhance economic and social integration which has led to 

a substantial increase in cross-border flows of personal data.384 

At the outset, EU data protection rules emerged primarily as economic instruments for 

integrating the internal market, and secondary ones as personal data protection. The EU opted 

“to ensure the free flow of data via positive integration by creating a harmonized legal 

environment, via the [Data Protection] Directive, in order to eliminate all disparities which 

would create obstacles to the free flow of personal data”.385 

Consequently, Data Protection Directive inserted a hierarchy of its two objectives. 

Firstly, it was emphasized its objective to ensure the functioning of the internal market, and 
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secondly, the protection of fundamental rights to the processing of personal data. Therefore, 

initially, in its case laws, Österreichischer Rundfunk and Lindqvist cases, the CJEU took an 

integrationist approach and prioritized the market integration of data protection (see Chapter 3 

above).386  

Due to the subsequent CJEU’s case-law (see Chapter 3 above) and with the adoption 

of the GDPR, the market integration aspect of data protection rules has diminished, and the 

fundamental status of the right to data protection has been strengthened. 

The GDPR aims “to contribute to the … economic and social progress, to the 

strengthening and the convergence of the economies within the internal market, and the well-

being of natural persons”.387 Thus, the GDPR is theoretically included well into the EU's 

‘constitutional triangle’, while recognizing the most important aspect of a single internal 

market for modern European integration.388  

The GDPR makes radical changes to the digital environment, especially by 

“compromising traditional business models and mechanisms regarding collection and 

processing and the use of personal data”.389 However, the “GDPR is mostly a legal document, 

providing little if any technical guidance to the entities that are obliged to implement it”.390 

This approach may be explained by the fact that the room for the implementation of technical 

rules was purposely left out, as the GDPR is more focused on principles of data protection,  

which are more suitable in our changing digital world391 and developing internal digital market. 

Recently, the EU launched the strategy called the Digital Single Market aiming to make 

Europe a leader in the global digital economy, to achieve a level of harmonisation of rules in 

the digital ecosystem392 , and to increase trust in digital services amongst the population.393  

The EU Parliament stressed in its Report on fundamental rights implications of Big 

Data394 “that the Digital Single Market must be built on reliable, trustworthy and high-speed 
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networks and services that safeguard the fundamental rights of the data subject to data 

protection”.395 

Martínez-Martínez considers that the EU faces the fourth industrial revolution and the 

digital single market with the unification of the legal status of personal data protection sought 

by GDPR.396 However, criticism has been brought to the GDPR legal unification which is seen 

“rather more theoretical than real, since formal aspects of the regulation and the content 

materials of the fundamental right to data protection make this process challenging”.397  

Moreover, is considered that the GDPR’s principles on data minimization, 

transparency, purpose limitation, and certain data subject’s rights on data portability, on 

erasure, etc., “compromises the dominant position of certain large businesses and introduces 

competitive pressure in the digital markets”.398   

Per contra, these principles and rights increase the quality of data and promote 

consumer trust in the digital market.399 In essence, data protection and trust-enhancing services 

increase consumers’ data sharing and stimulate the digital economy and fair competition.400 

Pursuant to the Recital 7 of the GDPR, “the technological developments and globalization 

require a strong and more coherent data protection framework supported by strong 

enforcement,  and by creating the trust that will allow the digital economy to develop across 

the internal market”.401 

The GDPR, as well, creates some side effects for businesses in the EU’s digital market 

by requiring the implementation of risk management systems and protection of personal data, 

which entails certain costs that reassess the value of the protected asset (personal data).402  

However, these costs generated by legal compliance with GDPR, are offset by the 

rendered benefits, such as security of data, business reputation, and value of the informational 

asset.403 Some businesses will use GDPR as an opportunity “to more accurately evaluate the 
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value of their data, converting the data to a strategic asset404, on the same level as companies 

view their patent portfolio or copyrights”.405   

Companies may also incur costs for non-compliance with the GDPR as a result of the 

imposed administrative sanctions and fines,406 by supervisory authorities (DPAs). Fines 

increased substantially up to 20 million euros or 4% of the annual turnover of the preceding 

financial year.407 

While the GDPR confers to DPAs large competencies and powers, including the 

imposition of administrative fines, it must be applied with due regard to the strict limitations 

provided by law. 408 

Pursuant to the Recital 129, “… each measure should be appropriate, necessary and 

proportionate given ensuring compliance with this Regulation, taking into account the 

circumstances of each individual case, respect the right of every person to be heard before any 

individual measure which would affect him or her adversely is taken and avoid superfluous 

costs and excessive inconveniences for the persons concerned. Investigatory powers as regards 

access to premises should be exercised in accordance with specific requirements in Member 

State procedural law, such as the requirement to obtain a prior judicial authorization”.409 

 The exercise by the DPAs of its powers shall be subject to appropriate procedural 

safeguards, including effective judicial remedy and due process.410 

The companies should be more transparent when storing, sharing, or using customer 

data. It must build a ‘trustworthy relationship’ with their customers411 in such a manner to avoid 

any breach of data subject’s rights or other data protection rules. Public trust in Big Data is 

ensured by strong enforcement of fundamental rights and compliance with current EU data 

protection law and legal certainty for all actors involved.412  

 Consequently, by ensuring legal principles and procedural guarantees on the processing 

of personal data, GDPR enforces the fundamental substance of the right to data protection. It 

 
404 The view that personal data is seen as an ‘asset’ will be discussed in the next section. 
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provides for the prevention of the risks of infringement of data protection, the high inter-

business regulatory policy on data protection, and increasing consumers’ trust to share their 

personal data. 

 

5.2      Consumer Data - A Tradable Asset? 

The GDPR “address in more detail and completeness the different aspects of the 

treatment of personal data (not mere guidelines), many of them excessively technical 

(pseudonymisation, genetic data, biometrics ...) and bureaucratic ones that do not help to make 

the citizen aware of the risks that undue manipulation of their personal data entails for their 

rights and, therefore, would compromise the ultimate efficacy of the norm”.413 

Accordingly, data protection rules leave room for interpretations and thus create side 

effects on the fundamental status of the right to data protection, in particular on consumer data 

which is mainly used for mercantile scopes by companies. Therefore, the increasing idea of 

many scholars is to treat personal data as tangible assets freely traded in the market. 

Each company, private or public, which automatically processes personal data, through 

an online platform or website, is a controller or a processor, and each user of that platform is a 

consumer.  In our driven digital era, a large amount of consumer data is stored and used by 

online businesses, for commercial purposes,414 or even for political advertising.415 Mainly, the 

companies, including Big Tech Giants, use their online platform to interact with their users as 

their potential customers for targeted advertising.416  

Alternatively, the consumer (natural person) is provided by the GDPR with data subject 

rights, in particular with the right to data portability, to transfer its personal data to a competitor, 

which could decrease the business activity of the company.  

Therefore, companies seek to improve and enhance their businesses through their 

online platforms without affecting consumer confidence and confidentiality of protected data. 

The consumer data is personal data that requires consent and a clearly defined purpose. When 

a website in the EU is accessed, undoubtedly there is a notice about the processing of personal 
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data and the user is required to consent to it, through different modalities, such as cookies, pop-

ups, or other forms of notices in order to comply with GDPR’ requirements.  

In order for processing to be lawful, personal data should be processed on the basis of 

consent.417 The consent for the processing of personal data is a fundamental element of the 

right to data protection enshrined in Article 8 (2) of the EU Charter. The consent should be 

given freely, be specific, be informed, and be an unambiguous indication of the data subjects' 

agreement to the processing of personal data418 and be revocable.419  The consent for the 

processing of personal data “is an expression of a classical liberal conception of autonomy and 

individualism”.420  

However, in most cases, the customer, when consent is constrained by time or is 

motivated to gain an instant economic benefit or is manipulated by companies interested to 

obtain personal data rather than a valid consent.421 Therefore the consent is agreed 

automatically by the consumer, without searching for more options which provide for the 

possibility to manage preferences before consenting or to refuse consenting. This approach 

may lead to misunderstanding or uninformed consent. To avoid this, influenced by the GDPR, 

some of the websites apply the consent notice on the entire screen, shading the main content, 

in such a manner to allow consumers to be more aware of their consent and their rights.  

The companies must be able to demonstrate valid consent and to respect the decision 

of the customers to withdraw their consent.422 Borghi, Ferretti, and Karapapa stressed that the 

“consent is a crucial component of data protection law to give effect to the goal it purports to 

achieve giving individuals the tool to have control over their personal information and the 

‘persona’ they project in society”.423 

Some scholars, like Spiekermann, Acquisti, and Böhme considers that “personal data 

are seen as a new asset due to their potential for creating added value for companies and 

consumers by providing services hardly imaginable without it.”424 They note that Meglena 

Kuneva, the European Commissioner for Consumer Protection, “compared personal data to oil 

in order to illustrate how information pertaining to the individual has become a crucial asset in 

the digital economy”. They argue that “the joint effect of technological advances and market 

 
417 GDPR (n 10), Recital 40. 
418 ibid, Recital 32, Article 4 (11) 
419 ibid, Article 7 (3). 
420 ibid. 
421 Qumodo Ltd (n 360). 
422 ibid, Article 7 (1)(3). 
423 Borghi, Ferretti and Karapapa (n 414), 150-151. 
424 Spiekermann S, Acquisti A, Böhme R et al. (n 411). 



 

61 
 

forces renders people into’ data subjects’ whose ‘digital identities’ are traded and used 

(potentially without their knowledge and consent) and forces age-old thought experiments to 

confront a new reality”.425 The consumers are not paid for using their data but instead receive 

some free services.426 

Consequently, the approach of the ownership of personal data called ‘data market’427 

may undermine the fundamental status of the right to data protection and its supreme value of 

protecting human dignity. 

The ownership of the personal data would not resolve the bargains derived from 

consent, while individuals have free choice to deny service and not to share their data.428 Thus, 

the property on personal data would not ‘offer greater freedom to the individual’ and would 

imply less State protection and safeguards.429  

The rejection of the ownership right of personal data is emphasised by the 2014’ Report 

of the French Council of State on digital technology and fundamental rights which observed 

that personal data must have relied on ‘informational self-determination’. The Council 

explained that the right to ownership “would not restore the balance between the individual 

and the economic players and would complicate the exercise of regulation by the public 

authorities.”430 Consequently, the “… value of data protection can be assured and enhanced 

only if user’ self-determination over personal data is guaranteed.”431 

Borghi, Ferretti, and Karapapa emphasise that “Data protection is not only a matter of 

individual liberty, intimacy, and dignity of individuals but a wider personality right aimed at 

developing people’s social identity as citizens and consumers alike”.432 By granting individuals 

control over their personal information, the GDPR created a “tool to allow them control over 

‘persona’ they project in a society free from unreasonable or unjustified associations, 

 
425 ibid, 164. 
426 Gaspar Koening ‘The softian bargain’ in Isabell Landresu, Gerard Peliks, et al ‘Report. My data are mine. 
Why we should have ownership rights on our personal data.’ (Design & Production: Laurent Darellis / Atelier 1, 
2018), 11-12. 
427 Spiekermann, Acquisti, Böhme, (n 411), 164. 
428 AEDH Personal Data Protection ‘Human Rights and the Propertisation of Personal Data - AEDH’ (2017) 
<http://www.aedh.eu/en/human-rights-and-the-propertisation-of-personal-data/> accessed 12 November 
2020. 
429 ibid. 
430 ibid, Koening (n 426); The Council of State of the France 'Annual Report on on digital technologies and 
fundamental rights' [2014] http://www.ladocumentationfrancaise.fr/rapports-publics/144000541-etude-
annuelle-2014-du-conseil-d-etat-le-numerique-et-les-droits-fondamentaux. 
431 Mantelero (n 391), 1. 
432 Borghi, Ferretti and Karapapa (n 414), 118. 



 

62 
 

manipulations, distortions, misrepresentations, alterations or constraints on their true 

identity”.433 

Therefore, being highly protected by EU primary and secondary rules, the fundamental 

status of the right to data protection cannot be dissuaded by mere considerations of acquiring 

the right of ownership on personal data and viewing consumer data as a market asset. These 

side effects are overshadowed by the human dignity nature of data protection, consent of data 

processing, and increased individuals’ control over their personal data. 

 

5.3       Fundamental Right or Consumer Right? 

The consent, the principles, and data subject rights are the main values enforcing the 

fundamental status of the right to data protection. In contrast, van der Sloot argued that “the 

data protection really isn’t a fundamental right”.434 The argument was based on the fact that 

“the scope of personal data does not fit the classical scope of human rights; the types of rules 

facilitating data processing rather than curtailing or prohibiting, seems to diverge from the 

typical purpose of human rights instruments; and the role of Data Protection Authorities and 

the detailed regulation of almost all aspect of data processing activities in an EU-wide 

regulation seen more akin to the idea of market regulation than the protection of human 

rights.”435 Moreover, he argued that “omitting the right to data protection from the fundamental 

rights framework would not leave these interests unprotected”. In support of this, he refers to 

the fact that the right to privacy covers areas of processing of personal data, such as sensitive 

data, mass surveillance, data retention, and large-scale wire-tapping.436 His last argument is 

that the courts and national legislators should “treat data protection as an ordinary consumer 

data”, and consequently, the data protection to be treated as a consumer right.437 

I strongly disagree with the author. I have argued in previous chapters that, data 

protection has a wider scope than the right to privacy. The CJEU had acknowledged it in 

Österreichischer Rundfunk, Lindqvist, and Bavarian Lager cases. The right to data protection 

covers both public and private sectors, while the right to privacy protects only from the public 

direct or indirect infringements. Moreover, personal data includes a larger range of data, not 

just sensitive data. Right to data protection grants to the individual control over personal data 
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even when the right to privacy is not at stake. The Google Spain case recognises the individual 

control over personal data as a fundamental element of the right to data protection.  

The fundamental status of the right to data protection may be questioned as to the values 

it protects seemed to be already protected by the fundamental right to privacy.438 However, the 

right to privacy does not protect all values sheltered by the right to data protection. 

Noteworthy is that the right to data protection protects a wide range of fundamental 

values beyond right to privacy, and “that the principles of data protection rules may seem less 

substantive and more procedural than other rules of law, but in fact they are closely related to 

essential values”.439  

With the enforcement of the GDPR, as Robotà observes came an “endpoint of a long 

evolutionary process experienced by the privacy concept – from its original definition as the 

right to left alone, up to the right to keep control over one’s information and determine how 

one’s private sphere is to build up”.440 

The GDPR protects one of the highest values of human dignity by giving people more 

control over their personal data in both the private and public sectors and by strictly regulating 

the conditions for processing such data. Lynskey argues that human dignity, in the context of 

data protection rules is seen as a “tool for empowerment” and that “ waiving rights (such as 

property rights) over personal data is an exercise of the right to data protection rather than an 

alienation of that right”.441 Robotà emphasises that “data protection is an expression of personal 

freedom and dignity; as such, it is not to be tolerated that data is used in such a manner as to 

turn an individual into an object under surveillance”.442 

Data protection is a fundamental right and not just a consumer right since it is not 

allowed a free flow of personal data without a legally reasonable and motivated justification. 

Only certain categories of personal data that are indispensable to achieve specific goals and 

aims can be used.  

 

5.4      Summary 

The impact of GDPR on the internal market and consumer rights is diverse. The 

companies, being controllers or processors are obliged to respect all subject data rights and to 

follow all rules and legal principles on data protection rules. The consumer data, which is 
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personal data that require consent to be processed, nowadays become a ‘tradable asset’ 

commercialised mostly for advertising purposes. Some views are inclined to consider data 

protection right as a simple consumer right.  

 However, the data protection rules have a positive impact on businesses. By preventing 

the risks of personal data breaches and by setting a high inter-business regulatory policy on 

data protection, the consumer is more confident to share and keep their personal data with a 

trustworthy company.  

Consequently the answer to the fourth research question is that the described side 

effects cannot circumvent the fundamental status of the right to data protection, since the GDPR 

ensures the main principles of data protection, such as lawfulness, transparency, adequacy and 

purpose limitation principles, etc. which give substance and reinforce the fundamental status 

of the right to data protection and secure one of highest values of human dignity expressed by 

more control over one’s personal data. 

 

6.     Conclusions 

At the outset, the right to data protection emerged as a component of the right to privacy. 

It evolved from the right to be left alone, to ‘informational self-determination’, up to the right 

to keep control over one’s personal data. Finally, it became an independent fundamental right. 

The right to data protection is a new fundamental right enshrined in Article 8 of the EU Charter. 

The EU Charter raises challenges to this right. Chapter 2 describes the seven challenges of the 

EU Charter and demonstrates why they cannot circumvent the fundamental status of the right 

to data protection. Article 8 is more comprehensive than other provisions of the EU Charter. 

Data protection is a new right implemented in the rapidly changing digital world where the 

rights of the ‘electronic body’ of a human being must be highly protected. Therefore, it is 

essential to receive a fundamental status that protects broader values related to the processing 

of personal data than the right to privacy. 

The CJEU played a proactive role in shaping the data protection rules. Chapter 3 

illustrates this statement. The Österreichischer Rundfunk and Lindqvist cases identified the 

wider scope of these rules. The Promusicae case was the first to mention Article 8 of the EU 

Charter, albeit without any significance to the outcome of the ruling. The Bavarian Lager case 

acknowledged the fundamental status of the right to data protection. The CJEU case law 

defined the main concepts and principles of data protection. In Google Spain, Schrems I, and 

Schrems II, the CJEU emphasised the extraterritoriality scope of data protection rules.  The 
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CJEU invalidated a Directive and two EU Commission Decisions which infringed the 

fundamental right to data protection.  

The Schrems I and Schrems II cases demonstrated how the power of a single person 

could change the legal rules of the digital world and ensure the fundamental status of the right 

to the protection of personal data. The CJEU confirmed this and thus has retained its role as a 

guarantor of the consolidation and strengthening of fundamental rights, in particular of the right 

to data protection within and outside the EU legal order. 

The GDPR is a legal instrument that implements the fundamental right to data 

protection and sets the main legal principles, concepts, and data subject rights. The GDPR gave 

the tone to a worldwide recognition of the fundamental status of the right to data protection, 

through the modernised Convention 108. Chapter 4 describes how the GDPR challenge the 

right to data protection through imposed conditions, limitations, and restrictions to data subject 

rights. However, it cannot jeopardise the fundamental status of data protection right, since strict 

principles and rules are applied to the powers assigned to controllers, even to those established 

outside the EU. Moreover, the Member States when imposing restrictions to the data protection 

rules must respect the essence of this fundamental right and not admit the interferences with it 

even in a state of emergency or for other public interest. 

The Data Protection Directive emerged as a market integrationist instrument. In 

contrast, the sole objective of the GDPR is to protect the fundamental right to data protection, 

while the intention is to strengthen and to converge the economies within the internal market. 

Therefore, the impact of the GDPR on the internal market and consumer rights is immense. 

Chapter 5 outlines few side effects, such as companies’ financial costs, competitive restrictions, 

a ‘tradable consumer data’, quasi ownership right of personal data, as well the considerations 

of data protection as a consumer right rather than fundamental. However, these side effects 

cannot undermine the fundamental status of data protection right since it is protected by a high-

ranked Regulation. The data protection right has a human dignity value, which is seen as a ‘tool 

for empowerment’ of its fundamental status. 
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