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Abstract 

Loot boxes are a form of microtransaction, which is a business model used to generate 

revenue for video games. The contents of loot boxes are random and based on chance, where 

loot boxes have a higher chance to contain a variety of lower quality items, and a much 

smaller chance to contain a selection of higher quality items. The higher quality items tend to 

be the driving force between loot boxes purchases and participation despite, or maybe due to, 

their rarity. However, visual appeal tends to play a part as well regarding cosmetic rewards, 

as such players may desire rewards solely based on their visual appeal, regardless of their 

rarity. Unique rewards tend to carry more visual appeal, however, as they are not used as 

excessively as rewards which are not unique or hard to come by. 

 Loot boxes and microtransactions are often predatory and exploitative in nature, 

whilst being marketed to children, which is one of the key aspects being taken into account as 

an attempt is made to answer whether loot boxes should be considered a form of gambling 

and therefore be subject to gambling laws, as such legislation tends to be made in order to 

protect those in need of protection from such behaviours. 

 The main findings of the thesis are that loot boxes are, by definition, a form of 

gambling and legislations should be interpreted in a broader sense, benefitting individuals, 

their safety, and protection. 
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1. Introduction 

This thesis will be exploring the concept of loot boxes, which are a form of microtransaction 

which in turn is a way for video game companies to monetize their games, and whether loot 

boxes should be considered a form of gambling based on their functionality as well as their 

intended target audience. Furthermore, as loot boxes are a prevalent form of microtransaction 

across the globe, comparisons between countries and even continents will be made. As such, 

any possible regulations or legislations from these countries will also need to be considered, 

as they can impact a country’s ability to regulate or set legislations, whether they be in favour 

of or against loot boxes. Furthermore, the psychological aspect behind loot boxes and their 

implementation will also be considered, as loot boxes are often targeted at a younger 

audience who may not fully grasp the relation between making online purchases and money 

being taken out of a bank account in return, as well as the fact that barriers to entry tend to 

either be low or non-existent in many cases. 

 The main question the thesis brings forward is whether loot boxes should be 

considered a form of gambling, which then leads into a multitude of questions regarding 

regulations, as loot boxes are currently present in many games which are even marketed for 

children, who are legally not allowed to gamble, and therefore should not have access to loot 

boxes at all, should they be considered a form of gambling. As there have already been 

regulations made in some countries around the world, a precedent exists for possible 

solutions on how to regulate loot boxes even if only certain countries deem loot boxes to be a 

form of gambling. Furthermore, the importance of the thesis stems mostly from the effect 

which would follow loot boxes being deemed a form of gambling, which is protecting 

children and other vulnerable persons from being exposed to it, as it can have detrimental 

consequences for those people and their families, and in many cases it already has. As such, 

stories of children spending thousands of dollars1 of their parents money without fully 

comprehending what they were actually doing, the psychological effects of loot boxes, and 

the legal aspects of a few countries will be explored and taken into account when weighing 

the pros and cons of loot boxes against each other. 

 Firstly, the concept of microtransactions will be explored, as it is important to 

understand what microtransactions are if one intends to take a stand either for or against loot 

 
1 Or equivalent amounts in other currencies 
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boxes, as they are a form of microtransactions, although not the only type of 

microtransaction. 

 Secondly, gambling across the world will be explored with examples of a few 

countries, which are: The United Kingdom, Iceland, The Netherlands and Belgium, Japan, 

and China. The importance of this chapter lies within gaining a better understanding of why 

some countries have already banned loot boxes, deeming them to constitute a form of 

gambling, whereas other countries are either discussing loot boxes, or have legislations 

leaning against loot boxes being deemed gambling. Views towards loot boxes or 

microtransactions can vary vastly between continents, not to mention between countries 

within the same continent. 

 Thirdly, the concept of loot boxes as a form of microtransaction will be delved into 

more, for better depth and understanding of what loot boxes are, how loot boxes function, 

different types of loot boxes in different games or genres, as well as the intended target 

audiences of loot boxes. Possible reasons for why loot boxes are currently not considered a 

form of gambling, barring a few exceptions, will also be explored. 

 Following that, the psychology of the functionality and design of loot boxes will be 

explored, as well as their target audience in more depth, as the question of whether they are 

an unethical way to monetize games largely depends on their functionality and their intended 

target audience. 

 Thereafter, the licensing objectives of the Gambling Act 2005 will be taken into 

consideration, relative to the previously explored target audience of loot boxes, as well as 

how its licensing objectives may not be fully met currently.  

 Lastly, the conflicts which can, and do, arise due to differing opinions and legislations 

regarding loot boxes and microtransactions will be explored, as they vary quite dramatically 

across the world. Taking all of this into account, a conclusion will be taken on whether loot 

boxes should be considered a form of gambling or not. 
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2. Microtransactions 

When loot boxes in video games are being discussed, it is important to first understand what 

microtransactions are as loot boxes are a form of microtransaction. A microtransaction, which 

is commonly abbreviated to MTX, is a business model which game developers and publishers 

commonly use to fund their projects, especially free-to-play games, as there is no revenue 

gain from a game which is free-to-play without the option of in-game purchases.2 Even 

though the virtual items being sold via microtransactions3 tend to be sold for small amounts 

of money, as suggested by the name, they can be the sole revenue stream for even massively 

popular games, which are otherwise completely free and can be played without investing any 

money at all. In general, MTX tends to offer consumers a variety of cosmetic rewards, 

although there are also games which either offer ways to circumvent aspects of the game, 

which can be done by selling the player an item which helps them with a difficult level they 

have been struggling with, or even games which have arbitrary time-gate mechanics 

implemented into them, in which players have to wait to continue playing or choose to pay to 

not have to wait. An example of both of these types of MTX is King’s Candy Crush Saga, in 

which players are offered a variety of MTX which are designed to make the game easier to 

complete, although the player is only offered a temporary supply and has to therefore either 

use these power-ups wisely or keep purchasing power-ups in case they are being heavily 

relied on. Candy Crush Saga also has a life-system, in which players will be locked out from 

playing the game if they deplete all their hearts, and will then have to wait for their hearts to 

refresh, which takes half an hour per heart to do. Alternatively, players used to be able to 

purchase hearts via MTX which seems to be a feature of the past, although it is possible to 

purchase unlimited hearts for a period of time via MTX, which is another way of 

circumventing a long and tedious wait, should the player run out of hearts but wish to keep 

playing. 

3. What constitutes as gambling? 

As gambling, especially online gambling, can be found more or less everywhere on the planet 

and there are no universal laws or regulations when it comes to gambling, there are differing 

ways to define and view gambling, not only between continents, but even when it comes to 

 
2 (Colagrossi, 2020) 
3 Hereafter MTX 
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neighbouring countries in some cases. First of all, the United Kingdom’s Gambling Act 2005 

defines and describes gambling quite clearly, as well as categorising gambling into three 

different meanings. 

3.1. United Kingdom’s Gambling Act 2005 

The third section of the Gambling Act 2005 says the following about gambling: 

1) In this Act “gambling” means— 

a) gaming (within the meaning of section 6) 

b) betting (within the meaning of section 9), and 

c) participating in a lottery (within the meaning of section 14 and subject to section 15).4 

3.1.1. Gaming 

The act then goes on to define these three different terms in the sections provided, starting 

with gaming, which is further defined as a game of chance for a prize: 

1) In this Act “game of chance”— 

a) includes— 

i. a game that involves both an element of chance and an element of skill, 

ii. a game that involves an element of chance that can be eliminated by 

superlative skill, and 

iii. a game that is presented as involved an element of chance, but 

b) does not include a sport.5 

3.1.2. Betting 

The act defines betting as follows: 

1) In this Act “betting” means making or accepting a bet on— 

a) the outcome of a race, competition or other event or process, 

 
4 (Gambling Act 2005, Section 3, n.d.) 
5 (Gambling Act 2005, Section 6, n.d.) 



 

5 

 

b) the likelihood of anything occurring or not occurring, or 

c) whether anything is or is not true.6 

3.1.3. Lottery 

Finally, the act defines lottery as the following: 

1) For the purpose of this Act an arrangement is a lottery, irrespective of how it is 

described, if it satisfies one of the descriptions of lottery in subsections 2) and 3). 

2) An arrangement is a simple lottery if— 

a) persons are required to pay in order to participate in the arrangement, 

b) in the course of the arrangement one or more prizes are allocated to one or 

more members of a class, and 

c) the prizes are allocated by a process which relies wholly on chance. 

3) An arrangement is a complex lottery if— 

a) persons are required to pay in order to participate in the arrangement, 

b) in the course of the arrangement one or more prizes are allocated to one or 

more members of a class, 

c) the prizes are allocated by a series of processes, and 

d) the first of those processes relies wholly on chance.7 

Despite having such detailed and categorized definitions on what gambling is, the 

United Kingdom has not deemed that loot boxes should be considered a form of gambling, 

although it has been brought up for discussion multiple times, as well as the House of Lords 

Gambling Committee saying that loot boxes should be regulated under gambling laws. 

Furthermore, Lorde Grade who is the chairman of the committee, said that an overwhelming 

majority of the reports within the Gambling Act 2005 could be enacted today, as they do not 

require legislation.8 

However, whereas the United Kingdom has the Gambling Act 2005 in place already, 

there are countries who are considerably farther behind the curve than the United Kingdom 

 
6 (Gambling Act 2005, Section 9, n.d.) 
7 (Gambling Act 2005, Section 14, n.d.) 
8 (BBC News, 2020) 
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when it comes to regulating loot boxes, as they still need to update their legislations before 

steps can be taken towards implementing them to regulate services such as loot boxes. 

3.2. Iceland 

Although there are very few countries which have quite strict regulations or legislations 

regarding online gambling, there are also countries which are falling behind the curve as 

times change. Among these countries is Iceland, which has made little to no progress in 

creating legislations regarding gambling in recent years. Articles 183. and 184. of Iceland’s 

penal code, act number 19/1940, prohibit individuals from making gambling their occupation, 

as well as prohibiting gambling being carried out in an individuals’ home, should the intent 

be to earn income from said gambling, whether it be directly or indirectly.9 

 The aforementioned articles of Iceland’s penal code could be considered quite 

outdated in comparison to the Gambling Act 2005, as they specifically prohibit gambling 

being hosted in a private home, which would suggest that offline gambling is the focus of the 

articles, which is understandable as online gambling did not exist when these legislations 

were made, not to mention that they were set in 1940, as opposed to 2005, a 65 year gap 

during rapidly changing times of technological advancements. Therefore, it is even more vital 

to stay ahead of the curve as opposed to lagging behind the curve when it comes to updating 

and creating legislations which suit the everchanging and developing markets. 

3.2.1. Iceland’s legal definition of gambling 

Although not specifically a law on gambling, the 8th point of the 2nd paragraph in the 2nd 

article of the Act on Trade in Service in the Internal Market of the European Economic Area, 

number 76/2011, defines gambling as: “any kind of game which is determined in part or 

wholly by luck and involves financial gain”.10 

 This article, on the other hand, does not specify that illegal gambling is required to be 

hosted in a private home, and is therefore much more open to interpretation in a broader 

sense and could realistically be used as a stepping stone towards creating legislations in 

Iceland which are not strictly interpreted and cover a much narrower aspect. 

 
9 (Almenn hegningarlög, 1940) 
10 (Lög um þjónustuviðskipti á innri markaði Evrópska efnahagssvæðisins, 2011) 
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3.3. The Netherlands and Belgium 

2018 was quite a stepping stone for Europe when it comes to legislation regarding loot boxes, 

as in April of 2018, The Netherlands elected to ban loot boxes which contained rewards 

determined by a game of chance, where the rewards could then be traded outside of the game. 

The Netherlands Gaming Authority deemed that loot boxes which contained prizes which 

cannot be traded “constituted a low risk for gambling addiction” and made the comparison to 

a small-scale bingo, whereas those that contain prizes which can be traded were deemed to 

have “integral elements that are similar to slot machines.” 11 Furthermore, a license is 

required by law in The Netherlands to provide the service of gambling, though their current 

laws do not allow these licenses to be handed out to game companies, and as such there is no 

way to provide the service in The Netherlands, with the exception of loot boxes whose prizes 

cannot be traded and therefore do not incentivize monetary gain. 

 Belgium, on the other hand, took a much broader approach to their legislation against 

loot boxes, as they deemed that all loot boxes should be considered a form of illegal 

gambling, regardless of the possibility to monetize winnings, such as with games in which 

rewards from loot boxes cannot be traded either within or outside of the game and therefore 

makes it difficult to monetize any rewards. 

3.4. Japan 

Japan took a similarly aggressive stance against loot boxes as the Netherlands, as they banned 

so-called “complete gacha”, which is a form of gacha game which in turn is based on Japan’s 

Gashapon system. The Gashapon system is basically a vending machine through which 

capsules, or loot boxes in other words, are bought and these capsules in turn contain a toy, 

much like Kinder Eggs. As such, Japan elected to only ban a very specific type of loot box, 

setting forth specific reasons for their decision, meaning the legislation cannot be interpreted 

in a broader sense in the future, for other possible forms of loot boxes, whether they be 

virtual or not. 

 The implementation of gacha in video games, however, is much more akin to loot 

boxes and gambling in nature, as the rewards from vending machines are physical and can 

therefore be targeted and bought specifically from other people, whereas gacha in games does 

 
11 (Straub, 2020) 
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not allow for specific targeting, due to rewards not being tradeable. Furthermore, gacha 

games are more predatory in nature than loot boxes as they were, unlike loot boxes, the 

primary game mechanic of games they featured in, as opposed to a bonus feature offering 

mostly cosmetic rewards. 

 Complete gacha takes gacha games to the next level, as they reward players with 

higher quality rewards for combining several lesser quality rewards, earned from purchasing 

capsules online. As previously mentioned, these rewards could not be traded with others, and 

therefore incentivized continuous purchases, as players are likely to keep receiving the same 

lower-quality rewards repeatedly. Complete gacha was banned in Japan in 2012, following a 

viral case of minors spending thousands of dollars on the system, as a result of barriers of 

entry being low, seeing how most gacha games are offered via mobile games, as well as the 

predatory nature of complete gacha.12 

3.5. China 

China has strict legislations regarding loot boxes, which states that loot boxes cannot be 

purchased using currency, whether it be real or virtual, the contents of the loot box must also 

be obtainable through other means, as well as that developers are not allowed to create 

compulsion loops,13 similar to complete gacha in Japan. 

 Despite these strict legislations, as well as a legislation which requires developer 

disclosure in the form of transparency regarding the odds to receive specific items in loot 

boxes, as well as a publicly available record for the last 90 days, showing all loot box 

outcomes for the period, there is no evidence of China being consistent in their enforcement 

of these rules, and whether a developer can sell loot boxes or not seemingly comes down to 

whether the government likes a game or not. 14 

 While the United Kingdom has an act in place which should allow them to start 

regulating loot boxes, even if not specifically designed for it, China has legislations 

specifically targeting loot boxes, though seemingly do not enforce it properly even when 

enforcing it, so in a sense, China is an example of making the legislations and not enforcing 

 
12 (Vincente, 2020) 
13 (Taylor, 2019) 
14 (Taylor, 2019) 
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them, whereas other countries either do not have legislations in place yet, or have not yet 

started enforcing them if they do. 

3.6. Broad versus narrow judicial interpretations 

Courts do not set laws, their role is to interpret them, which can be done in either a narrow or 

broad sense. Narrow interpretations focus on what is written, what the words state 

specifically, within the Act and are more literal, whereas broader interpretations open up an 

Act more to interpretation of the words and is generally applied in matters concerning 

securing more rights and protection for individuals. As such, there is a precedent for broader 

interpretation of law when it comes to the protection of individuals and therefore a broader 

interpretation should be applied as opposed to a narrow one, when it comes to gambling 

regulations and legislations. In matters of contention, courts have generally ruled in favour of 

the rights, freedom, and protection of its citizens, over that of profit margins of big 

corporations. In some cases, legislations may need to be updated to better reflect a country’s 

stance towards loot boxes, although the precedent of gambling laws existing to protect 

people, especially children and other vulnerable people, should be kept in consideration as 

these updates take place, as that is the primary function of gambling regulations and 

legislations after all. 

3.7. How developers circumvent gambling definitions 

EA’s vice president of legal and government affairs, Kerry Hopkins, said during a U.K. 

Parliament hearing that EA sees loot boxes as a “surprise mechanic”15 and goes on to say that 

there is tangible evidence for people liking surprise mechanics, such as Kinder Eggs and 

Hatchimals. Hopkins went on to say, on behalf of EA that:  

“We do think the way we have implemented these kind of mechanics… …is 

actually quite ethical and quite fun, enjoyable to people. We agree with the U.K. 
gambling commission, the Australian gambling commission, and many other 

gambling commissions that they aren’t gambling, and we also disagree that 

there’s evidence that shows it leads to gambling.”16 

As such, EA’s stance on the matter is that loot boxes should be considered surprise 

mechanics rather than a form of gambling, much like how Kinder Eggs would not be 

regarded as gambling by most. While the toys inside a Kinder Egg could be considered to be 

 
15 (Hale, 2019) 
16 (Ze Memester, 2019) 
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a bonus, as even if the consumer gets a toy they are not completely satisfied with, they still 

received chocolate at the very least, the counter argument stating that if the consumer wanted 

merely the chocolate, they would simply buy chocolate without the attached surprise 

mechanic. Developers resort to similar logic when it comes to loot boxes, as the consumer 

always gets something out of the loot box, whether it be something truly unique, or 

something quite common which may be worth nearly nothing at all, whether that be in the 

consumers’ opinion as with Overwatch, or according to value and price set to the item on the 

open market, such as in Counter Strike: Global Offensive. 

Furthermore, as seen in the quote, Hopkins mentions that EA’s stance is that their 

implementation of loot boxes is: “actually quite ethical and quite fun and enjoyable to 

people”17, which is part of the reason for debates about loot boxes and their place in video 

games occurring all over the world. A question of morals and ethics arises when it comes to 

loot boxes, as the cosmetic rewards are quite often, and very intentionally, targeted at a 

specific audience of young children and teenagers, or people who are generally more 

impressionable and therefore likelier to purchase loot boxes for cosmetic rewards which older 

consumers may have little to no interest in. 

3.7.1. Monetary value of gambling 

A key aspect upon which developers build their views on the matter, is that “…gambling 

regulators have generally argued that only loot boxes that coast real-world money to buy, and 

offer rewards that can be transferred to other players and are consequently worth real-world 

money, constitute ‘gambling’”.18 The requirement for financial gain to be present in order to 

constitute as gambling can be found in Iceland’s legal definition of gambling, though as the 

legislation is quite outdated, it may also suggest that other legislations with such requirements 

are outdated, do not reflect low barriers to entry as well as widespread supply, and may not 

provide a good precedent for future legislation. The assumption is being made, however, that 

loot box rewards have no real-world monetary value unless they can be sold or traded, despite 

the fact that players may have invested hundreds, or even thousands of dollars, in order to 

obtain certain rewards. Furthermore, some rewards may be purchasable within the game for a 

certain price, which would suggest that they have real-world monetary value, despite the fact 

that they cannot be traded within the games, as it can be cheaper to get a reward through loot 

 
17 (Ze Memester, 2019) 
18 (Xiao, 2020) 
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boxes rather than buying it for its marketed price, which is in and of itself a form of 

gambling. 

 Although Iceland’s legislation can be considered out of date and does include the 

requirement for loot box prizes to have real-world monetary value, so too does the ban set 

forth by the Netherlands, which deemed that loot boxes only constituted as gambling if their 

prizes could be sold or traded, despite this legislation being set in 2018. As such, the 

Netherlands elected to set a rather narrow legislation, which does not prohibit loot boxes 

which have prizes that cannot be traded. In accordance with Iceland’s current legislations and 

the one recently set by the Netherlands, on game in particular would still fall under this 

category of illegal gambling, as it probably would in most countries around the world. 

Despite this, Counter Strike: Global Offensive is massively successful and offers loot boxes 

along with an internal market, where items obtained can be traded or sold for balance, which 

can then be used either in Counter Strike: Global Offensive, or a multitude of other games 

available for sale through Steam, thereby meaning that these prizes carry financial incentive 

for players. Furthermore, there are also third-party websites where prizes obtained from loot 

boxes can either be gambled on the outcome of professional matches, or sold or traded 

outside of the internal market, which adds even further financial incentive and real-world 

monetary value, despite this, these loot boxes seem to go unchecked, even in places with the 

narrowest of legislations. 

 Furthermore, as real-world monetary value seems to not be applied to virtual items, 

even though they are sold for real-world money and as such hold real-world monetary value 

to those who buy them, it is interesting to briefly look into bitcoin. Bitcoin is a digital 

currency, meaning it is completely virtual and there are no physical bitcoins in existence. 

Despite this, bitcoins are currently valued at roughly $19,000 each. The ability to trade or sell 

virtual items is seemingly considered to be the difference between assigning them real-world 

monetary value or not, although this would in theory base their real-world monetary value on 

other people than those who own them, which would suggest that real-world monetary value 

can only be applied if someone other than the person interacting with virtual items could 

potentially be interested in buying or trading said items, as well as if the person directly 

interacting with them has the ability to sell or trade their virtual items, whilst completely 

neglecting the real-world monetary value virtual items may hold for the person directly 

interacting with them, regardless of what others may think of those items. 
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4. What are loot boxes? 

Loot boxes are a form of MTX which developers have started adding into video games more 

and more as of late, as MTX is immensely successful in mobile games. According to a list by 

Touro University, there are four types of MTX, with loot boxes being one of them. The four 

main types of MTX are: 

1. In-game currencies, which is one of the most popular types of MTX, as it provides the 

player with an in-game currency which can then be spent to redeem various items 

within the game or advance the player in some way. 

2. Random chance purchases, also known as loot boxes, which provides the player with 

a box in some form that has the potential of rewarding the player with something 

worth far more than the box itself. 

3. In-game items, which tend to be better than anything that players can earn by playing 

the game to incentivize their purchase and therefore puts people who decide not to 

buy them in an immediate disadvantage against those who do. 

4. Expiration purchases, which exist to circumvent artificial limits set by games, where 

the player is locked out of playing after a certain amount of times, moves or 

potentially a set number of fails and/or deaths in the game. The player is then 

prompted to either wait for these charges/lives to recharge or pay to instantly be able 

to get back into the game.19 

4.1. Genres where loot boxes may be present 

The Federal Trading Commission (“FTC”) hosted a workshop in Washington DC on the 7th 

of August 2019, on loot boxes and related MTX. Among the key takeaways from the 

workshop was discussion regarding which genres of video games MTX can generally be 

found in. The listed genres at the workshop were: “sports games, role playing games, and 

action games” and further stated that MTX comes in many different forms, as described 

above, and said: “For example, players may use them [MTX and loot boxes] to acquire a new 

 
19 (Duverge, 2016) 
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outfit, or other character feature, an extra life to allow a player to continue gameplay, or a 

season pass giving the player access to upcoming game content at a discount.”20 

4.1.1. Sports games 

An example of a sports game where loot boxes tend to be present is FIFA Football, 

developed and published by Electronic Arts21, in which players buy packs of virtual cards, 

which then contain cards of players within the game and can therefore be used for 

competitive play. Despite EA showing “the percentage odds of ‘packing’ cards of each 

available rarity, customers do not know exactly what they will for their money.”22 as Yin-

Poole wrote in his article. As such, the consumer may know that they will get a certain 

amount of cards of specific rarities, although the consumer will not know which specific 

player card of that rarity they get, which still leaves the result up to chance. This type of loot 

box bears quite a resemblance to trading card games23 or collectible card games24, which are 

the physical counterparts. However, a major difference is that these are sold in stores, 

meaning there is already a barrier to entry substantially higher than the online world presents, 

where an infinite supply as available with the press of a finger. 

4.1.2. Role playing games 

Role playing games25 are commonly known and abbreviated as RPGs and revolve around 

players taking on the role of the character they choose to play. Furthermore, the genre of 

RPGs also extends into games which are known as “massive multiplayer online role-playing 

games”26 where the gameplay takes place online with, or against, other players as opposed to 

gameplay being solely against non-player characters27 or creatures, which are simply 

programmed into the game and, as the name suggests, cannot be played by other players. One 

of the most popular MMORPG games throughout history, World of Warcraft, owned by 

Activision-Blizzard28, provides the players with a form of loot boxes, where players can buy 

boxes via the Black Market Auction House, a feature within the game, and can then win 

 
20 (FTC, 2020) 
21 Hereafter EA 
22 (Yin-Poole, 2020) 
23 Commonly abbreviated as TCG 
24 Commonly abbreviated as CCG 
25 Hereafter RPG 
26 Hereafter MMORPG 
27 Commonly abbreviated as NPC 
28 Hereafter Activision 
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items ranging from being practically useless, to being incredibly rare and sought after. 

However, unlike most forms of loot boxes, these boxes are exclusively available for gold, the 

games’ in-game currency, and therefore is not as easily available to consumers for real life 

money as most forms of loot boxes are, although the game does offer players a way to 

purchase in-game currency for real life money and therefore players could technically buy 

these loot boxes using real life money, despite it not being as direct or easily accessible as 

most forms of loot boxes. 

4.1.3. Action games 

The final genre in which loot boxes and MTX are generally found is action games, which 

includes a broad spectrum of games. Games within the action genre “typically put emphasis 

on challenging the player’s reflexes, hand-eye coordination, and reaction time.”29 As the 

action genre is so broad, there are many sub-genres within it, such as: 

• Shooter games: The shooter games sub-genre features games which are both Player 

versus Environment30 and Player versus Player31 oriented. PvE games revolve around 

the player fighting computer-generated monsters or enemies, which can either be done 

alone or with a team of other players, or in some instances even a team of other 

computer-generated teammates fighting alongside the player.32 PvP games, on the 

other hand, are games in which one or more players compete against other players 

online.33 Two examples of PvP shooter games which feature loot boxes in them are 

Overwatch and Counter Strike: Global Offensive. 

• Fighting games: The fighting genre is generally focused around fighting games which 

are popularly based on martial arts, such as Tekken, or other real-life fighting 

techniques, such as boxing. Even though these games can also be either PvE or PvP 

games such as the shooter genre, shooting games are generally a more popular sub-

genre of the action genre and will therefore have more emphasis put into MTX, as it is 

more profitable. Furthermore, fighting games often include earning cosmetic rewards 

 
29 (Oxford, 2018) 
30 Hereafter PvE 
31 Hereafter PvP 
32 (Cyber Definitions, n.d.) 
33 (Cyber Definitions, n.d.) 
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as a core aspect of the game, whereas shooter games tend to be focused on the 

gameplay more than anything. 

• Platform games: Finally, there are platforming games, which will probably entail the 

most known games of the action genre for many people. These games tend to test 

player’s reflexes with obstacle courses filled with floating platforms, enemies, and 

bosses for the player to take on. Super Mario 3D Land and Kirby’s Adventure are 

prime examples of the genre, which used to be very PvE focused initially. However, 

smash hits such as Fall Guys: Ultimate Knockout34, which took the gaming market by 

storm after its release on the 4th of August 2020, have proven that the platforming 

genre can easily transition into a PvP focused genre instead. Furthermore, the creation 

of online-based platforming games also brings with it the opportunity of providing 

players with MTX, such as hats in Fall Guys. 

As can be seen from the main genres, the determining factor which plays the major 

role in whether games are MTX compatible or not from a profitability standpoint, is whether 

they are made to be played online, as well as preferably being PvP focused games. Although 

most people, by nature, are social beings who crave being part of a group, humans also 

inversely crave being unique and standing out, especially for their talents or skill in certain 

fields, which directly translates into online video games where cosmetic rewards can make 

players stand out from a crowd. However, being unique is a large determining factor, as 

customisations which are rampant are not nearly as sought after and quickly become 

disregarded into oblivion.35 As such, there is a fine line between cosmetic rewards being 

sought after and being considered obnoxious and tends to lead to players expressing how they 

would much rather earn cosmetic rewards through challenges in the game itself, as that better 

represents their skill, as opposed to cosmetic rewards which are purchased and can therefore 

be accessed by most people, assuming the price tag associated with them is low enough that 

they are no longer unique. 

4.2. Mobile games 

Loot boxes are not only found within games primarily developed for consoles or computers, 

however, as they can also be found within mobile games or on devices which can play games 

 
34 Hereafter Fall Guys 
35 (Chukwube, 2017) 
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generally found on app stores, such as iPads. The barriers to entry are significantly lower for 

these games, as considerably more people own smartphones than the newest consoles or 

higher end gaming computers, which means the market is also much broader. According to 

an article written in 2019 based on a survey made by Common Sense Media, over half, 53% 

to be precise, of all children in the United States owned a smartphone by the age of 11, and 

once they became teenagers, 84% owned a smartphone.36 

The psychology behind social pressures and the desire to conform to a group also 

plays part in the growing smartphone market, which means that mobile games are simply a 

more profitable market for developers to focus their attention on. Not only is mobile gaming 

currently the leading games industry, representing 45% of the industry, it is also predicted to 

keep growing exponentially in the coming years.37 That does not necessarily mean that loot 

boxes is the primary revenue stream for mobile games, however, as it seems other forms of 

MTX may be the preferred choice of revenue stream, although loot boxes are still present in 

many mobile games. 

4.3. Functionality of loot boxes 

As briefly mentioned, loot boxes are a random chance purchase, which have the potential of 

rewarding the player with something far more expensive than the box itself and methods of 

obtaining them varies from game to game. There are, however, some similarities between the 

core mechanics of how loot boxes are obtained, which is generally at random by playing the 

game. Their functionality and rewards vary from game to game, however, as loot boxes can 

in some cases be opened instantly upon receiving them, whilst requiring a key to open in 

other games. The general rule of loot boxes is that they only contain cosmetic rewards and as 

such do not impact any players’ power whatsoever. 

Video game developers did however experiment with allowing these boxes to contain 

player power and as such had to make the items that loot boxes rewarded very strong to 

incentivise the purchase of loot boxes in hopes of getting these items. The backlash, however, 

was quite severe for games where this was the case and those games were quickly branded as 

“pay-to-win”38 games, where skill was largely irrelevant as long as players could afford to 

buy better items than anyone else could earn through playing the game. The backlash was 

 
36 (Kamenetz, 2019) 
37 (Jugovic Spajic, 2019) 
38 Hereafter P2W 
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severe enough in popular multiplayer games, where the entire balance of the game was 

jeopardised by these items which also devalued hard work, effort and dedication that players 

put into the games, that developers quickly realised that they could not continue selling loot 

boxes which directly impacted the power of players. 

4.4. Different types of loot boxes in video games 

Loot boxes are fundamentally built around the same concept, although there is still variance 

to be found in how the boxes work across different games, whether the games are in the same 

genre or not. The current iteration of loot boxes in most cases does not impact player power 

by giving the players items which are otherwise unobtainable and provide distinct advantages 

over all items which are obtainable in the game. As such, loot boxes are more limited when it 

comes to what rewards they can offer so that they remain lucrative for the consumer whilst 

also being profitable for the developer. Two massively successful video game developers, 

Activision, and Valve Corporation39, own the games Overwatch and Counter Strike: Global 

Offensive40 respectively, both of which offer loot boxes in some capacity, although their 

functionality varies quite substantially from one another. When discussing loot boxes, it is 

also important to look into the Star Wars Battlefront II41 controversy as it was in the forefront 

of why discussions regarding loot boxes, MTX, and real money incentivisation in video 

games, started rapidly increasing, as well as why Belgium ultimately decided to ban loot 

boxes altogether. 

4.4.1. Overwatch 

Overwatch is a first-person team-based shooter game which revolves around using teamwork 

to accomplish an objective, such as escorting a payload to its destination as the opposing 

team’s objective is to ensure the payload does not reach its destination, or fighting over 

control points which can either be neutral, meaning both teams are attempting to capture it, or 

be made such that one team attacking with the other defending. 

 The primary way to gain loot boxes in Overwatch is simply by playing the game, as 

every time a player levels up they are rewarded with a loot box. Overwatch implements a 

system where the max level is 99 and instead of reaching level 100, players are instead reset 

 
39 Hereafter Valve 
40 Hereafter CS:GO 
41 Hereafter Star Wars 
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to level 1 and given special flair for their profile to represent their true level, sometimes 

referred to as prestige-levelling. There are, however, some alternative sources of earning loot 

boxes, such as: as a gift during special events and/or holidays/seasonal events, via first-time 

win in some arcade modes, for the third, sixth and ninth wins in arcade game modes with a 

weekly reset, through the endorsement system (which rewards players with a higher amount 

of loot boxes on a bi-weekly basis, based on endorsement level) and finally via MTX 

purchases. The free loot box earned with every level-up is generally speaking more than 

enough for most players to rely on, especially if they play the game enough to receive these 

regularly, with the arcade modes’ weekly reset for third, sixth and ninth wins filling in the 

gaps nicely. Once a loot box has been earned in Overwatch, it can be opened as soon as the 

player wants to open it. 

 However, as Overwatch is a free-to-play game after initial purchase, 

it needs to generate funding for future updates somehow and as such also 

offers loot boxes for sale as a form of MTX. Barring any promotional sales, 

Overwatch offers five different package deals for purchase of loot boxes, 

where buying more at once gives the customer more value for their money. 

Overwatch’s loot boxes do not require keys to be opened, the player simply 

needs to click on a loot box once acquired and will then be presented with 4 

rewards of which some, or all, can be duplicate items and instead award the player with a 

small amount of the game’s in-game currency which is also used to buy cosmetic rewards in 

the game. The loot boxes have four different potential quality of rewards: common, 

uncommon, rare, and legendary, and each box can, on top of being able to contain a reward 

the player already has, also contain multiple different rewards of the same tier of quality. 

While it is possible to get more than one legendary or rare item in a single loot box, the 

chances are much smaller than getting one rare reward and three in any combination of 

common and uncommon. This information, along with the fact that loot boxes can be earned 

through in-game systems, is stated at the bottom of the in-game shop where players can 

purchase loot boxes. 

4.4.2. CS:GO 

CS:GO is another first-person shooter game which is free-to-play after initial purchase and 

has traditionally since the first game of the franchise launched in 2000, focused around the 
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concept of terrorists42 versus counter-terrorists.43 The primary objective for the T’s, most 

commonly and when it comes to competitive play, is to plant a bomb at one of two bomb 

sites and then defend it from the CT’s until it blows up 45 seconds later. Conversely, the 

primary objective for the CT’s is to stop the T’s from planting the bomb, alternatively 

defusing the bomb once it has been planted. Either team can win a round by eliminating all 

their opponents before the round-timer runs out, with the T side also losing if time runs out 

without them planting the bomb or if the bomb gets defused after being planted, regardless of 

how many players are still alive on either side. The CT’s can therefore win rounds by either 

eliminating their opponents, ensuring the bomb does not get planted or by defusing it once it 

has been planted. Players do not respawn during a round in CS:GO, or the other games of the 

franchise, until the next round of play. 

Loot boxes in CS:GO, much like in Overwatch, can be earned simply by playing the 

game. However, CS:GO does not offer a way to target loot boxes, other than through events 

which will either only drop specific loot boxes or have a higher chance of dropping them. As 

such, the only two ways of obtaining loot boxes in CS:GO is by playing the game and getting 

them randomly at the end of a game or by buying them off the Steam44 marketplace from 

other players. The market price therefore varies drastically depending on the potential 

cosmetic rewards they can offer, of which each box has specific potential rewards which can 

all be previewed before purchasing a box. However, the catch in CS:GO is that loot boxes 

also require keys to be opened and the only way to obtain said keys is via Steam directly. 

As a result of keys being required in order to open loot boxes, some players simply 

just sell their loot boxes via the Steam marketplace rather than spending money on keys to 

open them, whereas there is no market for loot boxes in Overwatch as they cannot be traded 

or sold once acquired. Furthermore, unlike the reward system in Overwatch, loot boxes in 

CS:GO only give the player one reward per box, although these cosmetic items can also be 

sold on the marketplace and vary in rarity and price. As such, there is a possibility to make 

money off loot boxes in CS:GO if a player is lucky enough when it comes to certain boxes, as 

opposed to Overwatch where the rewards are personal and cannot be traded or sold in any 

way, without breaking the terms of service of the game. 

 
42 Hereafter T or T’s 
43 Hereafter CT or CT’s 
44 Valve’s content delivery platform where all their games can be found in one place 
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4.4.3. The Star Wars controversy 

Star Wars was a game which was highly anticipated and hyped up before its release due to 

the success of previous games in the franchise. It became quite apparent however, during 

early access and testing periods, that the game heavily relied on in-game purchases using real 

money not only to advance the player through unlockable content, such as playable 

characters, faster but also relied heavily on MTX in general. The backlash was so severe that 

Electronic Arts Inc.45 had no choice but to change their stance when it came to MTX in the 

game. The MTX in the game revolved around skipping multiple hours of gameplay which 

was otherwise required to unlock certain characters, as well as the chance of getting items 

from loot boxes which seriously impacted multiplayer gameplay and was therefore referred to 

as a P2W game. Despite EA reacting by disabling the ability to purchase crystals, the in-

game currency required to unlock characters, which halted the game’s progression 

significantly as the game had originally been developed around the fact that players could 

choose to pay to skip it large parts of the progression entirely, the damage had already been 

done.46 On top of that, the fact that spending real money was not only beneficial but 

encouraged and a core aspect of the game, resulted in countries around the world starting to 

take a serious look at MTX in video games, particularly loot boxes. 

4.5. Target audience of MTX 

An article in the Smithsonian Magazine about teenage brains says the following: “Scientists 

say the young, impressionable brains are vulnerable, dynamic and highly responsive to 

positive feedback”.47 Furthermore, a study carried out about overindulgence showed that: 

“childhood overindulgence leads to the inability to delay gratification, ungratefulness, an 

increase in materialistic values, and overall unhappiness in adulthood.”48 Bredehoft has also 

written an article about strategies to teach children about delayed gratification, where he lists 

some key characteristics of instant gratifiers as being: 

• “Buys things on impulse 

• Want things now 

• Pleasure before work 

 
45 Hereafter EA 
46 (Webster, 2018) 
47 (Nuwer, 2012) 
48 (Bredehoft, Delayed Gratification in an Age of Overindulgence, 2019) 
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• Engages in fun instead of being on task 

• Is NOT patient while waiting in long lines 

• Gets angry when they don’t get what they want 

• Complains when plans get unexpectedly changed 

• Has fun instead of working on a necessary task 

• Is as spender”49 

All the aforementioned key characteristics are something that mobile game developers 

can, and some have, used to their advantage, as mobile games in particular will feature MTX 

in the form of impulse buying, Some games present these MTXs in the form of imposed wait 

times, which can be circumvented with the purchase of MTX, which directly plays on 

overindulgence, which is likelier to be found in children, especially if they do not understand 

the value of money or the correlation between actions in a game and money disappearing out 

of their parent’s bank accounts. This type of time restriction and imposed wait time also plays 

on other of the aforementioned key characteristic, yet these types of time restrictions, which 

can be circumvented through MTX, seem to be non-existent in video games designed for 

consoles and computers, despite the overwhelming success of MTX in mobile games. Loot 

boxes are also a reward system which plays on instant gratification and the fact that players 

neither need to wait for rewards, nor do tasks or earn them, they simply press a button, which 

is generally followed by a graphic reminiscent of slot machines as it cycles through possible 

rewards, before finally landing on a reward, which can also impart a false sense of likelihood 

of getting an item as players see it pass by only to land on another item, as well as hope and 

desire. 

As loot boxes always offer up some type of reward, they guarantee some sense of 

positive feedback even when not getting something one had initially hoped for, while the 

positive feedback from getting not only something rare or unique, but also something the 

player specifically wanted are considerably higher. The rewards that these loot boxes offer up 

often tend to be quite over the top, whether it comes to colours, references, or how much 

logical sense they make in their respective games, which has a higher chance to draw the 

attention of an impressionable mind. Along with that, loot box mechanics are primarily found 

 
49 (Bredehoft, Strategies to Teach Children Delayed Gratification, 2019) 
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in games whose target audience is younger children and teenagers, rather than adults. 

Naturally, this makes a lot of sense from a business perspective, as younger children and 

teenagers are more likely to be fascinated by the rewards on offer, regardless of whether they 

are more impressionable than adults would be, or not. 

Various data and scientific studies support the claim that children and teenagers are 

likelier to spend money on MTX due to their prefrontal cortex not being as developed as an 

adults’. As the prefrontal cortex is what guides decision making50, it is only natural that a less 

developed prefrontal cortex leads to purchasing of certain MTX, such as impulse buys or 

MTX which removes wait-time restrictions in a game, thus allowing the player to advance. 

COPPA, the Children’s Online Privacy Protection Act, is however in place to protect 

children, and was enacted largely because it is known that children require more protection 

than adults. COPPA also ensures that developers cannot freely add any type of MTX into 

their games, as there are certain rules they must adhere to, in order to avoid children being 

exploited or taken advantage of through means of MTX.51 

5. Unethical and exploitative behaviour? 

Due to the reasons above, loot boxes are often targeted at children or teenagers via mobile 

games. The cosmetic rewards have generally been specifically developed to intrigue them 

more than they would an adult, whose prefrontal cortex is more developed and is therefore 

not as swayed by MTX in general. Furthermore, MTX which is not based on cosmetic 

rewards is also likelier to appeal to overindulgent children seeking instant gratification, as 

they typically allow players to progress farther than they otherwise would have, due to their 

newfound power increase, whereas most adults are more used to and appreciative of rewards 

after working for and earning them, as opposed to simply buying them. 

The cosmetic rewards, on the other hand, are often flashy, bright, and colourful such 

that they are eye-catching and peak interest, particularly among children. Many forms of 

MTX, whether they be purely cosmetic or gameplay altering, will often also be designed 

around impulse buying, where the player is offered to purchase an item either at a discount 

for a short period of time, or even offered to purchase an item which otherwise cannot be 

purchased, for a short period of time, generally occurring after a player has been unsuccessful 

 
50 (Cruz, n.d.) 
51 (Cruz, n.d.) 
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in overcoming a challenge, thereby offering specific rewards to make that particular 

challenge easier, which will appeal more to children than it would to adults. As such, these 

forms of MTX rely on “forcing players to make a decision quickly.”52 The perception of 

instant gratification and happiness from MTX purchases is heavily relied on when it comes to 

impulse buying and as such players are presented with unfavourable or potentially near-

impossible challenges based on their current progress, which suggestively could be turned 

around by an impulse purchase. Loss aversion is yet another strong psychological incentive 

for players to partake in MTX, as a quick purchase can save players from having to attempt 

something they may be struggling with from the very beginning again, instead allowing them 

to partially skip parts of a level by starting where they were at the time of defeat, thereby 

making their likelihood of success much higher than if they have to go through the level 

again, potentially becoming weaker along the way. 

Despite COPPA protecting children from having their personal identifiable 

information collected53, there are other ways for companies to collect data which will impact 

which MTX is presented to the player and when. Table 1 in the article “Unfair play? Video 

games as exploitative monetized services: An examination of game patents from a consumer 

protecting perspective” published in “Computers in Human Behavior” displays a range of 

patents which different companies own and use to sell MTX in their games54, among which 

are patents such as the following: 

• A system matching novice players with experienced players to encourage the 

novice player to purchase items used by the experienced player 

• Usage of behavioural data to personalise purchasing offers to those who play 

more or lose/quit games more frequently 

• A system of price manipulation based on behavioural data, irrespective of the 

contextual value of the item 

• Mystery (loot) boxes in which the likelihood of receiving an item is 

determined by past spending, not chance 

These examples name just a few of the owned patents and as can be seen, they do not 

rely on collecting personal identifiable information about players and can, as such, be sold to 

 
52 (Duverge, 2016) 
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54 (King, et al., 2019) 
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children and teenagers without risk of triggering COPPA, despite their predatory and 

seemingly fraudulent nature. 

5.1. Understanding the value of money 

 When it comes to teaching children the value of money, Cambridge Credit says the 

following: “In general, kids have little to no concept of money. They know that if they want 

something at a store, mom or dad just has to reach into their wallets and purses for that never-

ending supply of green paper.” as well as: “To most children, money seems to grow on 

trees.”55 As such, children may in some cases not fully grasp the consequences of their 

actions or make the connection between how money is withdrawn from bank accounts for 

rewards in a game, especially if their only real grasp on money is in the form of bills and 

cash, rather than how money is stored in bank accounts, linked to debit or credit cards 

Furthermore, a PBS article on teaching children the value of money says the following: “By 

age 3, your kids can grasp basic money concepts. By age 7, many of their money habits are 

already set.”56 As such, it is of vital importance to ensure that children are properly taught all 

relevant concepts of money that are applicable to the current society. 

 A BBC News article written in 2019 titled “My son spent £3,160 in one game” 

revolves around stories sent in by parents, in which their children had spent varying amounts 

of the parents’ money in mobile games, despite the parents’ best efforts to implement 

parental controls. The children had managed to find ways to circumvent the parental controls 

and, in most cases, the parents said that their children: “did not realise the connection, that it 

was real money leaving [his] bank account.”57 In other words, developers can be reliant upon 

psychological manipulation, such as impulse buying and loss aversion, as well as the fact that 

their consumers do not fully grasp the consequences of their actions, as these stories tend to 

revolve around either children or other vulnerable people who may then be considered to be 

getting exploited and taken advantage of by something they do not comprehend. 

 
55 (Cambridge Credit, n.d.) 
56 (Kobliner, 2018) 
57 (Kleinman, 2019) 
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5.2. Prevalence of MTX in mobile games 

Although MTX made its first appearance in Bethesda Softworks’ The Elder Scrolls IV: 

Oblivion in 2006, which was a game specifically developed for PC and Xbox 36058, the 

mobile gaming market has since then overtaken the combined market of console and PC 

games when it comes to sales of MTX. Due to technological advancements, smartphones, 

consoles, and PCs alike are all available at a cheaper price with better components than ever 

before and it is likely to that future technological advancements further this trend. However, 

smartphones still present a lower barrier to entry than consoles or PCs, which are more 

specifically intended for people who have a hobby in gaming, as there are a multitude of 

reasons to get a smartphone, whereas the reason to buy a console or gaming PC is more 

limited to the specific hobby of gaming. As such, the potential to reach a significantly bigger 

target audience with video games presents itself, along with the fact that the target audience 

spans a much larger range of people rather than a niche. Furthermore, the backlash against 

MTX when it comes to PCs and consoles also tends to be higher, as those consumers are 

more emotionally invested in a hobby and prefer to have hard work, effort, and dedication be 

rewarding, as opposed to real money impacting your experience more than anything else. 

Moreover, many of the popular video games developed for PCs and consoles do not allow for 

the same style of MTX as the typical mobile game does and as such is often simply seen as a 

cheap way for the developer to get money out of the consumers, rather than focusing on 

earning money by creating good gameplay and content for the players. 

 However, the fact that developers now choose to focus their efforts, when it comes to 

MTX, on mobile games instead also comes with negative sides. As mentioned, mobile 

phones are way more accessible than gaming computers or consoles, alongside the fact that 

parents have started giving their children smartphones at younger and younger ages, as 

societal behaviours and norms change, meaning developers can tap into a previously non-

existent market. Not only is this market generally made up of way fewer avid gamers who 

have spent years getting accustomed to overcoming challenges and learning patience in the 

face of adversity in video games, it is also filled with younger children who may be more 

prone to seeking instant gratification and success. Striking the right balance between a game 

being challenging enough to warrant purchasing MTX to overcome challenges and the game 

being too complex for the market can be detrimental, as games which are too challenging or 
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riddled with MTX are likely to be less successful than those who strike a better balance, 

thereby making it seem more like a choice granted to the player, rather than forced upon 

them, to advance further in the game. However, certain levels of frustration can also help 

accomplish incentivising the purchase of MTX to simply skip or overcome a challenge and 

being able to continue playing the parts of the game the player enjoys. 

5.3. Impressionable minds of children and vulnerable 

people 

As mentioned above, the BBC News article titled “My son spent £3,160 in one game” 

revolves around children, mostly of young age, although the title of the article is about a 22-

year old who, according to the article, suffers from: “cerebral palsy, complex epilepsy, 

autism, learning difficulties and the approximate cognitive ability of a seven-year-old child.” 

As such, MTX in games do not only impact children, but also other vulnerable individuals 

who may, due to disabilities, be unable to make connections between the real world and 

MTX in a game, as well as the consequences they may bring with them. Chances are, 

however, that the incentive and desire to acquire rewards through MTX may increase for 

people who struggle to make the connection between real money being spent, and them 

acquiring virtual items in a game, as in their minds there is seemingly no downside to the 

acquisition, whereas other people will know they come at a cost. For the vast majority of 

people who are against the existence of MTX in video games, especially those specifically 

developed for children, the main reason for being against MTX likely boils down to this very 

point and how it can be seen as developers taking advantage of a target audience they should 

know are generally not in control of their own finances, are likely to not understand how it 

impacts them and their parents, and are also more likely to be enthralled by whatever rewards 

are on display. 

 Children are especially impressionable by things that go on around them, and quite 

commonly have a hard time accepting if their parents refuse to do something for them which 

other children’s parents did for their children, with a prime example being exactly that of 

getting a smartphone at a young age as everyone around them is receiving one from their 

parents. “The need to belong to a group also can lead to changes in behaviours, beliefs, and 

attitudes as people strive to conform to the standards and norms of the group.”59 The same 
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can be said for loot boxes in games, in which case a child may have a group of friends who 

all received a certain amount of loot boxes from their parents in a game, and in order to fit in 

so too must they. Conforming is deeply seeded in the psychology of humans and has been 

something humans instinctively and naturally strive for since the dawn of man, as back then it 

was quite literally the difference between life and death. This also leads to people disliking 

being the centre of attention for being different or sticking out from the norm of the group, 

unless they had the intention to do so. 

5.3.1. Winning is addictive 

Dr Cyrus Abbasian, an addiction specialist at Nightingale Hospital in London, said the 

following in an interview with BBC News on the topic of gambling and why it is so 

addictive: 

“To answer those questions you’ve got to go back to when humans were simple 
hunter-gatherers and our only job was to survive. In simplistic terms our brains 

are designed in such a way that they seek rewards. Gambling affects a primitive 

bit of the brain, a bit of the brain that, from an evolutionary perspective is less 

advanced and it’s more about immediate gains. Back in the day we’d get a big 
emotional reward for killing an animal, bringing it back and foraging enough 

food for our families.”60 

The main difference between getting a big emotional reward for hunting and feeding your 

family and from getting lucky or winning in gambling, is vastly different in many ways, 

however. Firstly, hunting was done as a means of sustaining yourself and your family and 

was necessary for survival, excess hunting above what one needed was not commonplace and 

so the feelings of emotional reward and the gratification of success were limited as the 

opportunity to increase dopamine levels did not occur as frequently. Furthermore, gambling 

is not necessary for most people to sustain themselves but is rather a hobby. Additionally, 

accessibility and availability for gambling is far higher as it is not tied into basic needs, such 

as sustenance. As such, a person can gamble almost whenever they have an urge to do so, as 

gambling-like features can be found for as cheap as $1. 

 
60 (Chalk, 2019) 
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5.3.2. Maslow’s Hierarchy of Needs 

Maslow’s Hierarchy of Needs is one of Maslow’s 

biggest contributions to humanistic psychology and 

Abraham Maslow himself is to this day “one of the 

most influential psychologists of the twentieth 

century.”61 According to Maslow’s Hierarchy of 

Needs, needs which are lower down must first be met, 

before needs higher up can be attended to, as basic 

needs are at the core of all human needs in order to 

survive. The five stages of the model are described as 

follows: 

1. Physiological needs: Which are basic biological needs required for human survival, 

such as sustenance, shelter, clothing, and sleep. 

2. Safety needs: Once the physiological needs are met, the need for safety and security 

become prominent. 

3. Love and belongingness needs: Once physiological and safety needs have been 

fulfilled, the third level of the hierarchy is a social aspect, whether it be between 

friends, intimate relationships, or being part of a group. 

4. Esteem needs: The fourth level of the hierarchy about which “Maslow indicated that 

the need for respect or reputation is most important for children and adolescents and 

precedes real self-esteem or dignity”62, can be split into two parts: 

a. Personal esteem through dignity, independence, and achievements among 

other things 

b. The desire for reputation or respect from others 

 
61 (Selva, 2017) 
62 (McLeod, 2020) 
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5. Self-actualization needs: The highest level of the hierarchy which revolves around 

realising your own potential, self-fulfilment, and seeking personal growth among 

other things.63 

Basic needs will, in most cases, be taken care of by the parents or legal guardians of 

children, which means they do not need to worry themselves with the basic needs 

required before moving up the hierarchy and can instead focus their attention on the third 

and fourth stages of the hierarchy, which can intertwine in some cases. As briefly touched 

upon earlier, children have started receiving smartphones from their parents at younger 

and younger ages, which is partially due to the third and fourth stages of the hierarchy as 

children, just as the majority of humans, have the need to conform to a group. Being part 

of a group at that age, however, can often come down to respect and reputation which can 

be garnered by fitting in by having the latest smartphone, for example. However, 

cosmetic rewards which can be obtained via loot boxes have also started garnering similar 

results lately as the same trends can be seen towards loot boxes, where children are 

genuinely nervous about all of their friends having received certain cosmetic items in a 

game they all play, whereas they themselves have not.  

6. Gambling laws and protection 

As the United Kingdom already has an Act on gambling, although it is not currently being 

enforced against loot boxes, despite some claiming loot boxes specifically fall under its 

reports on gambling, the purpose of their gambling act should be explored in more depth. 

6.1. Gambling Act 2005 

The purpose of the Gambling Act 2005 can be found within its licensing objectives in the 

very first section of the Act, which are: 

1. preventing gambling from being a source of crime or disorder, being associated with 

crime or disorder or being used to support crime, 

2. ensuring that gambling is conducted in a fair and open way, and 

 
63 (McLeod, 2020) 
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3. protecting children and other vulnerable persons from being harmed or exploited by 

gambling.64 

As previously discussed, the question of whether it is fair or ethical to deliberately choose a 

target audience for loot boxes which falls under the third objective of the Act, being children 

and other vulnerable persons, arises. Additionally, the question whether loot boxes are being 

conducted in a fair and open way as per the second point is important, as there are patents 

which directly allow companies to market loot boxes as random chance, whilst their outcome 

is in actuality controlled based on behavioural data, suggesting the system is neither open nor 

fair to its user, who are intentionally being misled. 

 Furthermore, according to the third part of the Act, gambling is defined as: gaming, 

betting, and participating in a lottery. The word lottery is then further defined and categorised 

in the 14th section of the Act, where an arrangement is considered a simple lottery if it meets 

the following criteria: 

1. persons are required to pay in order to participate in the arrangement, 

2. in the course of the arrangement one or more prizes are allocated to one or more 

members of a class, and 

3. the prizes are allocated by a process which relies wholly on chance. 

Loot boxes in video games do, in most cases, require payment in order to participate as the 

player has to purchase them, although they can also be earned in many cases. However, as 

previously discussed, they may then require a key to open which again means payment is 

required to partake. Moreover, loot boxes offer one or more prizes to one, which is almost 

universally the case, or more members of a class. Finally, the prizes from loot boxes are 

generally allocated by a process which relies wholly on chance, and as such could be 

considered to fall under the definition of a lottery, which in itself falls under the definition of 

gambling, according to the Act. However, as the patent allowing loot box rewards to be 

manipulated and predetermined based on behavioural spending does exist, so too must loot 

boxes in which the prizes do not rely wholly on chance, or on chance at all, and is more 

reminiscent of casinos, where the odds tend to be rigged in favour of the casino.  

 
64 (Gambling Act 2005, n.d.) 
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6.1.1. Final licensing objective 

The final licensing objective of the Act revolves around protecting children and other 

vulnerable persons from being harmed or exploited by gambling. As children and other 

vulnerable persons tend to be the target audience of loot boxes and MTX in general, it 

becomes very difficult to protect them without restrictions and actions being taken towards 

ensuring that children and other vulnerable persons have a much more difficult time 

partaking in MTX. Although some parental controls may be in place, their basic functionality 

is often lacklustre and reliant on simple passwords, which children have been prone to 

memorise in order to access MTX using their parents credit cards, which tend to be stored on 

devices such as iPads. As such, neither the parents nor their children are very well protected 

from something which the children arguably do not fully comprehend, nor should they be 

expected to. 

7. Conflicts arise as laws and viewpoints on gambling 

clash between countries 

As can be seen by chapter 3, which only took into account six different countries, four of 

which are European countries and two of which are Asian countries, there are conflicting 

views, regulations, and legislations regarding loot boxes, which do not only differ vastly 

between continents, but also between countries of the same continent.  

 As also mentioned in chapter 3, Belgium and the Netherlands banned loot boxes as 

they deemed that loot boxes constituted as gambling, and as such is not a service which can 

legally be provided in their countries without a license, while Japan banned complete gacha, 

and China has also set forth legislations against gambling, although their enforcement seems 

to be inconsistent. 

7.1. European, American, or Asian companies providing 

games for a global market 

Another source of potential dispute arises when taking into account that games which are 

being developed for the global market are being developed in a country in which the 

legislations may be either in favour of or against loot boxes, meaning their own legislations 

must be taken into account as well as the legislations of the intended target audience of 

countries. It is however unlikely that a country which elects to ban loot boxes, would develop 
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games with loot boxes for other markets, whereas those who elect not to ban loot boxes may 

have to alter their games, or simply avoid selling them in countries where loot boxes are 

banned, should they choose to include loot boxes in their game. However, if more countries 

follow suit and deem that loot boxes are a form of gambling, the result would be to either 

have to develop multiple versions of the game, or not provide the game to those countries, 

which is the likelier option if only a few countries decide to ban loot boxes. Should the 

number of countries who deem loot boxes to be a form of gambling increase, then so too 

would complications regarding developing multiple versions to fit specific countries, and 

may even end up being a more expensive outcome than simply moving on from the usage of 

loot boxes. 

7.2. Different preferences in major markets 

As can be seen in the present legislation of the six countries looked into, the different major 

markets around the world vary in preferences and opinions regarding loot boxes, and MTX as 

a whole. If put on a spectrum, Europe would be considered to be against MTX in most forms, 

whilst America is in the middle, although they lean more towards the side of being in favour 

of MTX rather than indifferent, with Asia being on the opposite side of the spectrum from 

Europe, as MTX is not only well received for the most part in Asia, but has almost become an 

expected form of monetizing games. 

7.2.1. Europe 

In general, the European market consist more of avid gamers who prefer consoles or PCs 

over mobile games. As such, the European market leans more towards being against MTX in 

most forms, which is reflected in statistics when global comparisons are made, looking into 

revenue as well as user penetration. The European market is therefore likelier to start 

regulating and creating legislations against loot boxes, or deem them to be a form of 

gambling as they are ill received, considered to be a cheap way for developers to get money 

from the community, and participation is considerably lower on average in Europe than some 

of the other major markets. 

7.2.2. America 

The American market consists of considerably more mobile gamers than Europe and tends to 

lean more towards either indifference or being in favour of MTX with 77% thinking that 



 

33 

 

MTX helped extend their enjoyment they receive from a game65, and as such is a much larger 

portion of the mobile gaming and MTX market than Europe. According to statistical data 

from Statista, the United States were second when it comes to spending on mobile games, 

spending a total of 10.7 billion dollars.66 

7.2.3. Asia 

The fact that the Asian market is the largest part of the mobile gaming and MTX expenditure 

markets is largely a result of social and economic conditions in Asia. As on average, most 

Asian countries pay lower wages comparatively to the West, Asian consumers tend to be less 

likely to be able to participate in games which do not revolve around the revenue model of 

MTX. For most developers, there is a choice to be made between free-to-play games that use 

MTX as their primary revenue stream, or by generating revenue through subscription fees. 

For many in Asia, the latter is simply not something they can afford to support, as a large 

majority of gamers already has to pay for access to a computer at a local Internet Café and 

simply cannot afford the larger upfront cost of subscriptions or expensive prices when 

purchasing a game. As such, the free-to-play games which generate revenue via MTX has 

become the primary way to develop games for the Asian market, and understandably plays a 

major role in MTX being well received in Asia, or even required, in order for games to be 

successful.67 

8. Conclusion 

By definition of the Gambling Act 2005, and even per Icelandic legislation despite it being 

rather outdated, loot boxes constitute a form of gambling. The prizes are obtained wholly 

based on luck, with the exception of predatory and exploitative behavioural data patents, and 

they require payment for participation. Regulations and legislations around the world may 

require updating in order to keep up with technological advancements, but should be kept in 

favour of citizens, in order to increase their protection from being exploited or taken 

advantage of. It is of vital importance to ensure that any updated regulations or legislations 

reflect the goal of protecting individuals, as developers look for loopholes which they can use 

 
65 (McAloon, 2016) 
66 (Statista, 2020) 
67 (Yonzon, 2008) 
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to circumvent the legal definitions of gambling, thus being able to continue providing the 

service to anyone, including children. 

Furthermore, the monetary value of virtual items ought to be revised, as it currently feels 

outdated and lopsided, only taking into account whether virtual items have real-world 

monetary values to individuals other than those directly interacting with them, thereby 

completely negating and removing any potential real-world monetary value of the user 

directly interacting with virtual items, which can set a dangerous precedent. 

The functionality of loot boxes is predatory, exploitative, and in some cases evil, in 

nature, whether the rewards rely wholly on chance, or are built on behavioural data as 

patented by some companies, which in turn results in price manipulation of items rather than 

gambling, which is in no means better or less exploitative, especially of children. Children 

are, unfortunately, often the target audience of loot boxes in the major markets outside of 

Asia, where the target audience does include children as well, but is aimed at a far broader 

audience, being that it is the primary and preferred revenue model of games in Asia, in the 

opinions of the players and due to social and economic conditions in Asia compared to the 

West. In the West, however, loot boxes are primarily targeted at children and quite 

deliberately implemented in games which are marketed and developed for children, as well as 

advertised and targeted at them. 

As a child’s brain is not as developed, and should not be expected to be, as an adults’, 

children are far likelier to purchase loot boxes, often without fully comprehending that their 

actions have direct impact on real-world money, as they only assume everything is happening 

online. Furthermore, as their prefrontal cortex is not as developed as an adults’, their decision 

making cannot be expected to be as good or reasonable as an adults’. 

Additionally, the implementation of loot boxes in mobile games, which drastically lowers 

the barriers of entry to participation as most children and a majority of teenagers own 

smartphones, can only be seen as a means to increase reach into the market of children and 

teenagers, as many mobile games are specifically developed to entice this target audience, 

with flashy or cartoony games, often off-putting for adults. Furthermore, the minds of 

children are more impressionable and subject to the social and peer pressures presented 

around them, which can impact their choices and decisions when it comes to participating in 

the purchase of loot boxes, which even extends to certain patents which deliberately attempt 
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to get new or worse players, which children can expected to be as they first start playing, to 

partake in microtransactions, including loot boxes, by pairing them with players who have 

done so, in order to create a sense of envy and desire for the items the veteran players own 

and use. 

Perhaps most important of all is the fact that children both require and deserve protection 

from such predatory and exploitative behaviour, and as such, regulations and legislations 

should be interpreted in a sense which achieves that, namely deeming loot boxes to be a form 

of gambling, which is subject to gambling laws and therefore illegal for children to 

participate in, meaning that developers can no longer create games marketed for children, 

which use psychology to get children to partake in gambling.  
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