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1 Introduction

This user manual will be explaining how users will be able to use the risk engine web
application in order to create risk assessments, calculate a risk score on each bank customers
and observe risk calculation results.

The risk engine is accessible to employees of Lucinity, the project evaluator and the
project supervisor.

2 Login

When entering riskengine.club for the first time you will be greeted with a login page.

Figure 1: Login page

To login as the highest priority admin you will be able to enter with the username: admin
and the password: admin. Other users can be registrated but that will be discussed in
section 7. After being inactive as a logged in user you will be forced to login again later.
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3 Dashboard

Once logged in you will be greeted with the dashboard containing list of some of the actors
and list of created rule sets. You can either click on one of the actors to see information
about that particular actor and previous risk calculations done on them. You can click on
one of the rule sets to see how they calculate the risk score.

Figure 2: Dashboard page

Additionally, you can press on the trash can symbol on the rule set to delete the rule set.

Figure 3: Dashboard page - delete rule set
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You are able to click on the hamburger menu (in the top right corner) to either create a new
rule set, enter the admin portal or see the list of actors (bank customers) in the system.

Figure 4: The hamburger menu

The on/off button (next to the hamburger menu) can be used to sign out as a current user
of the application.
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4 Creating Rule Sets

When creating a rule set you will see an empty frame.

Figure 5: Rule set without any rules

That is because you have not added any rules. All you have to do to add a rule is to click
the "Add Rule". After doing that you will see an empty row.

Figure 6: Rule with completed rules

You can select different parameters that exist in the database about am actor, an operator
and a value. You also need to give each rule a weight in case the condition inside the rule is
true. Make sure to have the weight of each rule add to 100 before creating the rule set.

You will also need to give the rule set a name, a description and a frequency. The
frequency determines how often the rule set is executed automatically

When you are done setting up rules in the rule set you can create it be pressing on
"Create". You will be able to see your created rule set on the dashboard.
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5 Executing Risk Calculations

To execute a risk calculation you need to click on a rule set on the dashboard. After entering
the page about the rule engine you can click a button "Run Risk Calculation". After pressing
it a back-end service will apply this rule set on each actor and calculate a new risk score for
each of them.

Figure 7: Created rule set page

You will be able to see the new score by clicking at any existing actor. You can find more
information about actors in section 6. Below the new rule set component is a table that
displays the actor risk scores on every actor in the system calculated on every rule set that
is defined in the system.

Figure 8: Risk score table
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6 Actors

You are able to see the list of existing actors on the dashboard or by selecting "Actors" in the
hamburger menu.

Figure 9: Actors page

By clicking on one of the actors you will be able to see details about each one of them. Both
parameters that exists for the actor and all risk calculations done on the actor.

Figure 10: Actor detail

Below the actor details is a list of each rule set calculation runned on the actor.
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7 Admin portal

You can only enter the admin portal if you are an admin user. When entering the admin
portal through the hamburger menu you will be greeted with the following page

Figure 11: Admin Portal

You can register a new user by clicking on "Register User", then you enter the following
page

Figure 12: Register new user

Then you need to enter all of the required information about the new user such as first
name, email, last name and role. When you click on "register user", the new user will get an
email to the email address that was entered and will be able to register through the email.
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Figure 13: Existing users

By clicking on "View Users" you will be able see every user that is registered in the system.
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