
Risk management

Asset

Known or 
suspected 

threats

Known or 
suspected 
vulnerabiliti

es

Primary 
concerns 
(C/I/A) [1]

Possibility 
of 

occurrence 
[2]

Impact level 
[3]

Raw risk 
level [4]

Key 
information 

security 
controls in 

effect [5]
Quality of 
control [6]

Incident 
undetectabil

ity [7]
Detected 

risk level [8]
Mean risk 

total
Assessors 

[9]

Comments, 
notes, 

explanation 
[10] Priority [11]

Complexity 
[12]

Proposed 
mitigation 

[13]
Mitigation 
cost [14]

Ownership 
[15]

Residual 
risk [16] Status [17]

Action to 
take [18]

Deadline for 
mitigation

Risk 
accepted by 

[19]

Team

Team members 
are unable to 

meet in person 
due to weather.

The weather in 
Iceland is 

unpredictable. 2 1 2

The city of 
Reykjavík plows 

snow in the 
morning. 3 2 4

9

JIS

Not all team 
members own a 

car.

Check weather 
forecast 

beforehand. 
Members will 
be available 
online if they 

can not make it 
in person. None Egill acceptable None Execute JIS

Other courses 
take away time 

from final 
project

Deadlines are 
often on days 
where we are 

working on the 
final project 4 1 4

All team 
members 

commite final 
project days 

only to the final 
project 3 1 4 ESS

Final project 
days are always 
taken at Hopp 
office which 
help team 

members to 
stay focused on 

the project

Team members 
plan their week 
such that time 

is not taken 
away from the 

final project Time Egill acceptable In progress Execute ESS

Team member 
can not meet in 
person due to 

Covid-19

Team members 
have friends and 
family they meet 
on a regular basis 3 2 6

Quarentine 
regulations and 
recomendation

s from the 
government 2 2 12 JIS

Covid is a fast 
spreading virus

Stay away from 
crowds None Jóhann Team None Execute 25.02.22 JIS

Team members 
do not follow 

the coding rules

Team members 
forget to follow 
the coding rules 4 2 8

Go over the 
coding rules 
and follow 

them 4 2 16 HH
Code is not well 

written

Let members 
review there 
code before 

merging None HH Team Finished Execute AFP

Security

Team members 
account is 

compromised

Some sites have 
experienced data 
leaks and similar 2 4 8

Team members 
use two factor 
authentication 
and make their 

accounts as 
secure as they 

can 3 2 16 ESS

Contact 
product owner 

and follow 
instruction to 
secure account None Andri acceptable Done Execute JIS

Data and 
information 

leak

Team members 
might use 
unsecure 

storages or 
services for the 

data C + I 1 4 4

Team members 
are using 

secure 
passwords 4 2 8 8 ESS

Data is 
becoming more 

secure and 
more measures 

have been 
taken

Verify data 
storage and 
inform team 

members. 
Review 

permissions 
and who has 

access

Information 
might be used 
by competitor Andri

Team or single 
member None Execute ESS

Communicatio
n

Team member 
shows low 
productivity

All team 
members have 
other courses 
and some jobs A 3 2 6

There is good 
communication 
in the team and 
we can easiliy 
talk to each 

other 4 2 12

14

ESS

Team members 
are commited 
to the project

Issue is brought 
up in daily 
standup 
meeting

uncomfortable 
conversation Egill less work done Done Execute ESS

Scrum master 
unable to 

manage sprint

Scrum master 
takes more 

responsibilites in 
the sprints A 3 2 6

Workload is 
split between 
team members 4 2 12 ESS

Maintaining 
files and 

documents falls 
under the 

responsability 
of the scrum 

leader

Scrum master 
distributes his 
workload to 
other team 

members

Team members 
have a harder 
time finishing 
their assigned 

tasks Jón

Sprint issues 
assigned to 

team member 
not completed None Execute ESS

Unclear and 
badly 

documented 
work

Team members 
forget to 

comment and 
document I 3 2 6

Team members 
follow coding-

styles and 
documentation 

rules 3 2 12 ESS

A programmers 
habbit of not 
commenting 

their code

Team members 
are enforced to 
comment their 

work and PR 
are not merged 

if work is 
unclear

Issues and task 
take a little 
longer to 
complete Andri acceptable None Execute ESS

Teacher or 
instructor 
becomes 

unreachable.

Teacher or 
instructor gets 
sick or goes on 

vacation. 3 2 6

There is a 
specified 

channel on 
Discord for 

communicating 
with the 
instructor 2 3 18 JIS

Teachers have 
been 

unreachable 
due to personal 

reasons

Set up a 
specified 

platform for 
communication 
(some platform 
we know they 
check regularly) None Egill acceptable In progress

Plan and 
execute JIS

Hardware

Lack of 
computing 

power

Training a ML 
model takes 

resources that 
team might not 

have 3 3 9

Problem 
discused and 

clusters 
researched 4 2 18

12

ESS Known problem

A cluster is 
setup trough a 
cloud serivce in 

collaboration 
with Hopp Resources Egill Limited None Execute ESS

A team 
members 
computer 

breaks down

All team 
members use 

their computers 
a lot and could 

lead to some kind 
of failure A 3 2 6

Team members 
take good care 

of their 
hardware. All 

code and 
documents are 

managed by 
cloud 

applications. 3 1 6 ESS

Team members 
have decent 
computers

Members use a 
desktop 

computer at 
home or 

borrow a laptop Time Andri acceptable

Keeping 
hardware in 

check ESS

Project

Product owner 
cancels sprint 

meeting.

The project 
owner has many 
other meetings 

to attend. 3 1 3

There is a set 
time where the 

team and 
product owner 

meet 3 2 6

16

ESS Time Egill acceptable JIS



Project

Sprint issues 
are not 

completed 
before end of 

sprint
Alot of issues in a 

single sprint 4 2 8

Team will 
always have a 

scrum leader to 
have overview 
of each sprint 

and that issues 
get done 3 2 16

16

JIS

Some issues 
can move to 

the next sprint 
if not 

completed. 
There is a 

buffer sprint to 
deal with built 

up work.

Asses how 
much work the 

team can 
handle in a 

single sprint in 
the 

retrospective. Limeted Egill acceptable In progress
Plan and 
execute JIS

Usability of 
application is 

not intuitive or 
informative

Little experience 
with creating 

real-life 
applications 2 5 10

Specific team 
members are 

responsible for 
the frontend 
and they will 

have help from 
a designer 4 2 20 ESS

Application will 
be worked on 

with a designer 
from HoPP

Perform user-
testing and get 
input from real-

life users. 
Create mock-
ups to recivce 

feedback 
before 

implementation
. Extra work Egill acceptable In progress Execute ESS

Project failure

The project is 
complicated and 
training a model 

of this complexity 
is hard. Team has 

limited 
experience in this 

kind of project I 2 5 10

Sprints are 
planned and 

there are 
deliverable 
products in 
each sprint 4 2 20 ESS

Team members 
and product 
owner are 

rather 
confident in the 

project

EDA might need 
to repeted and 
evaluate a new 
ML algorithm. 
Product owner 
is informed and 

steps taken 
from there

Time and 
resources Egill Unacceptable None

1. Execute plan       
2. Talk to PO ESS

Third-party and 
cloud services

A data source 
(API) that we 

rely on 
becomes 

unavailable.

APIs or Cloud 
Service 

companies might 
go bankrupt or 

be laid down due 
a company being 

acquired 1 4 4

We try to use 
known and 
established 
third-party 

services. 4 2 8

11

JIS

We will do 
some research 
before adding a 

third-party 
service to our 

system.

We will get 
Ægir's or 

Hannes's advice 
of respected 

services.
Time and 
resources Egill acceptable In progress

Plan and 
execute JIS

Cloud services 
become 

inaccessible.

No control of 
documents 

stored in the 
cloud A 2 4 8

We are using a 
recognized 

hosting 
provider 5 2 16 JIS

We will do 
research on the 
Cloud service 

before use.

We will get 
Ægir's or 

Hannes's advice 
of respected 

services.
Time and 
resources Egill acceptable In progress Execute JIS

No access 
control of 

Hopp's data 
base

No control of 
documents 

stored within 
Hopp A 3 4 12

 Hopp is using a 
recognised 

hosting 
provider 3 1 12 JIS

Hopp 
employees 
have been 
generous 

supplying data 
as long as it 

does not 
include 

personal 
information 
from users

Talk to Hopp 
employees and 
make sure we 
can get all the 
data we need 
for the project None Andri acceptable Done Execute JIS

Important data 
source for the 

model are 
expensive

Team does not 
have the 

resources for 
expensive data 

sources I + A 3 3 9

We try to use 
free data 

source and ask 
Hopp for access 

to paid ones 4 1 9 ESS

Large datasets 
and API's are 

not free

Find alternative 
data sources or 

ask Hopp for 
access to paid 

ones Resources Egill

Paid services do 
not perform to 

standards In progress Execute ESS

Error in code 
that ramps up 

the API cost

Team implement 
a badly written 
code and send 

more requests to 
the API that we 

should 3 3 9

We want to 
review our code 
before running 

it 4 1 9 HH
Each request to 

an API csots. Code review Resources Egill

Paid services do 
not perform to 

standards Done Execute AFP



[1] Confidentiality, Integrity and Availability

[2] 0 - No likelihood
1 - Very low, An event that occurs less then every 3rd year.
2 - Low, An event that occurs annually to every 3rd year.
3 - Medium, An event that occurs couple of time a year to about once a year.
4 - High, An event that occurs on a monthly basis.
5 - Very high, An event that occurs from a daily basis to once a week

[3] 0 - No impact
1 - Very low Little or almost no interruption or financial loss.
2 - Low A minor impact on the business or financial situation.
3 - Medium A major impact on the business or financial situation.
4 - High Significant impact on the business or financial situation.
5 - Very high Could lead to bankruptcy.

[4] 0  Nil
1-3   Low 
4-7  Medium
8-14  High
15-19  Critical
20-30  Extreme

The raw score takes no account of the difficulty of detecting certain types of incident

[5] Identify the control that is applied at the time of the assessment e.g. None, work instruction or operating procedure

[6] 5: Excellent
4: Good
3: Adaquate
2: Poor
1: Non existing

[7] Extremely high: very easy to detect = 1
High: relatively easy = 2 
Medium: can be detected but efforts are needed = 3
Low: low likelihood of detection = 4
Extremely low: very difficult or almost impossible to detect = 5
 
Detection of incidents can be by audits, process checks, management reviews, routine management oversight, logs/alarms/alerts, whistleblowers 
etc. etc.



[8] The higher the number the worse it is and the greater the need to address

[9] Person who is assessing the risk

[10] Enter comments on an ongoing basis to show how the risk is addressed and re-scored until satisfactory (whatever that is)

[11] Red: Critical
Orange: High
Blue: Normal
Green: Low

[12] Red: Difficult
Orange: Complex
Blue: Normal
Green: Easy

[13] How can the risk be brought down, in a realistic manner

[14] Estimated cost and effort of proposed mitigation

[15] Who will be implementing the mitigation?

[16] What will be the remaining risk after mitigation?

[17] Planned to start on
In progress
Finished

[18] List of actions needed to mitigate the risk

[19] Manager approval of acceptance


